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THE EVOLUTION OF
ARTIFICIAL INTELLIGENCE
WITHIN THE LABOR MARKET

ABSTRACT

The publication contributed with
new information and evaluation to
the  work, productivity and
innovation of artificial intelligence
that provides policy-makers with
information on rapidly changing Al
capabilities and its impact on the
labor market. The program's goal
is to assist guarantee that the use
of Al in the labor market/workplace
is successful, useful to everybody,
people-centered, and widely
accepted.
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Book Summary

This book describes new concerns of large-scale job losses that have come from the latest
advancements in Artificial Intelligence (Al) as a result of its capability to mechanize a quickly
increasing number of work (with unregulated cognitive skills) and the possibility for all economic
sectors to be affected. In addition, there is concern over the well-being of employees and their
wider working world, linked to the idea of Al becoming omnipresent in the workplace and
threatening and undermining the human place. Nevertheless, Al also has the ability to add to
and increase human capacity, leading to increased efficiency, and increased request for labor,

and better quality of work.

The influence of Al on wages and employment from a theoretical point of view is equivocal and
may depend heavily upon the sort of Al that is being created and arranged, how it is being
established and used, and on market circumstances and policies. The actual evidence based on
Al implemented throughout the last ten years, however, does not back the claim that
employment and incomes in jobs exposed to Al are declining altogether. Although Al can handle
some normal cognitive tasks, there are still certain enforcement bottlenecks, and many
functions still need to be performed by humans. Therefore, most of the impact of Al on jobs
might be skilled when tasks in an occupation are reorganized. Some groups of employees may
be more capable or more capable of benefiting from the benefits of Al, using Al to complement

their work and avoiding the adverse effects.

Al is anticipated to transform many people's working environments by varying the content then
design of their occupations, interacting with each other and machines, and monitoring labor
effort and productivity. Al could play a vital role in fostering collaboration between humans and
machines, enabling workers to perform boring or physically demanding activities while making it

possible to harness their own unique human skills. However, the same Al technologies may
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also pose considerable concerns for the working environment, in particular, if used improperly or

with a unique incentive to save expenses.

Introduction

New concerns about large-scale loss of employment have arisen from recent
advancements in artificial intelligence (Al) because of its capacity to automate fast-
growing activities (comprising non-routine cognitive functions) and its possible to disrupt
any sector of the economy. There is also concern over the well-being of the employees
and the wider work environment, connected to the belief that Al will become prevalent in
the workplace soon, threatening and undermining the place of people there.
Furthermore, Al also has the ability to add and enhance human capacity, which results

in more productivity, stronger demand for work, and better quality of work.

The influence of Al on employment and wages is uncertain from a theoretical point of
view and might be heavily dependent on the type of Al being created and used, how it is
established and implemented and on market circumstances and market policies. If Al
promotes task robotics and results in moderate productivity gains, the advantages of
this new technology are doubtful for employees. Al has to develop new, high-production
activities to replace the automated ones, and increase output appropriately to increase
consumer demand, therefore raising demand for human labor to provide good results
for employees. The Al-based empirical evidence adopted over the past ten years does
not support the concept of an overall decrease in jobs and salaries in Al-exposed
occupations. Certain research indicates that Al has a beneficial effect on salary

increases.
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Highly skilled jobs involving non-routine cognitive activities like laboratory technicians,
engineers or actuaries are among the sectors deemed most susceptible to Al. However,
greater exposure does not always indicate the disappearance of jobs in such
occupations. Although Al's capabilities have increased significantly, there are still
several barriers to adoption and human activities. Al will probably have much of an
influence on occupations through the reorganization of duties in a job, with some people

eventually being complimented by Al instead than replaced by it.

Workers may require retrained or upgraded skills to adapt themselves to the
reorganization of work and to the development of new occupations, to overcome
probable job losses, and to go on to other jobs. This means not just the acquirement of
IA-related competencies, but also the acquisition of competencies in areas that IA
cannot do effectively, like technical and creative intelligence, reasoning, and
uncertainties. The successful transition of Al would also depend on company-level
encouragement to retain then retrain employees as well as institutional elements such
as the overall training and occupational search infrastructure in the country, significant

government financing, tax subsidies, then welfare support schemes.

Some groups of employees are more likely to be able or better able to use the benefits
of Al, to complement their work with Al and to avoid its negative effects. Some highly
qualified professions are some of the most exposed to Al, but there is confirmation that
employees with higher salaries or higher education achieve higher Al salary growth,
suggesting that they have a certain degree of complementarity. This indicates that
adopting Al might increase inequality of income. In the same way, some companies

may be better able to develop and use Al than others. Moreover, if Al's gains add to a
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limited number of idol innovators or companies with extreme market power, it can split

up the potential adverse impact of Al on inequality.

Al can probably reshape many people's working environment by varying the content
and conception of their jobs, how workers interact and how they monitor work effort and
productivity. Al could play an essential role to foster collaboration between the human
machine and help workers carry out difficult or difficult tasks while enabling them to
leverage their own unique human skills. Artificial intelligence can offer less expensive,
quicker, and more adaptable arrangements in the field of human resource management,
empowering laborers to impel their own professions, assisting administrators in
managing, and improving preparation. Furthermore, the same Al applications could
pose substantial concerns in the workplace, particularly if implemented incorrectly or
only for cost-cutting purposes. Employees may feel insecure mentally or physically as a
result of a lack of openness and comprehensibility surrounding algorithmic forecasts
then choices. Al can enhance job pressure then generate concern about output and
how management perceives data by enabling thorough monitoring of employees'

performance.

There are still a lot of questions that need to be answered in the future. Surveys and
qualitative studies may be valuable in determining how businesses and employees
perceive the Al transition, how choices are made then under what management
systems, what nationwide policies and organizations are in place, and what measures
lead to favorable outcomes. Capturing data from many situations, such as the utilization

of Al in manufacturing environments to facilitate close human-machine collaboration,
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the function of Al in supporting the highly skilled in prediction tasks, and the usage of Al-

enabled career progress tools is of special relevance.

Further empirical research will be needed to determine whether Al's impact is similar to
that of earlier waves of automation in terms of its ability to replace and/or complement
human labor and generate new tasks, as well as the consequences for labor demand
then income dissimilarity. This will rely on data collecting and the production of displays
that capture Al and its fundamental characteristics (as well as taking automation

technologies into account more broadly).

Chapter 1: What can Artificial Intelligence do?

The focus in this chapter is on Artificial Intelligence's capability and its significance for
the labor market. It starts with defining the characteristics of Artificial Intelligence which
researchers regularly mention, especially those that convince academics that the
influence of Artificial Intelligence is worthy of special attention on the labor market (as
different from the impact of innovation or automation in general). These include the
potential for Al to influence many industries and businesses throughout the whole
economy; its ability, whether it's beneficial or harmful, to self-improvement and to

increase the range of automated tasks (including highly qualified ones).

Al has exceeded some of the constraints of earlier technologies. The problem-solving,
logical reasoning, and sensory attributes abilities in Al, in particular, mean that it has
become possible to automate certain non-routine cognitive tasks. This explains why

several highly-qualified professions such as radiologists, laboratories, engineers,
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lawyers, besides actuaries are found significantly exposed to Al, i.e. the tasks that these
vocations include and the jobs that Al can accomplish are overlapping. Moreover, high

exposure does not essentially require the disappearance of jobs in these professions.

There are some bottlenecks in Artificial Intelligence's progress: people outperform
Artificial Intelligence in technical and creative intelligence, reasoning, and lack of
certainty. Although if Al enables the automation of certain tasks, other tasks can still be
performed only by humans. Indeed, Artificial Intelligence can supplement and improve
the productivity of employees in such cases. Employees in the works most uncovered to
Al could thus see parts of their work supplemented or replaced by Artificial Intelligence,

and their tasks might change significantly.

1.0 Al could be regarded as technology for general purposes
Al is an overall technology designed to designate technologies that may be applied in a

wide range of areas and vocations and to develop through time and create
complementary innovation. The computer, electrical and steam engines are further
examples. Al has the capacity to make predictions that are as broad as education,
radiology, and translation in decision-making across professions as GPT. Machine
learning systems are especially intended to develop themselves and offer instances of
how machine learning enables the outside world to be perceived and stimulates many
inventions. Learning machines are an innovation of an invention technique. They show
how machine knowledge and neural networks not only provide a range of productivity
benefits but also alter innovation processes in a wide range of industries. They
underline the potential of Al to donate to scientific discovery, particularly where

categorization and prediction are concerned.



SAMPLE BY WISHAWL SAIF

The GPT label's economic importance is that it adds depth then scale to Al's job market
difficulties and potential. Al is connected with a considerably broader output and welfare
potential by its possible use across many industries and vocations. It also accentuates
the good or negative influence of the labor market. One of the worries is that Al might
cause employment losses in many areas, as technology has already contributed to job
loss. The capacity of Al to generate further inventions, on the other hand, may establish
completely new sectors and create a plethora of new employment by changing "the
process by which we can develop new ideas and technology to resolve complicated

issues and to increase original efforts.

1.1 Artificial intelligence (Al) is a type of automation technology.
Many economists also view Al as an automation technology that enables jobs

previously carried out by people to be automated, lowering labor and pay for specific
working groups. Al's higher potential for expanding the variety of jobs to be automated
can separate Al from other automation skills such as industrial robots and additional
automated machines. This might especially be the case in technology such as machine
learning, which is built expressly to develop itself. Some feel this potential to develop
themselves may lead to uniqueness and ultimately question the position of humans in
the labor market and society, however late figures of productivity cast doubt on this

forecast.

There has been evidence that the automation of jobs where automation is previously
impossible can be facilitated by Al. Till recently, routine and low-skilled activities had
been mostly affected by automation. Some of them saw Al as a factor for automation,

because of their unique capacities, for non-routine and/or highly skilled activities. The
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following section demonstrates the highly skilled professions considered to be most
vulnerable to Al — includes those traditionally "white-collar professions" that require
cognitive activities that are non-routine, such as laboratory technicians, engineers, and

actuaries.

Another aspect that drives public worries about Al can also be the possible risk to
individuals who have been more protected from economic variations historically, like
those with a reasonably high level of education and stable positions. At the same time, if
Al had moved higher-paid employees, the trends of growing income disparity and

pooling associated with automation technologies to date might perhaps be alleviated.

1.2 Certain occupations are more vulnerable to Al than others.
One method to assess the Al's capabilities (and the potential influence of the labor

market) is to ask which jobs can be carried out. These jobs are typically referred to be
"exposed" to IA by researchers. It must be emphasized that, while studies are based on
technical feasibility assessments of Al, and restricted by consideration of other criteria,
"most exposed" does not always indicate that the most probable component to be
substituted with |A. Furthermore, "least exposed" to IA does not always indicate that the
job is not automated. Some of these jobs are subject to other skills that have previously
led to their automation. Workers in workplaces most vulnerable to Al could experience
significant changes to their job, but their work might also be enhanced (rather than

replaced) by Al.

Regardless of whether Al has a good or negative influence on jobs, the effect on jobs or
industries mostly dependent upon Al's work may be expected. Researchers use

different ways to quantify exposure:
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e Artificial Intelligence patents (e.g. using keywords like "supervised learning" and
"reinforced learning" together with the names and abstract of the "neural
network" and the "deep learning") are evaluated in order to identify which
vocations are most likely to be exposed to Al.

e There are several categories of |IAs (— for example, abstract policy games,
translations, and image gratitude) to the skills to assess the skills in which the
majority of Als have progressed.

e Work and activities (using Burning Glass data) appropriate for Al through the use
of a rubric that contains factors such as: if the work can be described with rules;
whether complicated, abstract reasoning is required; and whether it is very

routine and is regularly repeated.

Some of those who are most exposed to Al are highly talented:

Looking at the results of these three studies, one of the most remarkable is that certain
highly qualified professions are among the most exposed to IA. The data from various
studies demonstrate that virtually all the most vulnerable positions require a high
degree. The highly exposed low-skilled jobs seem to be found among the most exposed
occupations but, only constitute a tiny fraction of the workforce. It can be compared with
various studies that have shown that low skills are more exposed to automation
technology (in a larger context) and therefore at the greatest danger of automation
(while highly expert professions are at the lowest risk). For example, cleaners were
deemed to be in great danger of automation over a period of 20 years. Another
explanation may be definition discrepancies, as the analyses are probably extremely

sensitive. The three most recent studies focus especially on engineering skills, whereas
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the studies examine wider technological progress, covering not just |IA but mobile robots
as well (Some are using Al while others don't). There can be less innovative uses of Al
in the restricted focus of the three recent research on the technical capabilities of
machine learning. If Al replaces or is integrated with earlier automation systems, this
might be the case, making it easier or cheaper to deploy. The effects of Al along ability
lines could be more akin to past waves of automation in the degree that Al could make

existing automation technology more desirable.

The researchers also try to determine the characteristics of Al-exposed jobs. Although
the ability of Al to execute unusual jobs, and notably unusual cognitive work, is
generally seen in other automation technologies. The cognitive capabilities of Al,
described as capabilities "influencing knowledge acquisition and application in problem
resolution." Imprisons of |IA in connection to problem-solving, logical reasoning, and
perception might explain why the studies seem very exposed to IA among highly trained
technicians and engineers. Conversely, Webb finds that professions that need higher
abilities, judgment, and accumulated experience have a tendency to be more exposed
to IA, resulting in greater exposure of educated employees and those above 30. Studies
have also shown that male employees are more likely to be exposed to Als (including
robotics and software) attributable to female-dominated work, which need interpersonal
skills, and men-dominated jobs with higher technical abilities. The studies are based on
their technological capability to identify the occupations most exposed to Al, but they
are restricted in whether their job is replaced or supplemented by employees in those

occupations and the total influence on human labor demand.

There are still certain obstacles to Al development:

10
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Despite progress in Al's technological capabilities, several development obstacles
persist. Social interactions, regardless of the degree of skills, as a key component of low
Al exposure jobs. He also finds that jobs that mix physical and human skills are among
those that are less exposed to Al, such as massage treatment that has been recognized
in all three publications as low exposure to Al. It is not clear why less-skilled professions
may only be exposed to a limited extent because high-level rationalization activities
need comparatively light computer resources, whereas tasks that require sensor motor
abilities (usually linked to low-skill jobs) require huge computing resources. They bring
out the problem of replacing people in vocations like safety personnel, cleaners,

gardeners, receptionists, and chefs with technology.

The problem computers confront while executing tacit knowledge-based activities like
the organization of a wardrobe, i.e., tradition, intuition, holistic habits, implicit values,
and prejudices. More specifically, many activities are intuitively understood, but the
rules or processes they follow cannot be elicited. As Al progresses, certain present
barriers can be eliminated, possibly exposing some hitherto unexposed vocations to Al.
In addition, computer scientists discussed whether Al (especially, machine learning)
might, via statistics and inductive reasoning, offer the best possible response in
circumstances in which formal procedural rules are not known, in the future provide a
solution to the problem. But even in this instance, machine learning can on average only
"get it right" when many of the most significant and instructive exceptions are lacking. A
multi-faceted collection of inputs might be needed for this solution: brain and brawn;
professional skills and intuitive assessment. Regulation adherence. These inputs

usually play important roles: advances in one do not ignore the requirement for another.

11



SAMPLE BY WISHAWL SAIF

Maybe the main limitation of Al systems is the fact that they are instruments to answer
questions rather than to ask them. This implies that entrepreneurs, innovators,
scientists, designers, and others are still necessary to identify the problems or

opportunities they face or to explore new territories.

1.3 Atrtificial intelligence would not only lead to automation, but it will also serve
as a booster to human labor.
The research described in the last part is based on the premise that certain activities

are better suited for Al. In fact, the study found that many jobs have both high and poor
machine learning applicability. For example, an economist may have to anticipate
economic trends by using a data set that is suitable for machine education because of
digital data inputs, writing reports, and providing guidance based on their research that
is not suitable for machine learning because of the fact that these outputs are perceived
to be human because of complex abstract thinking and the importance. Because Al
cannot do all activities within employment, it is likely that the impact of Al will be to
replace employees in particular jobs and lead to the change of vocations rather than
their extinction. Al will therefore mostly supplement workers in changed occupations. As

a result, Al has the ability not just to replace but also to augment occupations.

Al is projected to boost productivity not only by allowing businesses to replace labor
with less expensive capital but also by supplementing workers. Some workers are
already increasing their productivity by using their social interaction abilities and
capacity to reason about novel scenarios (areas where humans beat Al). For example,
healthcare experts anticipate that Al will supplement human physicians as their roles
evolve to need more distinctively human talents such as empathy, persuasion, and big-
picture integration. A further example of how Alibaba handled more than 95 percent of

12
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customer queries in a 2017 transaction is an OECD Artificial Intelligence in Society
Chabot which enables managers to address more complex or personal issues. Many
further examples from Al instructors helping Al to offer individualized Al learning that
enables close human-machine collaboration in production contexts are provided

throughout this literature study.

Interactions with start-ups of Al that, while many discuss the influence of Al on labor,
complementarity, and the development of demand, very few firms claim they are
creating unequivocally labor replacement technology. In surveys, companies indicate
that Al choices are motivated not so much by the purpose of replacing people but more

by the objective of complementing human skills.

Chapter 2: Artificial intelligence's impact on employment,

productivity, and wages

Uncertainty is loaded with discussions about the expected influence of Al on
productivity, jobs, and pay. Al is predicted to boost productivity, but, the extent of the
impact is debated, especially if forecasts are based on the progress that has not yet
been witnessed. Although Al significantly increases productivity, it's not obvious that
employees are bound to share the benefits via increasing jobs and/or salaries. Al can
enhance automation, contribute to lower labor demand pressure and decouple
productivity from labor-market outcomes such as jobs and salaries. Such pressures can
offset the productivity impact, which would otherwise boost labor demand, jobs, and

salaries.

13
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Although the theory is unclear, Al-based empirical data in the past 10 years does not
promote the concept of a general decrease in jobs and earnings of Al-exposed
occupations. Some research suggests that Al has a beneficial influence on pay growth,
with greater gains in higher-paid jobs and/or better educational achievements. This
implies that these employees are more competent or better equipped to use Al to

complement their own job, increase their productivity and benefit.

2.0 Al will improve productivity, but the consequences will be discussed:
The literature on Al focuses on its productivity potential through cost reduction

(including by allowing companies to replace jobs with less affordable capital),
complementary labor, and stimulate complementary innovation. But the productivity
paradox is that, despite significant advances in IA (namely, advancements in machine
learning) and other technologies, productivity growth has declined in the last decade or
two. In order to comprehend how Al will influence future productivity increases in labor,

researchers are trying to understand the origins of this productivity conundrum.

One reason is the over-estimation of the potential of Al (and, more generally speaking,
other current technical developments) and the forecast increases in productivity. For
example, the modest contribution of Al and productivity robots is one of the reasons
why productivity growth was slower between 2006 and 2016 than during the preceding
decade. In his view, a great deal of the effect of Al has been viewed as customer
services providers, legal texts, support for radiological diagnosis, and any other
breakthroughs such as medical, big data, and autonomous cars, rather than genuine
technological breakthroughs leading to high productivity increases, are likely to be

marginal improvements of the past technologies. He anticipates Al to replace

14
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employees in some occupations, but rather than as a rapid rise, this will proceed at a
gradual rate. He also expects Al to supplement employees in other occupations, albeit
in ways that generate modest productivity improvements. In contrast to this, the
productivity paradox is attributed mainly to the delays in Al execution and
rearrangement that can lead to it taking years or even decades before significant
economic gain from GPTs is seen. In addition, Al researchers believe that Al could
perhaps considerably enhance productivity (along GPT lines). OECD analysis reveals
that inconsistent digital technology utilization and distribution across the economy are a
major source of productivity slowdown And indicates that digitalization may have
widened the gap between more and less productive businesses, because it may be
more difficult for less productive enterprises to attract employees with the necessary

skills to assist them in digital technology.

Other contributing aspects to the productivity conundrum include:

e Mismeasurement of statistical productivity because of challenges in capturing
quality improvements in high-tech goods;

e The advantages from Al are generated largely by a few supermarket companies
in a " winner-takes the most " dynamic that allows their market dominance to
make inefficient and potentially uncompetitive attempts to prevent people from
accessing technology. However, instead of anticompetitive pressures, the
"winner-takes the most" dynamic to technological dynamism.

e Automation has been implemented at an alarming pace leading to the
deployment of erroneous Al forms and inconsistencies between skills and new

technology, which restrict the growth of productivity.

15
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One issue in analyzing the relative advantages of Al's productivity-enhancing arguments
is that productivity growth in some years' future is hard to predict at any moment,
particularly when a projected improvement in productivity is based on the creation of a
totally new technical application of completely new technology. To highlight the
difficulties of relying on 'our own limited imagination,' the researcher cites instances of
previous unforeseen technological breakthroughs, such as x-rays, radios, and
transistors. The argument is that promises predicated on future progress are easy to
make but difficult to refute. Despite these obstacles, several consultancies have tried to
quantify Al's potential contribution to economic development, claiming that Al may add

up to $15.7 trillion to global economic output by 2030.

What does this mean for future productivity growth? If the researchers are correct, the
impact of future Al advancements will be minor. Slow growth, on the other hand, might
be consistent with forecasts of considerable economic growth if it is attributable to lags
in Al adoption and restructuring. In other statements, Given the need to learn, invest
and use new technology, and followed by competitive accelerations and complementary
technologies, growth would follow a slower Startup S-curve pattern and, after the
technology becomes widely available, market competitiveness reduces early-stage

earners' profits, the final time of slower growth is over.

2.1 Theoretical models on the influence of Al on employment and wages are
unclear:
This section explains why artificial intelligence has an unclear effect on salaries.

Although Al-enabled automation is expected to decrease demand for labor, in certain

situations it may increase it.

16
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Al-Facilitated automation is projected to diminish labor demand and reduce

productivity gains by cutting wages:

In order to understand how Al has the potentials to improve productivity, but also
lowering labor demand, wages, and labor share, economists have presented a
theoretical framework that focuses on Al as automation technology. One drawback of
this approach is that Al is comparable to other automation technologies — a hypothesis
that is yet to be verified — as well as the inherent powers of Al, by addressing

automation technologies in a united way.

The main aspect of automation technology is that it widens the range of activities that
capital may undertake in the production process, thereby increasing the share of capital
tasks and the proportion of the tasks carried out by labor. This may allow companies to
substitute work with cheaper capital, which will lead to productivity increases. The
impact of displacement depicts capital assuming previously exercised responsibilities.
This decreases demand for labor and puts downward pressure on jobs and salaries.
Moreover, when displacement increases production concurrently, it tends to reduce the
proportion of workers in domestic income and limit productivity gains in wages. This is
one reason why output may increase, but employees' wages may not increase at the
same pace. This is why the view of Al as a technical advancement only factor
increasing, i.e., a force that improves the productivity of labor or capital while ignoring

the effects of displacement, may lead to wrong conclusions.

17
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The development of new labor-intensive jobs has the potential to boost labor

demand in the long run:

Although the impact of the shift may put downward pressure on jobs and income, other

factors are at work:

* The productivity impact, where cost reductions gained by automation increase the
consumer demand in the same areas of automation, thereby boosting labor demand in

non-automated workplaces.

» The impact of capital accumulation, where the automation increases production capital
intensity, causing the accumulation of capital, which boosts the need for work in

occupations where Al and automation are complimentary to human labor.

» Automation progress, in which technological developments improve the productivity of
existing equipment without additional worker displacement, thus boosting productivity

and labor demand.

* The creation of new high-productivity, high-labor employment, which increases

(potentially long-term) the proportion of labor and mitigates the effect of automation.

Several researchers stress an essential aspect of their approach. While their
productivity impact, the effect of capital cumulation, and automation deepening are
important factors in reducing downward pressure on labor demand, employment and
wages, they are unlikely to be sufficiently powerful to counteract the medium-term
displacement effect. This is due to the fact that, as automation continues, a decreasing
percentage of productivity increases go to labor. However, in the long run, a
reinstatement impact might raise the labor share and directly counterbalance the

18
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displacement effect by creating new high-productivity, labor-intensive activities, i.e.
"restore work as a significant input to the manufacturing process." This may lead to a
more balanced development process in which Al increases productivity, jobs, and

overall pay.

The creation of new work-intensive tasks is thus a crucial adaptation mechanism,
although it may be delayed and depends heavily upon the kind of Al employed. Not all
Al applications will create new employment that is labor demanding. For example, if
researchers examine the change in manufacturing task content in the US, they find
considerably less displacement and resettlement impacts during the last three decades.
They highlight the necessity to develop the right forms of Al, i.e. Al, which generates
new tasks and substantially improves productivity, in contrast to the incorrect forms,

which simply are good enough to replace people.

How does this approach relate to artificial intelligence in particular?

Researchers adopt a task-based approach in the study "Artificial Intelligence: the
ambiguous labor market effect of Automatic Prediction," in order to concentrate on the
influence of machine learning. Machine learning is seen as a breakthrough in the area
of prediction, therefore substituting human prediction activities (e.g. the displacement
effect) for decision-making duties (e.g. screening CVs for prospective employment). If
machine learning can reduce uncertainty in predictions, it can enhance relative labor
returns, — for example, an operator supported by an automated scan for cancer cells, or
returns to capital, if automation of the choice job is encouraged, also for example, once

obstacle prediction is automated. Mechanical learning can also generate new decision-
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making tasks that can be carried out by capital or labor (reinstallation may occur in this

situation), but researchers note that at this time there are few tangible instances.

Beyond just addressing Al as automation technology, the researcher's work shows that
the framework created may be reconciled with the notion of Al as a tool to improve
prediction. In any scenario, it is unclear if Al boosts or lowers employment and earnings.
The final impact will be determined by the sort of Al being created and implemented, as
well as how it is produced and used, as well as market circumstances, legislation, and
institutions. Moreover, there is no reason not to assume that the impact of
displacement, productivity, and the development of new labor-intensive jobs would be

scattered evenly across sectors, regions, and socio-demographic groups.

2.2 The limited empirical data does not support the notion that artificial

intelligence has lowered employment and wages:
What does the empirical literature indicate, given the uncertainty around Al's effect on

employment and salaries in theoretical models? The collection of research on this issue
is not extensive, however, some studies analyze recent historical data in the US on the
impacts of machine learning in relation to wider automation or technological
development (or more precisely the machine learning which measurements tend to

capture).

These findings do not support the assumption that jobs and salaries should decrease
overall. Some research shows that Al's beneficial influence on salary growth is
associated with bigger income rises and/or better education. Between 2010 and 2015,
Al is advancing and the patterns in the US job market at the occupational level. It shows

a slight positive relationship with salaries, but not with jobs, to a career with Al exposure

20
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(especially in the areas of Al which have seen the biggest improvements in recent
years). The favorable relationship is largely driven by professions requiring strong
knowledge of software and high income. Increased employment stability (as evidenced
by a non-employed person, or the transfer to different positions) and salary increase
overall are related to exposure to Al progress. These results show that Al is primarily
complementary to human work. For those who have greater degrees of formal training
and more experience, the impacts are much bigger (as shown by age), which indicates
that these employees can utilize Al to complement labor and increase productivity. The
authors find, by contrast, those computerization measures are related to poorer
employment stability and job growth. With the shift in the composition of posts from jobs
most exposed to Al to low-exposure jobs, however, the impact sizes are moderate and
the results do not meet requirements in robust terms. You take this as implying that any
productivity and additional impacts of Al are tiny compared to the replacement effects in
these institutions, while you recognize that an influence of Al in total employment
patterns can just be too soon to observe (i.e. outside the market for Al talent). Overall,
there is no substantial impact for researchers on the amount of work needed or any
meaningful influence on the skill sets needed in exposed jobs (i.e. whether new abilities

were needed or previously uncommon talents were obsolescent).

No research can substantiate the concept of an overall decrease in employment as a
result of current developments in Al. Few studies have shown that Al has a beneficial
effect on pay growth, with greater gains in higher wages and/or educational
achievements. They emphasize that the use of Al can worsen economic inequality.

Although these studies retrospectively provide light on the job and salary implications of
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Al advancements during recent decades, the extent to which future improvements in Al
are expected to yield comparable effects is uncertain. This topic offers a significant
problem to academics who have to try and understand the impact of completely new
technologies and new uses of current technology and to politicians who may want to

formulate policies on this impact.

Companies are divided on the impact of Al on overall labor demand:
Employers' surveys reveal that attitudes regarding whether they think Al will boost or

diminish jobs in the future are split. In a poll of managers whose firms took on Al, the
findings suggest that Al has contributed to employment growth in the previous fiscal
year, but a decline in the number of employees over the next three years is predicted.
For example, whether the grounds for this view stem from anticipation that future
advancements in Al will be better suitable for replacement work has not been examined.
Two-thirds of the technology managers polled feel that Al can boost jobs in a study
conducted by both technology managers and the general public. A minority of the
general public questioned thought that Al might provide a longer-term rise in
employment, while a majority agreed. Business studies indicate that the company
believes that Al has a far greater influence on employment than on the elimination of

labor in general.

In addition, the impact is going to be different for occupation and industry. One poll
suggests that job creation in sales and marketing (complementary employment of Al) is
likely to take place and that the job loss is probably enjoyed in production and some

administrative jobs.
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Chapter 3: Artificial Intelligence and the work environment

Working not only helps people financially, but also enables them to realize their wishes,
to feel valued in society, and to build self-esteem. Work may be helpful, meaningful, or
meaningless to your own health, depending on factors such, inter alia, the activity, the
structure of work, and management techniques. Al may change the working
environment of many people by changing the content and design of their jobs, how they
interact with one other and machines, and how to work effort and productivity are
evaluated. The use of Al-enabled technology at work is still in its early stages and
whether Al will enhance or damage the entire work environment is unknown and how
this will vary across various types of Al, various workers, and different methods of

implementation.

In addition to wages and labor market security, the quality of the work environment is an
essential component of total job quality. The concept refers to the environment in which
employees operate and reflects the interaction between job demands, like physical risk,
emotional demands, and work intensity, and work resources, like task organization,
work autonomy, opportunities for learning, working relationships, and good
management practices. This chapter first investigates how the use of Al and task
reorganization might enhance or harm the work environment, to the extent that it directs
people towards or away from safe and satisfying tasks. The topic then shifts to how Al-
enabled technology, such as collaborative robots, could alter the connection between
worker and machine. This chapter also looks at the various possible uses of Al in
human resource management and recruiting, such as assisting employees in advancing

their careers, assisting managers in managing, and assisting with career advice and

23



SAMPLE BY WISHAWL SAIF

training. These examples demonstrate how Al may complement human skills and
support management and career development strategies. However, some of the same
qualities that make Al algorithms so effective in certain areas may in other ways or for
other individuals impair the quality of the work environment by generating new problems
while magnifying existing ones. This chapter discusses how collecting and using large
quantities of data, as well as lack of transparency and clarity due to complex internal
operations, may create stress and raise psychological risks at work. Incorrect usage or
the main purpose of boosting productivity (even if driven by genuine business needs) at
the cost of other factors may have the opposite effect even if Al technology has

promised to enhance the working environment.

Task reorganization as a result of Al adoption enhances the working
environment:
The automation of activities and the subsequent reorganization of tasks within a

profession is one of the most immediate ways Al may impact the quality of the work
environment. Al can improve the work environment to the degree that it can automate
dangerous, monotonous, or humiliating activities and direct people toward safer, more
satisfying ones. On the other hand, if the reorganization has the consequence of
removing employees from safe and satisfying activities, the working environment will

deteriorate.

According to one survey of Japanese workers, the reorganization of activities as a result
of Al adoption correlates to both improved job satisfaction and increased stress.
According to the authors, Al allows workers to focus on more complicated activities that
can only be handled by people. These more difficult activities may increase work-related
stress, but they may also give a stronger sense of accomplishment once completed.
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Occupational Safety and Health (OSH) organizations have previously highlighted the
potential for robots to replace employees in demanding job tasks and hazardous work
settings (e.g., chemical or ergonomic hazards), therefore decreasing OSH risks. A new
generation of robots, driven by Al systems, offers even more options (rather than
standard programming techniques). Although many activities are mechanized that
previously needed tough physical labor, many people remain exposed to risk factors for
physical health at work. In manufacturing and construction, but also in a number of
service activities, such as healthcare and retail, the high frequency of risks for work-

related musculoskeletal injury was particularly important.

Al can offer some answers, but can also create certain new hazards in the
manufacturing and warehousing systems. First, intelligent Al robots can carry out a
much wider variety of jobs, including certain physically difficult ones that are left to the
workforce by less sophisticated technology. Secondly, smart robots can cooperate with
operators to decrease the effects on the health of physical effort and repetition motions
or distract postures, which are significant risk factors for musculoskeletal injury even
when complete automation is not possible. The same technology can nevertheless lead
to psychosocial hazards if humans labor at the rhythm of the robot and also to physical
risks owing to possible crashes. Furthermore, liabilities and obligations in the event of

harm or damage may arise.

The problem solves by Al, logical thinking, and perceptual capabilities, as set out in
earlier chapters, can lead to a considerable shift in the duties and working environment
of highly qualified employees (particularly lab technicians, engineers, and actuaries).

Furthermore, there does not appear to be much debate in the literature about how job
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reorganization caused by Al for highly trained people may improve or degrade the
quality of their work environment. One particular example of radiologists' danger of
visual fatigue grows increasingly information-rich because of Al technology
requirements and their activities depend less on inference and more detection. This
discrepancy in the study may be due to lower levels of concern about the quality of the
working environment of individuals with higher skills (who are more likely to work in
high-quality working environments on average). Highly competent people who are
exposed to Al may also have an increased say in how Al is deployed since specialist
knowledge is more likely to be essential to operate the company and may be more

costly to remove.

Al has the potential to foster close human-robot collaboration:
The physical hazard involved with people and robots occupying the same area has

historically limited human-robot collaboration in manufacturing or warehousing
situations. Some see Al-enabled technology as a means to allow people and robots to
work closely together while protecting workers' health and well-being. Al-enabled

Cobots are one example.

Cobots enable businesses to combine a robot's power and endurance with a person's
tacit knowledge and agile decision-making, complementing and supplementing human
skills (rather than replacing them) and improving performance when compared to solely
robotic operations. Collaborative robotics has been regarded as one of the robotics
market's fastest-growing segments. According to the research, the industrial
applications where Cobots are most useful include handling; welding; assembly; and

applications in the automobile sector, where demand is now highest. Cobots usually aid
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the operator in these applications by doing tedious and physical activities such as

moving goods, holding large things, or performing sample testing.

Regardless of these benefits, when Al-enabled cobots operate close to a person, new
physical and mental hazards are likely to emerge. This is why, in industrial settings,
robots are generally separated from human employees, with limited physical touch.
Indeed, collaborative activities for robotic assembly have demonstrated that the
monitoring of psychological and physiological reactions (sweating, for example), which
is much more acute if the cobot is within 2 meters from the employee, and move fast

and warning-free, are a result of mental strain.

Some think, however, that the adoption of sophisticated navigation systems can reduce
these dangers. Cobots can be outfitted with intelligent navigation Al technologies that
allow them to travel with the human factor in mind a common workplace (e.g. human
field of vision and human motion patterns). Not only is it a conflict-free approach so that
individuals are secure and comfortable with a coworker robot, but they also accomplish
a smooth connection between people and the robot. In one experiment, people felt
more happy, safe, and comfortable working with an Al robot in a shared workplace than

a conventional robot, in addition to doing the task faster.

Whilst cobots enable close cooperation in some environments might improve
performance, the increased intensity of work can also be detrimental if the person is
motivated to work at the robot speed instead of the other way around. As the cobot

receives greater autonomy, there are issues regarding whether this reduces the
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discretion and autonomy of the operator. These characteristics have proven to be
strongly related to the satisfaction of the workforce, to physical and psychological well-

being, and the harmful effect of high intensive working conditions.

Al can help with human resource management and career advancement:
Al has a number of characteristics that make it especially appealing to companies who

want to use contemporary, participatory, and engaging methods of human resources
management and to employees who want to improve their careers. However, any
advantages for employees rely heavily on how employers utilize these new
technologies, which are capable of collecting and producing huge amounts of work
performance information and therefore may raise job pressures. With this in mind, there
are examples showing how Al may allow people to be personalized coaching, assist
managers to manage, match work capabilites and enhance training tools and
programs. Al may be able to analyze huge quantities of data and learn in real-time to
enable continuous feedback and development (e.g., UltiPro Perception of Ultimate
Software). Instead of waiting for the findings of an annual employee involvement survey,
frequent input lets management take appropriate measures to guarantee that employee

requirements and objectives are fulfilled.

Al's data gathering and analysis skills may make it a useful tool for managerial decision-
making from worker productivity monitoring (e.g. Dristi's video-enabled solution) to
communications (e.g. wearable gadgets like Humanyze). The experts in Human
Resources Management (HRM) may attract Al-enabled technology by providing a more

data-driven approach to recruiting (e.g. face recognition software of HireVu) or retention
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of resources (e.g. IBM predictive attrition program) or by saving time (e.g. US Army

chatbot recruiter).

Al may provide employees who want to improve the benefits of their profession from
assisting employees to write their resume programs (Jobiri's resume builder) through to
improving training programs (Instant Coach Flight Simulator). Data analytics with Al-
enabled (for example, IBM Blue Matching) may better matching talents and jobs, which

has shown to be a major driver of workplace happiness and performance.

Some Als supplement elaborate data analysis with insights from neuroscience,
behavioral science, and applied research in a range of areas such as communication
and organizational psychology (e.g., Humu's Nudge Engine). Such information may
contribute to the development of a good working culture, but it too frequently goes
outside the spectrum of skills and competencies that employers concentrate on to
manage their core business operations. Al-enabled technology may give a human
coach cost efficiency and scalability in this respect. These technologies may be
especially attractive for businesses wishing to enhance the culture of the workplace and
the quality of the working environment. However, if excessively monitored on behalf of
the company, undermined data privacy, or lacked openness and explanation it may

have the opposite impact.

Evidence for the present prevalence of Al applications within HRM functions is varied
but shows the potential for future growth. One study indicates that 40 percent of HRM
functions are being used for Al applications in multinational businesses, mainly in the
U.S. for recruiting and recruitment processes. HR practitioners at a roundtable agreed

that this is the primary need, although a few others suggested the use of Al to
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customize e-learning material. In comparison with other industries, such as health care,
robotics, and marketing, sales, and customer relations management, HRM applications
represent a tiny proportion of the overall investments in Al development, but the number
of HR-related Al sales has grown significantly from 2013 to 2018. Another recent study
of different sectors in more than 30 countries shows that the overwhelming majority of
HR experts questioned thought Al might enhance internal matching and Vvisibility
(Zhang, Feinzig, and Hemmingham, 2018) for opportunities. But the same study
showed that the levels of acceptance remain low: almost two-thirds of HR professionals
questioned did not use such technologies, while just 6 percent report somewhat or to a

large degree utilizing Al solutions.

Al may potentially pose risks to the workplace:
Some of the same characteristics that make Al algorithms so strong may also pose

concerns for working environment quality. Excessive monitoring may lead to
psychological hazards, which are increasingly recognized as a major part of
occupational safety and health. In addition to generating issues about the ethics of Al
technology at work, concerns about data privacy, transparency, and explainability may
aggravate these dangers in the future. Al may potentially exacerbate some
psychological hazards related to digitalization more generally40 when Al is integrated

into current workstation management and design tools or technologies.

Moore adds, however, that high-level government and organizational studies have often
failed to address the consequences for OSH of bringing Al into the workplace. Even
those who warn about the dangers of using IA at work point out that using such tools to

monitor work is not always detrimental It is not the technology itself that has a
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detrimental or good effect on working conditions, according to Moore. Jaehrling et al.
emphasize that the effect of technological advances on the working environment is
determined by the significance of mediating variables, such as management and

perceptions as well as employee negotiating power.

Enable excessive surveillance on behalf of the company
Excessive surveillance of the workers may lead to stress and damage to well-being in

the form of data gathering and processing. Operate monitoring isn't necessarily new41,
but Al technologies may only aggravate the issue, especially since these tools are the
very way they work - all the pieces of data are potentially useful. Many of the apps with
HRM referred to above need extra workplace data to be gathered. Even cobots — not
aimed at monitoring the behavior of their employees, but rather at assisting them to
accomplish job duties — generate a plethora of detailed work performance data (e.g.
worker and machine idle time). Furthermore, the operator has a Smart Clock to
measure stress levels using new methods for placing human psycho-social hazards at

the center of human-robot cooperation.

Even if properly anonymized and aggregated, the gathering of data may be quite
intrusive because it can collect personal data, including the amount of contact with
colleagues and the mood of employees Describes the potential for Al devices to raise
monitoring levels in the operation of contact centers, deemed repetitive, demanding and
subject to high monitoring levels. While Al's capabilities may be used to analyze
sentiment or facial expressions to detect and fight stress or overwork, the need to
gather intrusive data could also aggravate the problem of surveillance and generate

new stress causes.
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It is equally essential how Al technologies affect management practices. If micro-
management and other workplace pressure-enhancing techniques are employed, these

instruments may create stress and anxiety or even decrease efficiency and production.

Privacy data and protection issues: are you being watched by "Big Brother?"
Data privacy and protection concerns are highlighted when Al-enabled technology relies

on data in the private domain of the person. For example, feeling analysis may depend
on the recording and analysis of written exchanges of a worker, ranging from e-mails,
instant messaging, blogs, and conversations on different social networks. Data privacy
and protection concerns are covering all Al technology, ranging from cobots,
personalized virtual coaches to intelligent applications and platforms that assist
decision-making in sensitive areas of HR management such as recruitment and
performance management. The fundamental core of this technology is the collection,
storage, processing, and analysis of enormous quantities of data. In a recent white
paper, the European Commission announced its aim of continuously examining any
further dangers presented by Al systems and applying the General Data Protection

Regulation to them.

Failure to be transparent, explainable, and fair
Many of the above-mentioned issues may be compounded by not knowing what Al

technologies are utilized and how they contribute to decision-making. This lack of
transparency and explicability may lead to abuse of Al and the deployment of incorrect
and/or prejudicial Al. It could also strengthen ethical and privacy issues and could put a
barrier on employees wanting to have an opinion on how Al works. Al may provide
incorrect and/or partial findings and therefore lead to unjust and discriminating choices.
HR experts may be lured to Al-enabled technology by overcoming individual
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preconditions of supervisors and replacing them with more objective and impartial
measures but can instead discover that one group of preconditions is replaced by
another. For example, if a system can find out which job seekers should take to
interview using a dataset of previous choices by human recruiters, it may learn to
unintentionally perpetuate their racial, gender, ethnic, or other prejudices. For instance,
Amazon had to remove an experimental Al recruiting tool in 2018 that was shown to be
partial to women applicants. Because of the predominance of males in technical
positions, the system devalued CVs which referred to all women's colleges or words
suggesting women, such as "the female chess club." A recent study shows that in order
to find the best workforce (and overcome prejudices at the same time, even if this might
not be a specific objective), recruiting algorithms must strike the balance between
selecting from groups with proven track records and picking from under-represented

groups for quality knowledge.

Similarly, performance management systems provided by Al, molded by subjective
evaluations of intangibles like commitment and cultural fitness, the danger of bringing
racial prejudices into decision making, and the damaging effect of diversity. Moreover,
this bias may not emerge as an explicit rule; it may instead be buried among the
hundreds of examined variables in subtle interactions, which may be a challenge to

diagnose and fix the issue.

42 De Stefano notes out the significance of employees being able to negotiate the
algorithm when using Als in performance management systems (including collective

bargaining), a job which, when transparency is limited, is harder.
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Employers must learn how to properly utilize the data supplied by monitoring techniques
because information must be put into context before appropriate sense-making can be
applied. Although today's technologies become more intelligent, the context remains

extremely difficult to understand and comprehend for a machine.

Combined with algorithmic decision-making, however, data-driven performance
management may substantially raise psychological hazards and stress unless it is
supported by ethical thought and sufficient human involvement. Stress and anxiety risks
emerge when employees believe that choices are made by automated systems based
on statistics and data they have no access to or control. This may create significant
doubt about the accuracy and impartiality of the decision-making process, in particular
when it decides promotion and compensation, changes in the job description, and

recruitment and dismissal.

The GDPR has already established the right to persons not to be subject to automatic
individual decision-making for EU businesses (including profiling on the performance of
individuals at work), thereby necessitating some kinds of human involvement in
decision-making processes. Predict the development of fresh new service activities like
algorithmic auditing by upcoming laws. According to Guszcza et al., businesses may
need no less imagination, hard effort, and invention to enhance transparency and
explanation of technologies enabled by Al (including those which impact their workers)

than to create Al technology themselves.

Artificial Intelligence systems require human intervention to function properly:
Artificial intelligence (Al) has become a part of our daily life for many of us. All of these

instances demonstrate how important Al-enabled technologies have grown in our lives,
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from Netflix suggestions to Spotify playlists to voice assistants like Alexa controlling

shopping lists and appliances.

Almost every firm is making significant investments in artificial intelligence and machine
learning (Al/ML). No matter if it's automating essential business operations, creating an
omnichannel supply chain, or equipping customer-facing employees with chatbots,
artificial intelligence-based technologies have saved human labour and increased

profitability for organisations.

As we are all aware, the pandemic has affected everything in the globe, from supply
and demand patterns to general customer behaviour. So, in a matter of days, the most
popular Amazon searches throughout the world were packed with COVID-19-related
products such as toilet paper, face masks, and hand sanitizer. Mobile phone chargers
and Lego, long the kings and queens of the home, fell swiftly. Machine learning models
trained on typical behaviour are suddenly confronted with large deviations, and many of

them are not operating as they should as a result of these abrupt shifts.

Human intervention is essential if Al is to be effective:

In the essence, the quality of machine-learning systems depends on the quality of the
training data. We may use this as an opportunity to reconsider the data used to train our
AI-ML systems in light of recent black swan events. Others think Al should be taught
from historical events like World War 1l, 2007/2008's financial crisis and the current

epidemic, rather than just hypothetical worst case scenarios.

Artificial intelligence's flaws can be mitigated to a considerable extent by human

monitoring. Most people these days are worried about their own and their loved ones'
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health. Social media has once again proven useful for both absorbing and
disseminating information about the outbreak. Although this is the case, many
individuals are unable to tell the difference between fact and fiction, which can have
grave implications in real life. We've all heard about Facebook's alleged role in swaying
the 2016 US presidential election by disseminating fake news through its algorithms.
The propagation of false news can be slowed down by human monitoring, as readers
are responsible for clicking on the sources, verifying the information, and reporting it to

the system when they see it.
What's Next?

In today's world, even as humans seek immortality through artificial intelligence (Al),
they can't just let Al run wild without human control, as machines will always be
machines and have no moral or social compass of their own. For Al, the data it is
educated on will ultimately reflect the creators' biases, thoughts, and moral compass. To
avoid this, we must train Al on a variety of data sets and implement human controls to

keep the delicate balance in tact.

Chapter 4: Cybersecurity

Artificial intelligence in cybersecurity:

Introduction:
Many security specialists believe that in 2019, the number of security incidents was at
its greatest ever level. This year's cybersecurity environment saw assaults that got

increasingly complex, from phishing and ransomware to the dark web as a service

economy and attacks on public infrastructure. In 2020, this increasing trend was
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expected to continue. In the second quarter of 2020, the average number of malware
attacks was 419 per minute, up 12 percent over the first quarter. Cyber thieves took
advantage of the Covid19 epidemic and people's rising reliance on the internet by
exploiting remote devices' bandwidth security weaknesses. Between June and April

2020, Interpol discovered 907,000 spam mails related to Covid-19.

Nearly two-thirds of respondents to the 2020 Remote Workforce Cybersecurity Report
reported an increase in breach attempts, with 34percent of those polled having
experienced a breach as a result of the move to telework in the previous year. Threat
actors used themed phishing emails impersonating government and health agencies to
steal personal data and to implant malware against vital infrastructure and healthcare

facilities, taking advantage of the potential for significant impact and financial reward.

Increasing connection and digitalization will continue to boost economic growth in 2021,
but will also offer a fertile environment for an increase in the scope and number of
cyberattacks at the same time and "unavoidably." Malicious actors attacking the cloud
for each and every new low-hanging fruit include cyber criminals and nation-states
targeting our day-to-day operating systems, as well as increasingly sophisticated
ransomware and diversified tactics. Cyber threats are also becoming increasingly

mobile, and phishing scams are becoming ever more sophisticated.

Cybersecurity is supported by Al systems:
Organizations have begun utilizing Al to assist handle an expanding spectrum of

cybersecurity threats, technological problems, and resource limitations by increasing
their system's robustness, resilience, and reaction to these issues in the background.

The example of police dogs can help explain why businesses are turning to artificial
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intelligence (Al) to improve cybersecurity. In the same way that police officers employ
the unique talents of police dogs to seek down threats, Al systems collaborate with
security analysts to speed up operations. Accordingly, rather than as a competition, the
connection between artificial intelligence (Al) systems and security operators should be
seen as a synergetic integration in which the distinctive added value of both people and

Al systems may be retained and increased.

A compound annual growth rate (CAGR) of 31.38 percent is expected throughout the
projected period for the artificial intelligence (Al) market in cybersecurity from 2017 to
2025, up from $3.92 billion in 2017. Recent Capgemini research shows that Al
cybersecurity solutions are being used at an astronomical rate. In 2019, just one-fifth of
all firms were using these systems. By 2020, two-thirds of all companies will be using
these systems. Seventy-three percent of the sample examined the use of artificial
intelligence (Al) in cyber security applications. Network security, data security, and
endpoint security are the most often used applications. The application of Al in
cybersecurity may be broken down into three broad categories: detection (51 percent),

prediction (34 percent), and reaction (18 percent).

The following factors are promoting the usage of artificial intelligence in cybersecurity:

e Impact speed: The average time it takes for a significant assault to have an
impact on a company is four minutes. The assaults we see today are not limited
to ransomware or to certain systems or vulnerabilities; they may adapt and
change course depending on the actions of their targets. There aren't many
human exchanges that can take place in the period between an assault and its

impact.
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e The complexity of operation: There can no longer be a large number of
humans in the feedback loop due to the development of cloud computing
platforms and the fact that these platforms can be operationalized and offer
services extremely fast (in the millisecond range).

e Cybersecurity skill gaps continue to be a problem: There is a global shortfall
of around one million and a half cybersecurity specialists, according to studies.
Because of this scarcity, the sector is under pressure to automate operations

more quickly.

In three ways, artificial intelligence (Al) may assist security teams: by increasing the
robustness, responsiveness, and resilience of systems. This is known as the 3R model,
according to the study. Artificial intelligence may enhance the resilience of systems,
which is their capacity to retain their original presumed stable configuration even when
they handle incorrect inputs, because of self-testing and self-healing software. To put it
another way, Al systems may be utilized to delegate the verification and validation
process to machines. To put it another way, Al can help systems be more resilient to
attack by making it easier to spot threats and anomalies. For the third, Al may be used
to improve system responsiveness, which means that it can detect and attack
weaknesses in other machines, as well as launch more aggressive counterattacks, all

without requiring human intervention.

A risk-impact assessment is required by each organization when deciding whether
decision-making and reaction activities should be delegated to Al. The decision-making
of human security analysts will often be augmented by Al, not replaced, and Al will be

integrated into procedures that speed up reaction times.
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System Robustness:
Cyberattacks force businesses into developing self-learning systems, which are able to

construct local context and discriminate between malicious and regular behavior.

The capacity of a system to withstand disturbances that fundamentally alter its
configuration is referred to as robustness. This means that when faced with internal or

external problems, the system's initial configuration does not change, it is robust.

As a new area of Al research, Atrtificial Intelligence for Software Testing (AIST) is
focused on creating self-testing and self-healing software. Self-testing is "the capacity of
a system or component to monitor its dynamically adaptable behavior and perform
runtime testing prior to, or as part of, the adaptation process". That's why software
construction methods are an important part of this study because they help software
know when and how to deploy autonomous testing systems so that their right behavior
can be validated. As conditions change, these systems are capable of checking and
optimizing their status continually. Analytics-driven by Al compare how a system should

operate with how it is presently operating and what the trigger fixes are.

System resilience requires that Al is capable of detecting and profiling general
differences and performing anomaly detection and detection. In the event of adept
attackers hiding by blending in with regularly observed behaviors, this technique may
generate a lot of noise from benign detections and false negatives. As a result, more
accurate and resilient techniques concentrate on identifying the particular and

unchanging behaviors of the attacker.

Incorporating artificial intelligence (Al) into the system's construction can help boost
system robustness by increasing security controls, such as vulnerability assessment
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and scanning. You have a choice of three methods for assessing your organization's
vulnerability: manual, assistive, or fully automated. Using Al for fully automated
vulnerability assessment saves money and effort. Vulnerability grouping and rating have
all been improved with the use of machine learning (ML). Many algorithms use support-
vector machines, such as Naive Bayes and Random Forests. Precision, recall, and f-
score are a few of the assessment measures used to assess the system's performance.
Risk-analysis models that proactively identify and prioritize security gaps may be
created using ML, among other approaches. Also effectively utilized for vulnerability
assessment has been automated planning in the field of developing attack plans that
can assess the security of underlying systems. Automated planning models an
attacker's real-time steps, such as modeling actual adversary sequences of action or
focusing on harmful threats represented in attack graphs. Researchers believe that
using an Al system to develop attack plans increases the likelihood of discovering more

strategies than using human specialists alone.

Enhancing system robustness through code review is still another option. Source code
is evaluated by one or more peers (reviewers) of the code author as a standard best
practice in software engineering. The use of Al systems to automate the procedure can
both save time and allow the discovery of more faults than would be possible if the
process were done manually. Several artificial intelligence (Al) technologies are being
developed to assist with code review. CodeGuru's Al-powered code reviewer for

Amazon Web Services, for example, will be made accessible to the public in June 2020.

When used to improve system resilience, artificial intelligence has both tactical and

strategic effects (i.e. increases security and reduces susceptibility). In fact, zero-day
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assaults are less effective now. As long as the system providers are unaware of the
vulnerability or a patch does not exist to fix it, attackers can take advantage of zero-day
flaws. Reduce the value of zero-day assaults by reducing the effect of zero-day attacks

using artificial intelligence (Al).

System Resilience:
The capacity of a system to withstand and endure an assault by facilitating threat and

anomaly detection may be viewed as resilient behavior. When an organization can
change its ways of operation in response to internal and external pressures, it is said to
be resilient. Systems that are resilient in the face of change are less likely to break
down. Systems that are resilient face new challenges more frequently. Al systems are

now most commonly used for threat and anomaly detection (TAD). Indeed:

e Every day, at the very least, 592,145 new malware files are discovered.

e To begin with, human beings are incapable of classifying new risks since threats
are getting increasingly complex and difficult to discern.

e Historically, malicious assaults were classified using signatures and databases of
known threats. As malware evolves at light speed, traditional security solutions

like antivirus software become less effective.

As the network departs from its typical behavior, Al solutions for cybersecurity allow for
a fundamental change from signature-based detection to a more flexible and continuous
monitoring approach. Any alteration that appears abnormal may be detected by Al
algorithms without the requirement for a predefined definition of abnormal. Deep packet
traces performed by Al using sensors or monitoring software, for example, might

provide information about possible assaults.
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To combat spam, phishing, and other online fraud, companies are turning to artificial
intelligence (Al) to help automate cyber defenses. Forensics and investigative
procedures rely heavily on artificial intelligence (Al). Real-time and customer-specific
analysis based on Al improves the overall proportion of malware detected and reduces
false positives. As a result, Al data processing aids the effectiveness of cybersecurity
threat intelligence. As the last step, organizations are utilizing Al for attack likelihood
prediction and improving their network defenses with near real-time data. While
predictive analytics may assist in processing and identifying attack vectors in real-time
data from multiple sources, it can also help manage large data, parse the data prior to
analysis, automatically remove duplicates, categorize information, and recommend
which incidents should be prioritized. Predictive analytics minimizes human error and

security analysts' burden via this method.

While the use of artificial intelligence (Al) in cybersecurity is becoming increasingly
necessary, Al systems will require at least for the foreseeable future a collaborative
environment between Al and humans. There are systems that are entirely self-sufficient,
but their usage is still rather restricted, and systems typically require human involvement

to work as intended.

When it comes to keeping track of the system, those involved must constantly check it
(for things like correctness and requests for modifications). There are some models that
still require daily training merely to keep up with the attackers, whose tactics vary in
reaction to the defenses that are being developed. Finally, there are security practitioner
groups that continue to collaborate in order to develop a shared understanding of what

is harmful and what is not.
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System Response:
To respond to a cyberattack, you must first identify what is happening and then create

and implement a response that is suitable by selecting which vulnerability to exploit and
when, or by launching counterattacks. Seven artificial intelligence (Al) systems
competed against each other in the 2014 Defense Advanced Research Projects Agency
(DARPA) Cyber Grand Challenge, finding and fixing their vulnerabilities while exploiting
the faults of their opponents. In the years since then, the focus on cyberattack
prevention has shifted toward systems that can deliver real-time fixes for security
weaknesses. With Al, the workload of cybersecurity specialists may be lightened by
focusing on the jobs that demand the most attention and automating others.
Considering the present lack of cybersecurity specialists, which is estimated at four

million people, this is an especially important consideration.

By deploying semi-autonomous lures that generate a replica of the environment the
attackers aim to penetrate, Al can make attack responses easier. While they're being
tricked, they're also learning more about the payloads (the attack components in charge
of actually doing damage to the targeted system). As well as dynamically segregating
networks, Al systems may deflect attacks away from critical data by isolating and
isolating assets inside regulated network regions. Adaptive honeypots (computer
systems designed to imitate possible targets of assaults) and honeytoken (chunks of
data that appear appealing to potential attackers) may also be generated by Al systems.
Adaptive honeypots differ from regular honeypots in that they alter their behavior in
response to interactions with attackers. It's feasible to figure out an attacker's

capabilities by watching how he reacts to the defenses. Through the use of this
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technology, the Al solution is able to gather information on the attacker's tactics so that

it may be recognized and countered in the future.

With zero-shot Al, cybersecurity may be made more agile:
To make cyber-defense more resilient and scalable, researchers are turning to artificial

intelligence (Al). The capacity to learn from enormous amounts of telemetry data and
detect patterns of anomalous behavior makes Al, and in particular machine learning
(ML), appealing in cybersecurity. Application logs, network flows, user activities, and
authentication logs are all examples of places where machine learning techniques may
be utilized to detect abnormalities. The adoption of zero-trust models, such as stringent
identity verification and explicit permissions, will need the use of ML algorithms to track

user behavior.

For network correlation, pattern identification, and anomaly detection, modern security
information and event management systems use machine learning (ML). Many hours
are spent by security experts in studying these attacks and classifying them into
recognized types like port sweep, password guess, teardrop, and so on. Hackers, on
the other hand, are always coming up with new techniques to penetrate systems due to
the constantly shifting attack landscape and the rise of sophisticated persistent threats

(APTS).

In order to respond to fresh and creative methods used by enemies, a static list of
assault classifications will be rendered ineffectual. Alarm flooding is a common problem
that arises when several sources in the network emit alerts at the same time, making it

impossible to differentiate and prioritize different types of assaults.
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A smart system that automatically labels and categorizes alarms could be a solution,
allowing the analyst to focus on only certain sorts of alarms. A zero-shot method to ML

classification is used in our dynamic classification system.

What is it, exactly? It's common to practice to utilize supervised machine learning (ML)
to create predictions, which uses labeled data points to do the training. A classifier
model, for example, may categorize an attack based on a log entry from a network
monitor. Because these models can only learn from previously observed assaults,
humans must annotate the network flow for attack data and enter it into the model's
training data set. Alternatively, unsupervised learning is gaining popularity, when
models are trained to detect abnormalities in "typical" behavior. This method can reveal
previously unnoticed attack patterns, however, it simply provides the security analyst

with anomalous data.

Explainable Al, a new area of AlI/ML research, is one strategy for dealing with this
problem (XAl). Models are either redesigned or improved here to offer an explanation
for the forecast. It will also mention which feature values led to the choice when the

model predicts an abnormality.

In the cybersecurity environment, XAl and zero-shot learning can be used in a variety of
different ways. Let's look at an example of a machine learning (ML) model that keeps
track of network traffic on a company network for comparison. If a network machine
sends more than 100MB of data to a Google Drive account, it will be flagged as out of
the ordinary because it is not part of the usual network flow. The security operation
centre analyst can save time by showing the extra characteristics that caused us to flag

this as anomalous, such as the number of data files and the target domain. The system
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may then use the analyst's comments to identify new threats like data exfiltration and
begin labeling them automatically. Explainability and zero-shot learning can save
significant time wasted by analysts in searching for the needle in the haystack when

applied to a large network with thousands of nodes and users.

APTs, which are well-funded attackers who target high-value targets and may remain
undetected within networks for days, are a common threat to businesses today. In order
to recognize trends and identify attacks' strategies, methods, techniques, and
processes, behavioral analytics will become crucial. When it comes to preventing
severe harm, zero-shot learning models that comprehend methods like reconnaissance,
privilege escalation, and exfiltration can be invaluable. This active learning system

learns from experience over time.

Insurance and Banking Artificial Intelligence: Explainability is the Next Frontier
According to science fiction writer Arthur C. Clarke, "Any sufficiently sophisticated

technology is indistinguishable from magic." New machine learning algorithms, for
example, might seem a lot like magic at times. Image categorization, speech
recognition, and their usage in the insurance and finance industries are just a few of the

rapidly evolving machine learning applications.

Changing established analytical frameworks causes trepidation in many organizations,
and for good reason. If you don't know what you're doing, magic may be deadly. The
underlying structure of neural networks and tree ensemble methods, both of which are
"black boxes," may be incredibly complicated. Studies also demonstrate that neural
networks and tree-based algorithms beat even the most finely adjusted classic actuarial

insurance risk models in terms of accuracy and efficiency. This is due to the new
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algorithms' capacity to detect hidden structures in the data of their own will. Neural
networks and tree-based algorithms are compared for their mystique and utility.
Analytical models have an inherent trade-off between their accuracy and their
"explainability" level. Do models have any credibility if we don't know how they came to
their conclusions? How much of our confidence and control should we place in

something we don't completely understand in exchange for accuracy?

This trade-off worries a wide range of people, not just executives, and experts. To better
oversee these sectors, officials have begun to delve into the shadow side of magic in
recent years. Many parts of the banking and insurance sectors are heavily regulated,
and recent developments in the regulation include examining the models used to
generate forecasts in more depth. Customers should have the right to seek an
explanation of a single automated decision made after it has been taken, according to
GDPR Recital 71, for example. This part of the rule has been the subject of intense

scholarly discussion since its introduction.

Explainable Artificial Intelligence has emerged as a new study area in response to the
pressing need to explain "black-box" analytical methods. Using cutting-edge technology,
experts are creating tools that will allow us to see inside the mysterious black box.
These tools can help us understand the essential elements driving the overall model
predictions and "Local Explainability" tools can explain a single prediction. Researchers

have produced both sorts of tools.

An illustration of local explainability is shown in the graph below. As a result of Lloyd
Shapley's Nobel Prize-winning work in economics, the game-theory approach he

created calculates the contribution of several players working together on a single
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assignment The "players" in Explainable Al are the model characteristics, and the "goal"
is to anticipate what the model will do next. "Shapley Values" are numbers used to
indicate the relative importance of certain features. New methods for quickly estimating
Shapley Values have been created by researchers, allowing us to distribute a forecast

equitably across the many characteristics.

The Predicted Renewal Demand of a Specific Customer Explained Using Shapley
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The graph depicts the results of a demand model that forecasts the likelihood of a
vehicle insurance policy is renewed based on simulated data. This is a more detailed
response to a certain client's inquiry. There are many decision trees in the demand
model, but the graphic shows how each one contributes to the final projection. In this

case, the model predicts that the average person in the data has a probability of 0.64 of
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renewing the policy. This consumer, on the other hand, has a significantly greater
anticipated likelihood of success, with a probability of 0.72. The storyline reveals the

underlying reason behind this discrepancy.

The fundamental structure of this complicated model is beyond our comprehension, but
Shapley Values let us discover which aspects are most essential for a particular
prediction, unraveling a little bit of the mystique of the model. We can discover which
traits are most significant by averaging the individual Shapley Values throughout the
population. This helps us determine the model's global explainability. "Permutation
Feature Importance," simple local surrogate models, and counterfactual instances are

all popular explainability techniques.

The new machine learning explainability tools are a must as the field continues to
evolve. These models may help insurance firms and banks comply with new laws,
understand and trust their machine learning models, and deliver important information
to their clients Because this, we no longer have to worry about the new machine

learning models being a mystery because of their accuracy and explainability.

In today's fast digitalizing world, insurers and banks must become completely analytics-
driven as a survival criterion. Although this ability has always been crucial, the
unpredictable market conditions brought on by the year 2020 have made it much more
so. With today's complicated new reality, insurers and banks need superior analytics to
make business choices and better serve their clients. Insurers and banks can use
explainability tools to make this happen. When machine learning models are no longer
seen as a gimmick, they will become a vital part of every data-driven company's

inventory.
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Chapter 5: Phishing detection

Phishing attacks are a major source of concern for both individuals and businesses
because they compromise the security of sensitive information. Hackers use email,
social media, phone calls, and other forms of contact to steal important data, whether
it's passwords, credit cards, or other private information. It goes without saying that

corporations make for a particularly interesting target.

Common phishing attacks targeting companies:
False Representation of a Company: Phishing attacks that mimic your company are

rather frequent. For the most part, this is accomplished by using an email address with
a domain that is extremely similar to that of the target organization
("first.name@amazon-support" for instance). As a result, organizations have a hard time

seeing the assault before someone else does or informs them of its existence.

Phishing using a "Spear": There are several components to this strategy, the most
important of which is the use of a false firm name (imitation). Just as in sales, an agent
discovers the client's name, position, and other customization and adds it to a pitch
email. Muck like that. Those identical tokens are used by attackers to entice additional

victims into the trap they've set for them. This is a very immoral deception.

Takeovers of email accounts: Even the highest-ranking individuals of your company's
leadership and management are exposed. Anyone with access to an important leader's
email credentials, such as a government official, will undoubtedly be the target of
phishing scammers. Colleagues, team members, and even clients (if they've previously

gotten this information through hacking) might all be potential targets.
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Phishing on the Phone: Scammers impersonator corporations once more by using
Voice over Internet Protocol (VolP) technologies. In order to obtain a better
understanding of the whole fraud, this approach also uses other forms of phishing, such
as utilizing personal information about targets and impersonating corporate employees

(e.g., the CEO).

With the goal of assisting businesses in preventing phishing attacks, we invited a variety
of security professionals to offer their perspectives on the most prevalent methods that
businesses are targeted by phishing attacks and how businesses may protect
themselves from being a victim of them. Answers to the following question can be found
in the section below: Is it possible to prevent phishing attacks from happening in

the first place?

Phishing attacks are made possible by mistakes organizations make:

Failure to teach personnel on their responsibilities in information security and not having
the appropriate tools in place:
A successful breach of a company's security relies on employees having credentials

and general knowledge. Phishing is one method an adversary gets access to this
confidential data. Phishing is a technique used to gather personal information with the
goal of utilizing that information to get access to otherwise restricted data, networks,
and so on. The success of a phisher depends on gaining the trust of his or her targets.

Now that we're in the digital era, learning new things is a lot easier than it used to be.

Attackers employ a wide range of phishing tactics, including the following:
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Include a link that takes your employees to a non-secure website where they are
asked for personal information

Exploiting security flaws and obtaining sensitive information by installing a Trojan
horse via a malicious email attachment or ad.

Changing the sender address to make it look like the email is coming from an
established source while yet making a sensitive information request

Using a phony vendor or IT department to collect confidential corporate

information over the phone

To avoid being a victim of phishing, follow these steps:

Teach your workers about phishing by using realistic phishing scenarios in
training sessions.

Install a SPAM filter to weed out spam from legitimate senders.

Update all systems to the most recent security patches and updates as soon as
possible.

Install an antivirus program, keep it up to date with signature updates, and keep
track of how well it's working across all of your devices.

Consider password complexity and expiration as part of your security policy.
Protect your computer from harm by installing a web filter that will prevent access
to rogue websites.

Encrypt any corporate data.

Change HTML emails to plain text ones or deactivate HTML altogether.

Telecommuting employees should be required to use encryption.
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e To guard against phishing, a business can take a number of measures.

Their security rules and solutions must be flexible enough to deal with new phishing
tactics as they emerge. It's just as critical for companies to ensure their staff are aware
of the threats they face, how to deal with them, and how to prevent them. Protecting
your organization from phishing attempts begins with educating your staff and ensuring

your systems are appropriately secured.

Inconsiderate use of the internet:
Careless and naive internet browsing puts companies at risk of phishing assaults. By

implementing a policy that restricts access to specific websites, a company's security is

less likely to be hacked.

Educating your staff about phisher techniques is also critical. As a part of new hire
onboarding, employees should get security awareness training. Remind them to be
cautious when opening attachments from unknown senders. Make sure they
understand that no reputable website would ever ask them for their password through e-
mail. Let them know. People should also exercise caution when it comes to the
browsers they use. All URLs should be read from the right to the left. The domain's real
address is at the end. Sites that begin with IP addresses are also fake, as are secure

URLs that don't use HTTPS.

Phishing may be prevented by taking various human and technology aspects into

account:
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Some of the most high-profile security breaches (Target, Sony) were initiated using
phishing efforts, according to experts. According to reports, the hostile actors were able

to get access to the Target network via hacking into an email account of a third party.

Social engineering includes a variety of techniques, including phishing and whaling. The
emails are designed to look like they came from a reliable source (such as the
government, legal, HR, or a bank), and they frequently trick recipients into clicking on a
malicious link that is included in the email. If the email is opened on the victim's

computer, the secret code in the message is executed.

When reading email attachments or clicking on links from unknown sources, employees
should be aware of the dangers and take precautions to avoid becoming infected with
malware or a virus. This is best addressed by a comprehensive program of security

awareness training.

Employee training that truly works is an important part of defending against phishing.
The majority of corporate security training is now either an annual event or conducted
during new employee onboarding. When employees receive training through the
internet, they quickly scan the material, skipping over much of it. This is typically done at
lunchtime in conjunction with other online activities. If the training is delivered in person,
expect a PowerPoint presentation with small font narrated for an hour by a disinterested
speaker. A successful security training, education, and awareness (TEA) program are

critical for the company.

Fighting phishing attacks may be done using numerous different technical techniques.

Some products test their anti-phishing training programs by sending phishing emails to
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company employees. These metrics are then sent to security leadership. Wombat is a

well-known brand in this niche, despite the fact that the quality might vary.

A heuristics product may also be used to evaluate whether or not an email is fake using
a technical technique. These options have a mixed record of success. Many of the
apparent frauds are filtered out, but the emails that are more ingeniously constructed
are not. In this field, IronPort is a pioneer. Businesses can limit risk by purchasing cyber
security liability insurance instead of attempting to control social engineering
vulnerabilities. If a data breach occurs, the return on investment for this policy must be
compared to other factors including the company model, data held, and possible
liabilities.

A comprehensive and coordinated strategy to security is needed to combat these

assaults:

e Train your staff on how to spot phishing scams so they don't fall for them. The
link is false if, for instance, the domain of the link you are sent to does not match
the supposed corporate domain.

e Emails from questionable sources can be blocked by spam filters that are set to
detect and prevent them from ever reaching recipients' inboxes.

e In order to prevent hackers from ever getting access, two-factor authentication
should be used.

e Users can disable browser extensions and add-ons to make it more difficult for

them to click on dangerous links.
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It's a way of compromising people's computers and stealing personal information by
pretending to be an email form or a website from a well-known company. When a
person receives an email from what appears to be the recipient's bank asking them to
verify information on an online form that looks like the bank's website, that person
should be on the lookout for fraud. When hackers get their hands on this data, they
have full access to the bank account details of the receiver. Additionally, the link might
include malicious malware that infects the recipient machine. Phishing attacks are
complicated because they may be disseminated via exploiting vulnerable machines'
email address books. As a result, the email may look to have come from a reputable

source.

An extremely successful type of phishing attack is spear-phishing, in which a hacker
conducts extensive research on a chosen target before sending a convincing email to
that person. The details may, for example, relate to a public webpage about a
company's social function from the previous month. Target, Home Depot, and Baylor
Regional Medical Center have all had significant and costly breaches of sensitive

information as a result of the difficulty in defending against such attacks.

Protecting against phishing attacks necessitates organisations keeping up with

the ever-changing phishing threat:

Phishing has evolved well beyond a questionable email enticing a random person to
click on a link or submit personal information. Typically, phishing focuses on one

individual.
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Here are three main phishing tactics used to attack organisations in order to get the

personal information of many people:

DNS-based phishing accesses your host files or domain names and sends your
consumers to a bogus website where they submit their personal or financial
information.

Content-injection phishing refers to illegal content, such as code or pictures,
being injected to your or your partners' websites in order to acquire personal
information from your employees and consumers, such as login information. This
form of phishing frequently targets those who use the same password on many
websites.

Man-in-the-middle phishing includes criminals standing between your company's
website and your client. This enables them to record all of the information your

consumer submits, such as personal information and payment card information.

Companies may protect themselves against phishing attempts in four ways:

To protect all traffic to and from your website, use an SSL Certificate. This
prevents eavesdropping on information transferred between your web server and
your clients' browsers.

Keep up to date to guarantee that you are always protected. To guard against
vulnerabilities and security concerns, you and your service providers should
install all of the most recent patches and updates. Website hosting, shopping cart

software, blogs, and content management software are all examples of this.
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e Regularly teach your employees on security so that they are aware of and can
spot phishing schemes, malware, and social engineering risks.

e Use a Payment Page that is Securely Hosted. This is the best practise for
minimising the risk of your customers' card data being compromised. Use a
payment gateway supplier that has received the most recent PCI DSS and ISO
27001 certifications from independent auditors. This guarantees that your clients'

payment information is always secure.

Phishing attacks are having a negative impact on businesses, both educationally

and technologically:

From the educational point of view, companies do not properly prepare their end users
and must educate their staff on the developing techniques of attackers. To date,
companies have done an excellent job of informing their staff about common phishing
emails, which are simple to identify because of their bad grammar and poor execution.
Advances in spear phishing, on the other hand, have made attacks more precise,

relevant, and personable thanks to social media platforms.

Senders must now evaluate context, content, and sender in addition to the email's crude
wording, especially when monetary transactions are involved. An organised training
programme that emphasises employee vigilance by not opening links or downloading
files from questionable senders is essential. For authenticity, workers should send a
follow-up email, text, or even phone the purported sender to confirm that the email

came from the proper source. They may then compare the results.
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Too many organisations, from a technological viewpoint, allow unrestricted egress out
of the network, resulting in security gaps in external measures. It's critical that a
firewall's inbound and outbound gateways have clear regulations regulating their use.
However, businesses must use DLP and outbound email scanning solutions to better

monitor and restrict traffic leaving the network as well.

The primary reason employees click on phishing sites is a lack of knowledge in

the workplace:

Phishing emails are getting increasingly sophisticated and specific in their intent. Data
breaches that have occurred in the last year have given cyber thieves the ability to

customise an attack for a specific victim.

It is essential to begin by training all workers, supervisors, and third parties on how to
recognise phishing emails and their security obligations as soon as possible. A phishing
assault will be considerably less successful if your staff are aware of how to identify it. A
simulation is a great method to make sure your employees are on the lookout for
phishing emails. Send a bogus email to everyone in the team asking them to click on a

link, and then keep track of who clicks on it and how many people do.

In order to keep an attacker from obtaining access even if they get hold of a user's login
credentials, utilise multi-factor authentication wherever possible. Employees should be
given as little privileges as possible to enable them to do their duties. If an attacker
manages to get a user's login credentials, the attack surface will be reduced. A phishing
attack, for example, will have a small impact on one of your younger employees since

their access privileges should be restricted. A senior administrator, on the other hand,
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might be targeted by malware that uses domain account capabilities to spread to

servers, endpoints, and sensitive data throughout the whole network as a result of the

infection.

Prevent phishing attacks with these helpful suggestions:

Identifying and avoiding phishing scams may be as easy as following these

recommendations.

Recognize a phishing scam when you see one: Despite the constant evolution of
phishing attack tactics, they have some characteristics that may be detected if
you know where to look. There are several websites on the internet that will keep
you up to date on the newest phishing attempts and their main identifiers.
Phishing assaults. You're more likely to avoid an attack if you learn about new
attack tactics and share them with your users through frequent security
awareness training.

That link should not be clicked, for obvious reasons: Even if you know the
sender, you shouldn't click on a link in an email or instant message. Hovering
over a link to check if the destination is right is all you need to do. Sometimes,
the target URL might seem just like the real site's address, and it can be used to
capture keystrokes or steal login and credit card information. Instead of clicking
on the link, use your search engine to go directly to the website's home page.
Install free anti-phishing extensions for your browser: You may now get
dangerous website detection add-ons or phishing site alerts from most modern
browsers. Because they are frequently free, there's no reason not to have them

on all of your company's computers and devices.
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A secure site should never ask for your credit card number or social security
number: It's best to avoid entering important information or downloading files
from websites that don't begin with "https" or don't have a closed padlock icon
next to the URL. Security certificates aren't required for sites, but they should still
be installed to be protected from phishing schemes.

Passwords should be rotated on a regular basis: Make it a practise to change
your passwords frequently on any online accounts you have. This will keep an
attacker from getting complete control of your accounts. Password rotation helps
guard against future assaults and keep intruders at bay. Your accounts may have
been hacked without your knowledge.

Don't disregard the new information: It's annoying to keep getting update
notifications, and it's easy to put them off or ignore them. This should not be
done. To stay abreast of new cyber-attack tactics by fixing security flaws,
companies regularly release security patches and upgrades. If you don't keep
your browser up to date, you're vulnerable to phishing attempts that take use of
known security flaws.

Install firewalls to protect your system: Firewalls protect your computer from
outside threats by serving as a barrier between it and the intruder. When desktop
and network firewalls are combined, your security is enhanced, and hackers are
less likely to gain access.

Don't be swayed by pop-up advertisements: Malware is routinely attached to
pop-ups as part of phishing attempts, making them more than simply annoying.

Free ad-blocker software is now available for most browsers, and it will help keep
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your computer safe by preventing dangerous pop-ups from appearing on your
screen. In the event that one manages to circumvent the ad-blocking software,
resist the urge to click! Always check for a "x" in one of the corners of pop-ups
because they may try to trick you with where the "Close" button is located.

e Don't divulge sensitive information until absolutely necessary: As a general
guideline, you should not readily provide your card information unless you trust
the site you are on 100 percent. If you're required to submit your personal
information, be certain the website is authentic, the firm is legitimate, and the site
is safe in and of its own accord.

e Assemble an attack detection and response platform: Detecting and responding
quickly is critical if you are the unlucky recipient of a successful phishing attempt.
By automatically reporting on abnormal user activity and unauthorised file
modifications, a data security platform relieves part of the IT/Security team's
workload. Data security systems can assist you detect a compromised account if

one has been obtained, allowing you to take immediate action to limit the harm.
Chapter 6: Downtime Prevention

One of the most expensive aspects of manufacturing is unplanned downtime. Only a
tiny minority of firms say it costs more than $1 million per hour. Many estimate the cost
to be between $100,000 and $300,000. The following are six suggestions to assist you
prevent downtime in your business. Preventing downtime starts with knowing what's
causing it now. If downtime and underlying cause cannot be reliably tracked, how will
you know where to put your efforts? The Manufacturing Execution System (MES) is one
tool that may be used to track downtime (MES). Until recently, the accuracy of the data
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was entirely dependent on the operator's vigilance. Data gathering from the machine to
the MES may now be automated with software solutions. If you have reliable
information about plant downtime, you can devise a strategy to address the root causes.
As a result, creating goals is a critical tactic. As time passes, evaluate your development

and the effectiveness of your plan.
Is it possible to have zero downtime?

Unplanned downtime is the bane of manufacturers' existence. Is eliminating
unscheduled downtime still a pipe dream, or are we getting closer than we think? Every
year, manufacturers lose billions of dollars due to unplanned downtime. Unplanned
downtime can cause production to cease, but it can also waste resources or harm the

system, increasing the overall cost.

According to GE Digital's findings, 70 percent of organisations don't know when
equipment maintenance, upgrades, or repairs are required. This is a problem since
unscheduled downtime reduces production and costs the economy millions of dollars.

For this number to go down, manufacturers need to know when maintenance is needed.

Is this the only way it can be?
It's a sad reality of life that machines go down. However, warning indications of

equipment failure are visible and manageable. Vibration analysis or machine speed
analysis, for example, can provide information about the state of equipment and alert
you when anything is going to go wrong. Preventive maintenance has taken industry by
storm because proactive equipment monitoring and scheduling of maintenance

minimise the chance of machine malfunction dramatically.
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What Does Preventive Maintenance Imply for Downtime?
Manufacturers no longer have to wait for a motor to fail or a heat-transfer system to leak

before taking action under a run-to-failure, calendar- or usage-based strategy.
Management at plants may now prepare for preventative maintenance by scheduling

routine checks and updates as well as troubleshooting.

With Industry 4.0, firms will be able to use data-driven maintenance. Sensor data on the
shop floor may be sent to a plant manager, who can utilise it to make service and
maintenance decisions in real time. Machine learning software in conjunction with a
digital twin, a virtual depiction of a plant's activities, could make it possible for the
system to detect and prepare for problems beforehand. As time progresses, this may
include a self-diagnosing and self-repairing mechanism that orders new parts or

machines from a source and schedules automatic maintenance.

How Closer Are We to a Time Without Downtime?
Manufacturers appear to believe that there can be no downtime. More than two-thirds of

the firms polled by GE Digital believed that digital solutions might reduce or even

eliminate the need for unexpected downtime.

The greatest method to decrease the chance of downtime for your business is to be
proactive with maintenance. Unplanned downtime will be reduced as the adoption of
Industry 4.0 advances, including the development and implementation of more linked
sensors, digital twins, and machine learning software. Even while we're still a long way

from a perfect paradise, we're making progress.

Preventative maintenance and condition monitoring can help you
achieve near-zero downtime:
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As we already stated that unplanned downtime occurrences are one of the most severe

drains on industrial profitability.

Lost revenues, machine start-up expenses, high-priced components, and idle labour are
just a few examples of the actual downtime costs that begin to accumulate the moment
the equipment stops operating. When you consider the cost of reputational damage and
interruptions in customer supply, it becomes clear that it is in everyone's best interest to

minimise downtime at all costs.

Manufacturing companies are increasingly embracing innovative methods of increasing

productivity by decreasing or achieving as near to zero downtime as feasible.

Preventative maintenance and condition monitoring techniques are meant to completely
eliminate breakdowns and have lately gained traction due to the dependability and

accuracy of machine data and measuring instruments.

Advances in software development, network integrity, testing and measuring
technologies, and other areas of production management have all led to a reduction in

cost and complexity in this field.

Gathering machine data over time will enable operations management and IT plan and
anticipate downtime much more precisely, allowing them to predict problems before
they occur and arrange maintenance plans and part replacements while machines are

offline.

A preventative maintenance programme would typically include up to five essential

elements, including equipments, inspections, measurements, data storage, and action
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protocols. The cost and complexity of the programme will always be determined by the

crucial nature and expense of the machinery, as well as the impact of downtime.

Condition monitoring instruments will search for variations in acoustics, vibrations, heat
output, motor current signatures, and other areas to assist establish maintenance plans

and reactive measures needed to maintain machinery working properly.

When a system fails, it may swiftly escalate to requesting external assistance -
sometimes needlessly. The Breakdown Checklist is intended to get you back online as
soon as possible. It would get your team thinking about what caused the breakdown

and whether or not they need outside help.

Using artificial intelligence to increase manufacturing equipment

efficiency:

Artificial intelligence (Al) and machine learning (ML) methods to industrial process
monitoring and optimization have found the ideal situation in Industry 4.0. In artificial
intelligence, approaches and procedures are used to replicate human intelligence in
machines, particularly computer systems. This branch of artificial intelligence focuses
on techniques and tactics for system enhancement through machine learning. ML is

based on algorithms that automatically learn from prior mistakes (data).

The emergence of massive process monitoring data, enabled by the cyber-physical
systems (CPS) distributed along production processes, the widespread availability of
hybrid 10T architectures accompanied by polyglot data repositories, and big (small) data
analytics capabilities are essential components of this new industrial revolution
associated with detrimental Al and ML capabilities. With the advent of Industry 4.0, the
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paradigm shift will be data-driven, and this data may give a wide range of competitive
advantages affecting productivity, quality, and efficiency, all of which are critical
performance indicators (KPIs) in today's competitive environment. Furthermore,
manufacturing firms are moving to low-volume, high-personalization manufacturing
settings where their competitiveness is dependent on the industries' facilities, taking
asset and resource availability into account, as well as on the optimal execution of

production processes..

With this new information as input, there is a chance to improve the performance of
industrial processes by using analytical methods; building new supporting models; and
evaluating their suggestions against conventional techniques. Overall equipment
effectiveness (OEE) is a key performance indicator (KPI) used in industrial execution
systems that measures the types of production losses that occur and identifies potential

areas for improvement (MES).

Researchers have been working on novel stand-alone solutions for the entire monitoring
and control value chain for the last few years. This includes everything from the CPS for
retrieving data to wireless communication protocols, big data storage for traceability,
and advanced machine learning techniques for production control, improvement, and

maintenance.

An important step forward in industrial process control and monitoring has been enabled
by the use of artificial intelligence algorithms, which range from statistical process
control (SPC) and statistical quality control (SQC) methodologies that require extensive
process knowledge to Al optimised process boundaries that provide valuable insights

into the monitored process. Artificial intelligence (Al) in the workplace has unique
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requirements. It's not just about being able to anticipate and forecast, but also about
developing process expertise by using the proper Al algorithms. This gives conventional

techniques the edge.

For automated quality prediction, Al offers a complete range of capabilities, including
part traceability and process optimization. With these advantages, productivity KPls like

OEE and breakdowns will be impacted immediately.

Artificial intelligence in terms of availability:
While ensuring a high OEE, it's important to have the equipment available when you

need it. OEE takes into account the loss of availability, which includes both unexpected
and scheduled pauses to the production schedule that stop output for a substantial
period of time. One hundred percent availability implies the process is constantly

running at the scheduled time of production.

Additionally, the changeover periods should be taken into account while calculating
availability. Because they add setup and adjustment time, changes are a major cause of
lost time. As a result, they provide an excellent opportunity for efficiency gains. Single-
minute exchange of dies (SMED) is most often used to enhance (decrease) changeover
times by utilising as many changeover processes as feasible while the equipment is
running. These shifts are taken into account by equipment manufacturers when

providing an availability rate in the specifications of their equipment.

Artificial intelligence as a tool for improving the quality of things:
Welding, milling, etc. and therefore heterogeneous data sources have a well-known

problem of not always reaching their optimum performance potential due to the absence

69



SAMPLE BY WISHAWL SAIF

of powerful and customised solutions for data analysis toward the zero-defect
manufacturing paradigm. This is a well-known problem. Al and machine learning-based
solutions are sophisticated enough now to improve production processes by utilising
process data provided by in-line sensors, worker feedback, reports, quality control, and
other factors, such as quality assurance and control. With this, building an artificial
intelligence- and machine-learning-powered predictive quality solution is now critical to
preventing the production of subpar components and their export to a final customer.
Several studies have shown the potential benefits of utilising Al and ML to utilise
process data for various industrial processes, including plastic injection moulding,

foundry, milling, and welding, among others.

Predictive warnings and alarms may be applied to in-line collected data to enable
continuous quality assessment at each stage of the manufacturing process using
machine learning and artificial intelligence, even before the target quality has impaired
and therefore the quality indicator of OEE is degraded. When it comes to building Al
quality tools, there are two ways to consider: supervised and unsupervised. When it
comes to forecasting undesirable quality deviations, supervised methods can be more
accurate, but they require a correctly labelled dataset. Since the dataset isn't required
for unsupervised techniques, they're often employed for anomaly detection; by this, we
mean finding significant quality discrepancies. These insights may be used for
knowledge discovery solutions that help to address underlying causes of undesirable
quality deviations and, as a consequence, enhance quality and, consequently, overall

equipment effectiveness (OEE).
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When it comes to supervised solutions, properly labelling the dataset is critical. In order
to get a more balanced dataset, a Design of Experiments (DOE) with quality deviations
induced is highly suggested, as non-quality components are infrequent in the normal
production dataset. It will be preferable to use a classifier for qualitative quality labels
(such as good or poor, defect kind, etc.), but quantitative quality indicators (such as

weight or tensile strength, for example) will use a regression model.

Artificial intelligence as a tool for increasing productivity:
The performance indicators take into account every aspect that slows down the

production process. Slow cycle time, for example, has an impact on key performance
measures. Thus, knowing the optimal cycle time is crucial. This is the quickest possible
cycle time under perfect conditions. Additionally, idle time and small pauses have an

impact on system performance..

One of the most important aspects in increasing production is cutting down on cycle
time. When coupled with quality prediction and evaluation, a reduction in cycle time
helps attain optimal production throughputs, reduce time to market, improve scheduling,
and save labour, energy, and raw material costs. Research and practical applications
have both turned to reducing cycle time. Using neural networks and machine learning
algorithms, manufacturers in a variety of industries can better forecast and optimise

their production cycle times.

Using Al and ML-based predictive quality systems that produce preventive warnings
when operations are not ideal, production may be stopped before it gets out of hand.
Preventive maintenance systems can also decrease minor breakdowns. Case-based

reasoning systems can take advantage of the lessons learned in the past to speed up
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production. If the material and thickness of the item being produced are known, the
CBR system can make recommendations for adjusting the cooling time. According to a
predetermined similarity measure provided by the CBR system, it gives the most
comparable situations, and therefore past cooling periods of well-known and optimised
processes may be used as a guide. As an example, the Des-MOLD project created an
artificial intelligence (Al) system based on CBR and argumentation to assist plastic
injectors in exchanging their experiences and benefiting from mould design and

manufacturing process improvement.

Strategies for improving downtime prevention in manufacturing:
Training Is Benéeficial:

Human mistake is a major cause of downtime in manufacturing, which may surprise
some people. Indeed, human error is the leading source of downtime in the industrial

sector. Fortunately, a low-cost partial solution exists to this issue. Reduced plant

downtime can be achieved by properly educating personnel.

This work is becoming less difficult as training methods become more visually
appealing. There is a growing trend among businesses to use cloud-hosted video
training solutions, which present the information in simpler ways (think YouTube for

manufacturing).

Techniques for Preventive Maintenance:
Preventive maintenance reduces downtime by averting problems before they arise. A

tried-and-true strategy, indeed. Preventive maintenance, for example, was found to be

used by 60 percent of "best in class" operations according to a 2017 research.
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Maintenance costs were down 11 percent on average and unexpected downtime was

down 9 percent on average year over year.

Performing preventative maintenance, the second phase in the maintenance maturity

model, will put you on the road to greater reliability.

Implement Autonomous Maintenance:
Implementing autonomous maintenance is another preventative maintenance technique

that can assist minimise downtime. Here, routine maintenance (such cleaning and
lubrication) is delegated to workers who are responsible for doing routine duties (like
visual inspections). Maintenance workers may focus on more important duties since
equipment functions more effectively and tiny problems are discovered earlier. A
cultural shift may be necessary, but autonomous maintenance has the potential to

deliver significant improvements in operational efficiency and downtime savings.

However, many of the jobs will need the shutdown of equipment due to preventative
maintenance procedures. Trying to limit downtime in every way you can makes this a

difficult pill to chew.

Take advantage of predictive and prescriptive maintenance solutions as your
maintenance strategy evolves. Installing sensors to monitor equipment health is a
common part of this strategy. Using this information, machine failures may be predicted
before they occur. Approaches like these strike the ideal mix between being proactive

and waiting until a problem occurs. This reduces downtime to a bare minimum.
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However, this technique has yet to catch on with many industrial companies. Since
predictive technology and analytics are becoming more affordable due to decreases in

their prices, we may expect to see more usage in the near future.

Improve Material Flow:
At long last, look at how resources are moving around the process Machines waiting for

supplies may create unexpected downtime. There are instances when communication
with the people responsible for delivering the materials is poor. Other times, routes
aren't designed to maximise savings. It's possible that the storage sites chosen are not
the best ones. The act of tracing the movement of items through a place frequently
yields fresh insights. It's possible that inefficiencies may be discovered that help prevent

future outages.

These strategies are by no means all-inclusive when it comes to minimising
manufacturing-related downtime. They are, nevertheless, an excellent place to start and
should cover the majority of the issues that lead to downtime. These techniques should
reduce your operation's downtime, resulting in greater efficiency and profitability for your

business.

Chapter 7: Supply Networks

Today, corporate success is defined by adaptability and innovation. The risk climate for
business executives is more challenging than it has ever been, and interruptions to their
operations should be expected every 3.7 years at the very least. Firms must be able to

pivot in this new era to take advantage of unexpected possibilities while also defending
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against hidden hazards if they are to succeed. Technology, on the other hand, may be

able to take the reins.

In spite of this, Covid-19 illustrates that even innovation leaders like Apple may fall short
of being adequately prepared for the growing unpredictability. Global supply chains can
have visibility issues due to the presence of opaque tiers of specialised suppliers that
hide vulnerabilities that have already been built in. There are still shortages in many
other areas as well, such as auto manufacture, due to the fierce rivalry for chips made
by only a few Taiwanese firms more than a year after the epidemic began. As a result,

sales in the automobile industry alone are expected to drop by $61 billion by 2021.

However, supply chain failures constitute a life or death issue in other industries. As an
example, when the pandemic hit, the global supply of nitrile gloves was disrupted due to
an outage at the Malaysian manufacturer Top Glove. Because the glove industry in the
United States is dominated by foreign networks of brokers and subcontractors,
American firms have no idea where to turn, resulting in shortages. Economic rationale
that relied exclusively on cost advantage and efficiency to justify efficient multinational

supply networks suddenly lost much of its appeal.

Digitization is now more important than ever:
Companies need to be ambitious when it comes to emerging technologies like machine

learning and other applications of artificial intelligence (Al) in order to adapt. When it
comes to managing procurement risk, a recent Harvard Business Review Analytic
Services poll found that 92% of respondents were dissatisfied with the state of their
digital transformation, and Deloitte's Chief Procurement Officer (CPO) Flash Survey

shows that top-performing procurement organisations are prioritising digitization in their
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daily operations, for example. Even still, according to the same Deloitte poll, digital
transformation is a lower priority than more traditional issues like financial management.
The digital skills are now directly connected to unlocking cost potential, thus this is

definitely a false economics.

A Scalable Data-Driven Decision Making Process:
Nearly every element of how firms do business may be transformed by advanced

technology. Consider the issue of supplier visibility, which Deloitte and HBR survey
participants raised in 2020 and previous years. Many procurement teams still only have
anecdotal knowledge about their suppliers and what they can accomplish, despite the
growing awareness of the requirement. This might be because mapping supply chains
is typically a time-consuming procedure. Because of this, companies are forced to make
judgments based on incomplete information. When dealing with a crisis or a shark tank
supply market, teams don't have time to go through old records or search the web for

certificates.

Even while companies have traditionally depended on digital technologies to increase
efficiency, Al-powered platforms can now do much more than just speed up contracts
and report generation. It's possible for teams to develop new insights and unlock
significant value by proactively evaluating supplier marketplaces for up-to-date,

complete supply market data.

Category level with a systemic strategy to bettering the category and commodity
performance or maturity is won in procurement Today, a company's existence is
dependent on its procurement team's capacity to find the finest suppliers all over the

world on a regular basis. And by best, we don't just mean the cheapest; we also mean
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the most creative, the most environmentally friendly, or the most secure option.
Reducing the time it takes to get a product to market is essential to certain people. All of

these need having an advantage over your competition when it comes to information.

Teams may now make genuinely robust benchmarking and purchasing choices with a
complete collective picture of the whole supplier market, based on verifiable third-party
data on indicators such as ISO certifications and supplier linkages. Artificial intelligence
(Al) provides faster responses to crisis scenarios and even helps forecast where supply
lines are likely to be affected by risk occurrences in the future.. In other words, Al gives
business executives the tools they need to stay solvent in today's turbulent global

economy and uncertain supply conditions.

How to Use Artificial Intelligence to Aid Procurement:
Companies can now access enhanced levels of visibility and execute sophisticated

supplier searches and RFPs in days rather than months thanks to cloud-based systems.
Here are some strategies for quickly realising the value of tech-enabled supplier market

intelligence:
Divide your study into clusters:

Some product categories will be easier to optimise with new supply choices than others.
Create three parts supplier clusters: diverse, simple to diversify, and difficult to diversify.
Find out why those who can't be readily diversified can't be easily diversified, and then
double down on monitoring. Perform searches and generate fresh competition with your

RFIs for those who can.

Establish a centralised data pool:
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Standardize your research to make it more comparable, and centralise knowledge so
that you can communicate learnings (like innovations or patterns) with stakeholders like
product design or engineering teams. Position procurement as the organization's

thinking leader.

Digitize in order to free up human talent:

Procurement staff may be allocated towards supplier relationship management and the
sorts of tricky human discussions that Al cannot handle now that they are free of the

monotony of manual supplier outreach or RFP procedures.

Don't rely on Google:

So your R&D team is utilising cutting-edge CAD software, your sales department is
using an Al-enabled sales CRM, and procurement is still executing strategic sourcing
with spreadsheets and Google. In search engines, your rivals already know every
answer. To compete successfully, choices must be strengthened by being based on a

verifiable picture of the whole market.

As the spider in the organisational web, do the following:

Show how technology advantage may benefit your stakeholders to help you stay
strategically relevant in your business. Procurement, for example, may show an
engineering team how tech-enabled procurement could solve engineering issues and

provide a competitive advantage. Allow procurement to shine this time.

Teams may push supplier knowledge throughout their companies using new

technologies like as Al, greatly improving both resilience and competitive advantage.
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Supply Networks and Logistics: Artificial Intelligence:

In the near future, artificial intelligence (Al) and machine learning (ML) will have a
profound impact on the supply chain sector, further separating the winners from the
losers. When Atrtificial Intelligence and Machine Learning eliminate long-standing
inefficiencies and uncertainties, the supply chain becomes more transparent, with
granularity and methods that humans just can't duplicate at scale. By incorporating Al
into supply chains, companies may gain the strong optimization skills needed for more
accurate capacity planning and increased efficiency while maintaining high quality at

reduced prices.

When faced with an outbreak like as COVID-19, industrial businesses can benefit from
having a clear grasp of the impact on supply networks and contingency preparations. As
a result of the COVID-19 outbreak, thousands of worldwide supply networks have been

badly harmed, with long-term economic ramifications.

According to the OECD, the Coronavirus may slash global economic growth in half, with
a corresponding decline in numerous industries across the board. Several internal
supply networks collapsed as the Coronavirus moved from China to other nations in
Asia, Australia, Europe, the Americas and the Middle East. China is the world's second-
largest economy. As a result, measures designed to stop the virus's spread, such as
travel bans and widespread quarantines, have only served to further destabilise and
disrupt the world's food, retail, and medical supply chains, as well as to halt vital

corporate activities and freeze income.
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Approximately 75 percent of firms experienced supply chain interruptions due to
coronavirus-related transportation limitations, according to a recent poll by the Institute
for Supply Chain Management. This number is anticipated to grow in the coming weeks.
This is only one element of the worldwide impact of COVID-19, but it is an important

one.

More than 51,000 worldwide firms have "one or more direct or Tier 1 suppliers" from
China, according to a research by Dun & Bradstreet, and a further five million
organisations have Tier 2 suppliers in China, with 938 of them being Fortune 1000

companies.

Al's advantages in the supply network:

Accurate management of inventory:
Inventory control is essential for a warehouse's smooth movement of goods in and out.

Many inventory-related factors exist, such as order processing, picking, and packaging,
which can take a long time and are prone to mistake. Accurate inventory management
may also assist to avoid overstocking, understocking, and stock-outs that were not

anticipated.

Al-driven inventory management solutions have the potential to be extremely useful due
to their capacity to handle large amounts of data. Massive datasets may be swiftly
analysed and interpreted by these intelligent systems, which can then provide real-time

advise on supply and demand forecasts. In addition to predicting and discovering new
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consumer behaviours, these Al systems with sophisticated algorithms can estimate
seasonal demand. This use of artificial intelligence aids in predicting future client
demand trends while also reducing the expenses associated with unnecessary

overstocking.

Efficiency of the warehouse:
Warehouse efficiency is critical to the supply chain, and automation may help guarantee

that a product is quickly retrieved from a warehouse and transported without incident to
its final destination. Additionally, Al systems are capable of solving a variety of
warehouse difficulties faster and more precisely than humans, as well as simplifying
complex procedures and increasing the speed at which work is accomplished. Al-driven
automation projects can also save money by reducing the number of warehouse

workers and their salaries.

Improved Safety:
The adoption of Al-based automated technologies may help with better planning and

administration of the warehouse, which will improve the safety of the employees and the
materials stored there. Al is also capable of analysing safety data from the workplace
and informing manufacturers of any potential dangers that may exist. It has the ability to
keep track of inventory parameters, perform operational updates, and provide the
required feedback loops and preventive maintenance. To maintain their warehouses
safe and comply with safety requirements, manufacturers may use this to their

advantage.

Better operations costs:
This is one of the most significant advantages of using Al in the supply chain.

Automated intelligent processes can function error-free for a longer period of time,
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decreasing the amount of mistakes and workplace accidents from customer service to
the warehouse. Warehouse robots increase productivity by working faster and more

accurately.

On-time delivery:
As a result, the entire process will be quicker, safer, and wiser thanks to the use of

artificial intelligence (Al) technologies. This makes it easier to meet the customer's
deadlines for delivery. As a result of the automated technologies, typical warehouse

operations are expedited to meet delivery objectives faster and with less labour.

Challenge of Artificial Intelligence in the Supply Chain:

Complexity of the System:

Most artificial intelligence (Al) systems are cloud-based, which need a lot of bandwidth
to keep them running. Operators may also require Al-specific gear in order to access
these Al capabilities, and this Al-specific hardware might be expensive for many supply

chain partners to purchase initially.

The element of scalability:
Due to the fact that most cloud-based Al and Al systems are highly scalable, the

difficulty here is the number of initial start-up users/systems required to have a greater
impact and effectiveness. It's something that supply chain members would have to
consider in details with their Artificial Intelligence service providers because every Al

system is distinct and varied.

Training cost:
Training is another component that necessitates substantial time and financial

commitment, just like any other new technological solution. Due to this, supply chain
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partners will have to engage with Al providers throughout the integration phase to

provide a training solution that is effective but also cost-effective.

The expenses of operation the business:
There is a large network of processors in an Al-operated system, and these processors

must be maintained and replaced over time. The problem is that the operating
investment may be fairly costly owing to the potential costs and energy consumption. As
a result, the cost of electricity bills might rise dramatically, which has a direct influence

on manufacturers' overhead costs.

Supply chains that are powered by artificial intelligence have several

benefits:

Supply chain and logistics operations stand to gain significantly from the application of
artificial intelligence and machine learning (ML), according to recent research. Several
firms across the world choose Al in Supply Chain because of the cost savings that can
be achieved via decreased operational redundancies and risk mitigation, as well as

improved supply chain forecasts and faster delivery due to better route optimization.

Sixty-one percent of manufacturing executives, according to McKinsey, say that
bringing Al into the supply chain has reduced costs while fifty-three percent say that it
has improved revenues. Furthermore, more than a third predicted an increase in overall
income of above 5%. Planning and scheduling, forecasting, expenditure analytics,
logistics network optimization, and more are all important aspects of supply chain

management.
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Increasing the effectiveness of planning and scheduling activities:
With increased internationalisation and product portfolio expansion, more complexity,

and unpredictable consumer demand, supply chain managers typically struggle to
develop an end-to-end procedure for successful supply network accounting. This work
is made much more difficult by the fact that unexpected occurrences, factory
shutdowns, or transportation issues prevent us from seeing the whole existing product
line. Multiple goods, replacement parts, and key components are typically included in a
smart supply chain architecture since they are accountable for correct results. Many
sectors in the supply chain use numerous attributes that can take a range of values to
characterise these goods or parts. As a result, there may be a large variety of product
variations and uses. Products and parts are frequently phased in and out, creating
uncertainty and the bullwhip effect across the supply chain, which can lead to

proliferation.

Supply chain managers can improve their decision-making by predicting the
development of bottlenecks, unforeseen abnormalities, and solutions to streamline
production scheduling, which is otherwise highly variable due to dependencies on
manufacturing operations management, by implementing Al in supply chain and
logistics.. The use of artificial intelligence in the supply chain has also led to more
precise forecasts and quantification of expected results at various stages of the
schedule, allowing for the scheduling of better alternatives as and when disruptions

occur along the execution process.

Decision-making that is informed:
Decisions are amplified by cognitive forecasts and recommendations on optimal actions

made possible by Al-led supply chain optimization software. This has the potential to
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improve the overall performance of the supply chain. It also aids producers in assessing
the potential ramifications of different situations in terms of time, cost, and income. It
also continuously improves these recommendations as relative situations change since

it is always learning.

End-to-end transparency:
Manufacturers must have comprehensive insight of the whole supply value chain with

little effort in today's complicated supply chain network. An automated platform powered
by cognitive Al reveals a single virtualized data layer that reveals cause and effect,
eliminates operational bottlenecks, and identifies areas for development. All of this is

accomplished by utilising current data rather than relying on stale archives.

Analytical insights that are useful:
Key actionable insights are lacking in many organisations today, making it difficult for

them to make timely choices that fulfil customer demands quickly and efficiently. It's
possible to sort through vast volumes of dispersed information using traditional systems,

but cognitive automation that leverages Al's capability can do so much better.

Inventory and demand control:
Maintaining optimal stock levels to minimise "stock-out" concerns is a major challenge

for supply chain organisations. Overstocking, on the other hand, might lead to excessive

storage expenses and, as a result, no income creation.

Mastering the art of inventory and warehouse management is key to striking the right

balance.

When used in demand forecasting, Al and ML principles produce extremely accurate

projections of future demand based on the current supply and demand situation. The
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decrease and end-of-life of a product on a sales channel, as well as the rise of the

introduction of a new product to the market, may be easily predicted.

Also, machine learning and artificial intelligence (Al) are used in supply chain
forecasting to provide precise, on-time predictions based on material bills and PO data.
Data-driven operations give field operators the ability to maintain the optimal levels

needed to fulfil current (and near-term) demand while also empowering them.

Increasing operational efficiency:
loT-enabled physical sensors throughout supply chains now provide a wealth of

information for monitoring and manipulating supply chain planning processes in addition
to the gems still mainly locked in disaggregated data system silos at most businesses.
Manually evaluating this gold mine's vast array of sensors and devices may result in
enormous waste of operating resources and long production lead times. This is where
sophisticated supply chain and logistics analytics backed by Al are extremely valuable.
There can be significant efficiencies realised when supply chain components become
crucial nodes to tap data and power machine learning algorithms. In pricing planning,
the benefit is achieved by utilising machine learning. On-demand patterns, product
lifecycles, and positioning the product against the competition all influence pricing
changes. Because of the value of this information, the supply chain planning process

may be improved so that it is more efficient.

Increasing Fleet Management Efficiency:
In the supply chain, fleet management is one of the most undervalued components.

Fleet managers are in charge of keeping commerce flowing smoothly by orchestrating

the essential relationship between suppliers and customers. Fleet managers must deal
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with increasing fuel and labour expenses, as well as a data glut. In many ways,
managing a big fleet resembles the job of an air traffic controller. It's possible that your
data pool may soon devolve into a useless swamp if you can't discover the information
you need or use it correctly. Artificial intelligence in logistics and supply chains provides
real-time tracking systems to acquire timely insights, such as the best times, places,
and methods for delivering goods. Using strong multi-dimensional data analytics,
unexpected downtime for fleets may be reduced and fuel efficiency optimised, as well
as bottlenecks detected and avoided. It equips fleet managers with the tools they need
to deal with the myriad fleet management challenges that arise on a regular basis

without assistance.

Enabling ERP (Enterprise Resource Planning) to Be More Efficient:
60 percent of industrial firms found that "ERP installation expense overruns reached $3

million on average" in a Panorama Consulting research. Supply chain managers have
more complicated business operations than typical out-of-the-box software can handle
since they have to deal with diverse purchasing, procurement, and logistics across
international supply chains. Using artificial intelligence (Al) in logistics and supply chain
may make ERP frameworks more future-proof and intelligently link people, processes,
and data. As ERP and associated data systems successfully incorporate Al over time,
they become more responsive and event-driven as they process larger quantities of
data, allowing the systems to learn, quantify, rank and suggest cures more often while
also learning intelligently. There is efficiency gold at the end of the efficiency rainbow for
genuine operations and supply chain nerds that use Kaizen Al and Yokoten Machine

Learning (ML).
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The artificial intelligence-powered supply chain is here to stay:
According to Gartner, "the development of the lloT will empower supply chains to

provide consumers with more unique services, more effectively." Gartner.

Traditional business models will become old and eventually obsolete as supply chain
businesses change their focus from products to results, leaving the bodies and brands
of the losers and laggards scattered along the road. As global supply chains continue to
take root, competitive pressures will drive companies to squeeze every last penny of
profit out of their businesses. If a company has limited economies of scale, currency
hedging capabilities, market concentration and restricted technological and operational
expenditures, this is much more obvious. Consider and embrace successful SaaS/cloud
solutions as a strategy for staying up with, and going ahead of, large worldwide
corporations with enormous IT and OT budgets and wider margins of error for costly

supply chain optimization blunders in the near term.

There will be a paradigm shift from reactive intelligence to predictive, adaptive, and
constant learning systems that drive better choices for continuous supply chain
improvements using machine learning and artificial intelligence (Al) and machine
learning on your existing data sources as all these influences come to bear at the same

time.
Getting Ready for Artificial Intelligence in Your Supply Network:

You must first analyse your digital preparedness before spending substantially in new

technology. This evaluation consists of three steps:
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Set reasonable expectations:
Before committing to Al adoption, every business must undertake a self-awareness

exam. Collect key internal stakeholders and ask probing questions about the aims and

goals of a planned implementation.

If you haven't already had formal conversations regarding new technology integrations,
figure out what these integrations may assist you achieve. Calculate your long-term and
short-term expectations. Weigh those against the potential implementation costs, which
include technology purchase costs, the consequences of temporary production

interruption, and personnel costs for installation, setup, and training.

At this level, it may be beneficial to develop new KPIs to assess the impact of
incorporating Al into supply chain management. These should be aligned with the
company's typical high-level objectives. Professionals should grasp what Al and
automation might bring to certain corporate processes at a more detailed level. Existing
employees and procedures within the company will be influenced by digital

transformation, even if the deployment is on a modest scale.

Begin thinking about your project schedule after you have (1) an understanding of the
projected ROI of Al, (2) a concept of the possible implications of digital transformation,
and (3) an estimate of expenses. In this case, you should prioritise long-term efficiency
improvements above short-term solutions. Your investment will not pay off straight now.
The advantages of Al supply chain management are cumulative in nature, and you'll
almost certainly have to make short-term compromises to reap considerable long-term

gains.
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Be aware of how the company applices technology:
Assess your organization's technological preparedness after determining what you want

to achieve from Al in supply chain from a larger operational viewpoint. This evaluation

should concentrate on three aspects: people, skills, and tools.

Begin by speaking with human resources employees to obtain a better grasp of the
possible personnel implications of technology change. You'll almost certainly need to
bring in workers to fill new jobs in your company, so you'll need a strategy for finding
and recruiting such individuals. You may also need to teach current workers to ensure

they understand how their roles and workflows will change during and after deployment.

Examine your current technology stack and debate its benefits and limits with key
stakeholders. Interoperability is an important indicator of technological preparedness, so
try to obtain a feel of how well your various technologies are currently operating

together.

Ask questions like, "Why is a language used for this application, and is it utilised for any
others?" How effective are the instruments for data gathering and storage, and how
simple is it to get data on demand? How much do we rely on open-source
technologies? Are our essential programmes locked and reliant on vendor services and
customisation, or are they open and ready for application programming interface (API)

integration?

In the future, you'll want to consider where your new tech stack will be housed: on-site,
in a data warehouse, in a private, hybrid, or public cloud, or some mix of these. Who will
require access to it (and from where) to ensure that operations operate smoothly and
KPI criteria are met? To summarise, this evaluation necessitates a combination of
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detailed planning at the people and application levels, as well as big-picture thinking

about the overall condition of the company.

Deep dive into your data:
Data is the fuel that Al runs on, and you'll need a lot of it to get the most out of it. Most

company executives are aware of this, and many believe they do not have enough data

to justify an Al investment. This is a frequent misunderstanding.

Typically, most companies create, store, and forget a large amount of data. The issue
for many businesses is not gathering new data, but rather identifying, aggregating, and
evaluating current data. The majority of a company's data is frequently collected for

compliance purposes or for use during audits.

Companies will want to combine all of their business and operational data in order to
determine overall data readiness. And your business most likely has more data than
you realise. When stakeholders say that there isn't enough data, that it isn't clean, or
that they don't know which data is significant, they are falling victim to a frequent
misconception. They presume scarcity while the true issue is one of availability. Siloed

data isn't useful to most processes, therefore it may as well not exist at all.

Before using artificial intelligence in supply chain management, businesses may need to
invest significant time and effort breaking down silos, which are frequently linked with

company culture and deeply ingrained business procedures.

A lack of commonality across different sorts of employees, like information technology,
operations technology, and operations and business, is also a contributing factor. All of

these teams has a distinct primary goal and approaches data in a unique way. What is
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really useful to one department is frequently just noise to another, and in many
businesses, a lack of regular interaction within teams leads to a lack of communication

regarding critical issues such as statistics.

Internal teams may be forced to overcome silos and even reorganise to allow more
cooperation as a result of digital changes. However, before embarking on a digital
transformation, a firm should ideally eliminate silos. Not only will this make the transition
process easier and more successful, but it will also give insight into whether the firm is
ready for such a shift. You might not be ready if you can't push teams to collaborate and

exchange critical business information as a matter of course.

Al is already changing the manufacturing environment and revolutionising supply
management. If your company hasn't started a digital transformation yet and you're
feeling left behind, don't worry: machine learning is still in its early stages, and Al will not
go away. That is not to imply you must wait for Al technologies to completely develop
before investigating their applicability to your company. Instead, use the methods
outlined above to assess your company's digital preparedness. That activity should help

you decide what to do next.

Prepare a plan to incorporate artificial intelligence in supply chain if you are not ready
for change. If you are, begin developing and carrying out your implementation strategy.

Manufacturing is evolving quickly, and you can't afford to stand still.
Al integration is being implemented:

Multiple meetings to discuss solution execution are a burden that today's supply chain

leaders cannot afford. Integrated artificial intelligence technologies deliver actionable
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insights that reduce bottlenecks and unlock real-time value. This is significant because

supply chain firms require more execution rather than more analysis.

Implementing a comprehensive Al solution may appear intimidating and prohibitively
expensive, and it is true that prices can range from millions to tens of millions of dollars,
depending on the size of the organisation. Before integrating Al solutions, businesses
must first complete a comprehensive digitisation process and then develop an analytics
programme. Companies frequently lose substantial money in this process because they
do not include end user input and wind up having to backtrack to solve unexpected

difficulties.

However, there is an alternative. With an agile strategy, businesses may begin using Al
in cost-effective ways. They may start where they are, learn what works for their
company, then expand up as needed by integrating third-party providers. This approach
allows for far faster Al integration than creating a new platform from scratch or

developing on top of old solutions.
Chapter 8: Demand Forecast

Demand volatility in regards to demand forecasting is one of the most difficult issues
facing business leaders today. Customer purchasing patterns are growing more
complicated, making it more difficult to detect or anticipate them as data availability

increases.

Customers regularly change their opinions due to the large number of factors impacting
demand, from weather changes to posts by social media influencers. Adding insult to

injury, factors that alter customer intentions almost often occur at an inopportune time.
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When using traditional forecasting methods, the results are only as good as the
information provided by the data and models used to generate them. Which begs the

question: how can we meet these difficulties?
Utilising artificial intelligence to make forecasts of future demand:

Artificial intelligence (Al) demand forecasting is one way companies are responding to
volatile demand. Predictive analytics has traditionally been used in demand forecasting
to analyse past data in order to estimate consumer demand. Atrtificial Intelligence (Al)
enables businesses to utilise Machine Learning algorithms to better anticipate customer
demand changes. Pattern recognition, complex connection identification, and demand

fluctuation signal collection are all possible with these methods.

This type of Al is commonly employed by organisations to minimise operational
inefficiencies caused by demand and supply mismatch. To be honest, this will never be
completely correct. Companies may be able to drastically decrease supply chain
expenses and enhance financial planning, labour planning, profit margins, and risk

assessment choices thanks to blockchain.
Artificial Intelligence can help with demand forecasting in 5 areas:

For demand forecasting, artificial intelligence has progressed to the point where it is
accurate, transparent, and replicable, with transformational benefits in the following five

areas:

Transpare ncy and accu racy:
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Forecasting accuracy is important to demand planning stakeholders, and novel
forecasting methods won't be accepted unless they've been carefully verified against
established forecasting standards and proved accurate. For demand planning
executives, even if precision is not crucial, it serves as a benchmark since it is an
objective metric with real-world economic consequences. Kaggle contests and
modelling benchmarking studies have repeatedly demonstrated the great accuracy of

machine learning for demand forecasts.

Further research into the accuracy/bias trade-offs of machine learning forecasting may
be done on the "efficient frontier" of data science workflow, which allows for the speedy
implementation and subsequent study of an accurate forecasting solution based on
machine learning over time. The impact of model inputs on forecasts may be weighed
and understood, making machine learning forecasts more transparent. Logility's digital
supply chain platform, which incorporates machine learning-based demand planning

solutions, has three key characteristics: accuracy, rigour, and speed to solution.

A desire for additional information:

Machine learning's capacity to accept and use diverse data at a granular level to
enhance SKU-level forecasting is a crucial factor in its forecasting accuracy. Simply
said, machine learning forecasting may be used to exploit data that has been matched
to a specific SKU at the point of sale or point of distribution. The pre-processing of the
data that feeds predictive algorithms must be distinguished from the predictive
algorithms themselves. For basic forecasting, there are just four data columns: case ID,

time series member, transaction date, and transaction amount (in units or dollars or
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volume) or transaction event. Case ID is the most detailed forecasting metric (if the

forecast focuses on events rather than amounts).

Logility ingests this data and immediately creates projections that are incredibly precise
and detailed. In addition to pricing and discounts, the modelling database may
incorporate all other readily accessible data, such as weather information, social media
'voice of the customer,' and advertising impressions that can be linked to data at the
SKU, location, or date level. Machine learning forecasting includes this diverse inputs
without manual data exploration and human interaction in the mathematical forecasting
process, and these additional predictors are typically major drivers of better prediction
accuracy and bias reduction. A greedy modelling technique is evident here since a local
optimal solution is found for each SKU at each location, resulting in a global result that
is correct. Logility's approach, on the other hand, pulls signals from a variety of data

sources in an automated yet visible manner.

Rapid change adaptability and disruption of the supply chain:

With machine learning forecasting, you can configure the prediction to automatically
update based on the most current data, so it's constantly on. For the most part, this
entails refreshing the data warehouse every time the forecast is updated, as well as
creating a new running forecast based on the most recent actuals. It is possible to
construct new metrics for prediction accuracy and bias, to compare the base forecast
with the running forecast, and to offer the updated findings for evaluation using Logility

dashboards for review.

96



SAMPLE BY WISHAWL SAIF

Adjusting demand planning is made possible by leveraging forecast accuracy trends in
this way. Using this 'always on' forecast monitoring in conjunction with dynamic and
customer-level pricing and promotions, the foundations of an online recommender
system may be built to discover price sensitivity among consumer segments, items that
make up a market basket. It is possible to harness the potential of the recommender
system in generating further consumer purchases once daily forecasts and customer
histories are combined with a transactional website recommender system. If you're a
large-scale Fulfilment by Amazon (FBA) company, forecasting takes on Al

characteristics since it's an automatic learning loop.

Increasing the speed at which data is analysed and the rate at which companies

learn:

Data processing speed is another benefit of machine learning. Modern R machine
learning packages have been developed to take use of Intel and GPU chip architecture,
allowing for faster calculations per second, better use of in-memory storage, and more
accurate forecasts. Data extraction, machine learning model fitting, scoring and storing
of output scores can be accomplished on commodity hardware, according to Logility's

testing of machine learning forecast generating processing times.

Expandable Azure cloud computing infrastructures enable Logility to handle the biggest
modelling requirements. Additional predictors may be used in machine learning to
improve accuracy even more, and Deep Learning can be used to do this. The analytical
findings show that this trade-off between speed and accuracy is an effective frontier.
Now, decision makers may weigh the pros and cons of various investment options, such

as more data, quicker data processing, an expanded compute cluster, and so on,
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knowing that all of these concerns can be addressed in the highly scalable cloud

infrastructure provided by Microsoft.
Impact on the Business:

Based on a larger volume and greater diversity of data entering at a faster velocity,
Logility's prediction accuracy is enhanced by using the four Vs of Big Data. This leads to

more accurate forecasts in a well-managed data warehouse.

Advanced analytics will be accelerated, proprietary insights into data use to improve
company performance will be developed and actual dollar-denominated benefits will be

made to the bottom line.
Benefits of Al in demand forecasting:

Using Al for demand planning has a number of benefits. The following are some of the
significant advantages that demand forecasting using artificial intelligence may provide

to manufacturers:
Accuracy has improved with time as follows:

As machine learning algorithms gain experience from past data, they will be able to

make better projections in the future.
Increased satisfaction of the customers:

When things are "out of stock," customer contentment suffers, but customer satisfaction
soars when products are constantly accessible. As a result, customers are more loyal,

and the brand is seen positively.
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Improved preparation for the workforce:

When it comes to determining the best balance of full-time and part-time employees,
demand forecasting may assist the HR department in reducing HR expenditures while

also increasing efficiency.
More effective use of markdowns and discounts:

When things are unsold for a longer period than projected, retailers can find themselves
with excess cash on hand, known as cash-in-stock. As a result, inventories tend to be
more expensive and there's a greater chance that things may get dated and lose value.
Products are sold at a reduced selling price in this circumstance. This possibility can be

reduced if demand forecasting is used.
Overall Effectiveness:

Teams may focus on strategic concerns rather than trying to minimise or expand

inventory and personnel levels when using demand forecasting.
Ways to use artificial intelligence to forecast demand:

When it comes to the realm of data and Al, most businesses have been using a
combination of technology that they've spent millions of dollars in and can't seem to
unplug from. The digital systems that are constructing business models utilising the
power of data and algorithms push them to compete in their respective industries as

well.

Organizations use data and technology to better forecast demand by implementing

strong insights. By using platforms, forecast and predictive models, and application
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models fed by a foundational data layer, digital transformation is being implemented in

practise.

Management of Customer Relationships:

Customers that are interested in purchasing a product expect it to be delivered quickly,
and it should be easy to use. Companies can use demand planning to foresee what
items will be purchased at a certain shop location in the upcoming time period. As a

result, customers are more satisfied, and businesses are more committed.

Supply Chain Management and Order Management:

Solutions for demand forecasting improve the logistics and supply chain process. As a
result, the product is more likely to be in stock, and unsold items won't take up valuable

shop space when the order is placed.

Recognizing Recurring Patterns:

The historical demand signal of a corporation is subjected to Al in an unbiased manner.
Complex demand patterns, such as various seasonality signals, non-linear trends,
delays, level shifts, and so on teach the technology how to self-learn and locate

common groupings to prescribe the appropriate model.

Causal Chains-Internal and External:

Next, identify and quantify important demand drivers using complicated patterns in the
data that can be explained by both internal and external causative variables. Product
analysis, price, promotions, product lifecycles, and point-of-sale data are examples of

internal variables.
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Macroeconomic indicators including demographic changes and the Consumer Price
Index are used together with other external data such as market share and consumer

mood metrics.

Analyzing several Opportunities:

In the next generation of demand modelling, you'll be able to look at what-if scenarios
for better forecasts. Organizations may gain cause and effect by testing demand
scenarios and sensitivity levels at various levels at this crucial moment. In a deeper
sense, including these scenarios into demand models helps decision-makers prepare

for shifting situations.

Analysis of the Short-Term Outlook:

An important function for artificial intelligence (Al) is to help with identifying patterns and
providing insights for short-term predictions, which can then be used to anticipate real
orders based on data such as page visits and current inventory positions from vendor

websites.

Relationship Management with Suppliers:

When a company can estimate client demand in terms of numbers, it becomes easier
for the business to decide if new supply chains are needed or whether suppliers should

be reduced.

Marketing Campaigns:
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To advertise campaigns, forecasting may help you fine-tune your advertising budget
and even affect how many units sell. Marketing data may be incorporated into machine

learning forecasting models for more accurate market forecasting.
Chapter 9: Consumer Profile

In this chapter, we'll talk about how Al-powered consumer profiling may help you make
more money at the register. We're all aware that companies are always seeking for new

methods to make their brand positioning and marketing efforts more effective.

As a result of the digital revolution, customers have raised their standards significantly.
Brands no longer have the luxury of sending out one-size-fits-all messages. When they
roll out individualised communications, they will be speaking directly to each individual

client.

This level of personalisation was unthinkable only a few decades ago for businesses.
Artificial intelligence, on the other hand, has done away with the need for educated
guesses by offering detailed data that can be utilised to develop personalised client
profiles. Artificial intelligence In this chapter, you'll learn about consumer profiling basics
and how they may help your business generate more income and provide a better

customer experience.

What does consumer profile mean?
A consumer profile is an outline or model of a group of consumers that have certain

characteristics in common with one another These profiles might include a lot of data
about your clients, such as demographics, preferences, expectations, and behaviour.

Brands can quickly identify, segment, and define their target demographic using
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customer profiles. An important part of it is to assist companies better understand their
consumers and make better business choices. The knowledge you acquire through
customer profiling may assist you in developing effective marketing strategies, such as
selecting the best channels and message strategy. You should start by acquiring as
much information as possible about your target audience. Demographic, psychographic,
and online and offline activity data, as well as social media interactions, can all be

included.

Customers may submit comments and participate in online surveys to learn more about
their preferences by using internet media. Consumer behaviour may also be analysed

using various social media listening techniques and email tracking systems.

Many firms employ Al-powered real-time video analytics in an offline scenario, which
may automatically give real-time insights on consumer demographics, emotions, and
preferences in a real-time environment. You may construct a detailed profile of the kind
of clients you need to target by using the information you've collected both online and

offline.

How can consumer profiling benefit?
Businesses can identify trends and correlations in consumer behaviour by creating a

customer profile that analyses transactional data. The following are the primary

advantages of consumer profiling:

e Establish a relationship of trust with your consumers by communicating with them
individually.
e Improve consumer outreach campaign response rates

e Improve the customer's overall satisfaction and loyalty
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¢ |dentify and target the best-performing profiles for new consumers.

e Resource allocation that is efficient and customer involvement that is effective.

Customer profiles not only include demographic data, but they also include information
on how much money your customers spend and what they want to buy. As a result,
you'll have a clear image of your most valuable clients. You can use this to design a
stronger marketing plan, allocate your resources more efficiently, and get the most out

of your marketing budget.

Using video analytics, a retail business, for instance, may learn about the demographics
of its customers and their purchasing habits in real time. To find out more about their
spending habits and the things they buy most frequently, they may also employ loyalty
cards, phone numbers, and receipt scans. Data from each of these sources may be

used to create a single consumer profile that offers marketers useful information.

In what ways does Al-powered consumer profiling differ from traditional
methods?
Customer profiling enabled by Al can assist companies in automating the process.

Analysis and consolidation of data by hand might be inefficient as well as taking an
excessive amount of time. Automated consumer profiling across online and physical

channels is now possible thanks to Al-powered technologies.

Form submissions, browser signatures, cookies, and user activity on websites are all
simpler to track when using online channels. To make advantage of machine learning
algorithms to determine client profiles, all of this data may be combined into a single
pool. On the other hand, businesses are unsure how to obtain client data through offline

channels without irritating the customer.
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Customer profiling supported by Al in offline stores:
Businesses must collect a large amount of data from walk-in consumers in order to

undertake customer profiling for in-store customers. Demographics, store movement
patterns, consumer affinity towards different parts, aisles, drop-off rates, and areas that
generate the greatest drop-offs are some of the data that must be collected. Even if the
business owner can afford to send a big number of personnel only to study walk-in
consumers, manually gathering this data is an impossibility. As a result, what's the best

course of action? Is artificial intelligence (Al) going to be of any use here?

In today's world, nearly every store has CCTV systems in place. For the time being,
these cameras' main job is to document events that take place within the business.
Businesses are overlooking the fact that they can automate client profiling by utilising

the same CCTV infrastructure as the security cameras.

A CCTV camera can watch walk-in consumers to capture a tonne of data from them
using Al-powered real-time video analytics systems, such as Emotyx. CCTV cameras
can track things like gender, ethnicity, age, fashion sense, travel habits, product
preferences, and purchasing trends, amongst other things. Customer emotions may be
detected by Emotyx, which can then be used to build detailed profiles of each customer,
as well as construct heat maps to highlight popular areas of the business. Businesses
may gain real-time information about client demographics and behaviour by
implementing such systems. Artificial intelligence algorithms generate client identities
through the methodical usage of several data sets. These are a few examples of the

information:
e Previous communication
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Geographical events

e Purchase Habits

¢ Interactions on the job

e Image courtesy of the Travelers' Survey
e Factors of personality

e Referral source, etc.
Artificial intelligence (Al) systems can use these data points to:

e |dentify and delete from campaigns the client segments that need to be added.

e Match clients to the right items based on their usage patterns.

e Avoid promoting particular stocks to customers who often return things.

e Offer product bundles that are most likely to be successful in the market.

e In addition, a great deal more may be done depending on the specific

requirements of the organisation concerned.
Chapter 10: Therapeutics and Pharmaceuticals

Artificial intelligence (Al) is increasingly being used in a wide range of fields, with the
pharmaceutical business being one of the most prominent. Here, we examine how Al is
being used across the pharmaceutical business, from drug discovery and development
to drug repurposing to increase pharmaceutical productivity and clinical trials. This
decreases human burden while also attaining goals in a shorter amount of time, which
is the goal. We also speak about how Al tools and approaches interact, the continual
issues we face, and how we might solve them, as well as the future of Al in the

pharmaceutical sector.
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Things to know about artificial intelligence:

The pharmaceutical industry's data digitization has exploded in the last several years.
Digitalization, on the other hand, brings with it the burden of obtaining, evaluating, and
applying information to difficult clinical situations. This necessitates the deployment of
artificial intelligence (Al), which can handle vast amounts of data more efficiently.
Artificial intelligence (Al) is a technology-based system that makes use of a wide range
of sophisticated tools and networks to simulate human intellect. However, it does not
pose a hazard to human bodily presence. Artificial intelligence (Al) makes use of
systems and software that can read and learn from incoming data in order to make
autonomous decisions for achieving certain goals. As stated in this study, its
pharmacological uses are constantly being expanded. Research from McKinsey Global
Institute predicts that Al-guided automation would totally alter society's workplace

culture.

Network and tools of artificial intelligence:
When it comes to artificial intelligence (Al), many different approach fields are involved.

Among these is a core framework of machine learning (ML). In ML, algorithms are used
to find patterns in data that has been categorised further. Deep learning (DL) is an ML
area that utilises artificial neural networks (ANNs). Perceptons are computer elements
that are equivalent to human biological neurons that simulate the transmission of
electrical signals in the human brain. These elements are linked. In an ANN, each node
receives a different input and, at the end of the process, converts it to an output. ANNs

may be used alone or in a network to solve issues. MLP, RNN, and CNNs are three
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forms of ANNs that use supervised or unsupervised training procedures: recurrent

neural networks, and convolutional neural networks.

Pattern recognition, optimization assistance, process identification, and controls are all
possible uses for the MLP network, which is often taught using supervised training
processes that operate only in one direction. Boltzmann constants and Hopfield
networks are examples of RNNs, which have the capacity to memorise and retain
information in a closed loop. Images and videos are processed using CNNs as a
sequence of dynamic systems with local connections. They are also used to mimic
biological systems as well as process complicated brain operations. Pattern recognition
and advanced signal processing are also performed using CNNs. ADALINE networks,
counter-propagation networks, and Kohonen networks are some of the most

complicated types of networks.

The use of artificial intelligence (Al) across the pharmaceutical

product life cycle:

Assuming that Al can help with rational medication design, decision-making, and
determining the best therapy for a patient (including customised medicines), it is
reasonable to assume that it will play a role in pharmaceutical product development
from the bench to the bedside. To help marketing executives allocate resources for
maximum market share gain while reversing poor sales and enabling them to anticipate
where investments should be made, Eularis developed the E-VAI analytical and

decision-making Al platform, which uses ML algorithms and an easy-to-use user

108



SAMPLE BY WISHAWL SAIF

interface to create analytical roadmaps that are based on competitors, key

stakeholders, and currently held market share.

Artificial intelligence is speeding up the creation of medicinal

products:

Once a new therapeutic molecule has been discovered, it must be converted into a
dosage form with the necessary delivery properties. Artificial intelligence (Al) can take
the role of the more traditional method of trial and error in this situation. Using QSPR, a
variety of computational methods may assist tackle formulation design concerns
including stability, dissolution, porosity, and more. The type, nature, and quantity of
excipients are selected using rule-based algorithms based on the physicochemical
properties of the medicine, and a feedback mechanism is used to continuously monitor

and change the process.

For the creation of piroxicam direct-filling hard gelatin capsules, Guo et al. combined
Expert Systems (ES) and Artificial Neural Networks (ANN) in line with the dissolving
profile parameters. Input parameters drive the MODEL EXPERT SYSTEM (MES),
which makes formulation development decisions and suggestions based on those
decisions. ANN, on the other hand, makes use of backpropagation learning to establish
a connection between formulation parameters and the intended response, which is then

jointly managed by the control module.

The flow property of the powder has been examined to see if it affects the die-filling and
tablet compression processes. Various mathematical tools, including as computational

fluid dynamics (CFD), discrete element modelling (DEM), and the Finite Element
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Method, have been employed. Using CFD, the influence of tablet geometry on the
dissolving profile may be studied as well. The use of these mathematical models in

conjunction with Al might make it much easier to develop pharmaceuticals quickly.
Artificial intelligence in pharmaceutical production:

Modern manufacturing systems strive to impart human expertise to machines as
production processes become more complicated and customers want more efficient and
better-quality products. As a result, manufacturing practises are always evolving.
Artificial intelligence (Al) integration in pharmaceutical production might be a boon for
the business. For example, Reynolds-Averaged Navier-Stokes solvers (RANS) are used
in CFD to study the effect of agitation and stress levels in various equipment (such as
stirred tanks), utilising the automation of numerous pharmaceutical activities. Direct
numerical simulations and massive eddy simulations are two examples of systems that

use sophisticated techniques to handle difficult industrial flow issues.

Incorporating multiple chemical codes and functioning with a scripting language known
as Chemical Assembly, the innovative Chemputer platform aids digital automation for
the synthesis and production of molecules. Diphenhydramine hydrochloride, rufinamide,
and sildenafil were successfully synthesised and manufactured with high yields and
purity using this method. Al technologies have the potential to efficiently complete
granulation in granulators with capacities ranging from 25 to 600 |. The use of neuro-
fuzzy logic and cutting-edge technology allowed them to link important factors to their

answers. They came up with a polynomial equation for predicting the amount of
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granulation fluid to be supplied, the needed speed, and the impeller's diameter in

granulators that were both physically comparable and distinct.

When examining the segregation of powders in a binary mixture, or the impacts of
changing blade speed and shape, or forecasting where tablets would go during the
coating process, DEM has shown to be quite useful in the pharmaceutical business.
The association between machine parameters and the capping problem was explored
using ANNs and fuzzy models with the goal of reducing tablet capping on the production

line.

Meta-classifier and tablet-classifier are artificial intelligence (Al) technologies that assist
regulate the final product's quality standard, highlighting a probable problem in the
tablet's manufacture. A patent application demonstrates a system that uses a processor
to receive patient data and develops the desired transdermal patch based on that data

to determine the most exquisite medicine and dose regimen for each patient.

Quality control and assurance using artificial intelligence (Al):
As with any manufacturing process, there are many variables to consider while creating

the final product from raw ingredients. Manual interference is required for product
quality control testing and batch-to-batch consistency maintenance. This may not
always be the optimal method, highlighting the necessity for Al implementation at this
point. A 'Quality by Design' method was introduced by the FDA to the Current Good
Manufacturing Practices (cGMP) in order to identify the important operation and specific

criteria that regulate the final quality of the pharmaceutical product.
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Gams et al. combined human and Al efforts, analysing and developing decision trees
based on early data from manufacturing batches. These were then turned into rules and
assessed by the operators to help steer the upcoming manufacturing cycle. Goh et al.
evaluated the dissolution profile, an indication of batch-to-batch consistency of
theophylline pellets using ANN, which successfully predicted the dissolution of the

tested formulation with an error of 8 per cent.

In-line manufacturing processes may be regulated using Al to ensure the product meets
the intended standard. The freeze-drying process is monitored using ANNs, which
combine self-adaptive evolution with local search and backpropagation methods. For a
given set of operating circumstances, this may be used to estimate the temperature and
desiccated-cake thickness at a future time point, helping to ensure the quality of the

final product.

The product's quality may be ensured with advanced, intelligent approaches and an
automated data input platform like an Electronic Lab Notebook. Additionally, the Total
Quality Management expert system's data mining and different knowledge discovery
techniques can be effective ways for making complicated judgments and developing

new technologies for intelligent quality control.

The use of artificial intelligence in the design of clinical trials:
Clinical trials take 6—7 years and a significant financial expenditure to prove the safety

and efficacy of a medicine in people for a specific illness condition. The industry loses
money since just one out of every 10 molecules that enters these studies is approved.
Patient selection issues, technological needs shortages, and inadequate infrastructure

can all contribute to these kinds of failures. These failures can be decreased, however,
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with the application of Al, thanks to the large amount of digital medical data that is now

available.

One-third of the clinical trial's total duration is used by enrolling subjects. The
recruitment of eligible patients helps assure the success of a clinical study, since
otherwise 86% of failure instances occur. Patient-specific genome—exposome profile
analysis, that may also aid in the early prediction of the possible therapeutic targets in
the selected patients, can enable Al pick just a specific sick population for enroliment in
Phase Il and Il of clinical trials. By utilising other components of Al like predictive ML
and other reasoning approaches, such as preclinical molecule discovery, it is possible
to forecast lead molecules that will pass clinical trials with consideration for a specific

patient group before clinical trials ever begin.

Thirty percent of clinical studies fail as a result of patient dropout, resulting in extra
recruitment needs to complete the experiment and a waste of resources such as time
and money. This may be prevented by keeping a tight eye on the patients and assisting
them in following the clinical trial's procedure. AiCure created mobile software to track
the regular medication consumption of schizophrenia patients participating in a Phase |l
study, which resulted in a 25 percent improvement in patient adherence, assuring the

clinical trial's success.

Artificial intelligence in the administration of pharmaceutical products:
Using artificial intelligence to help with market positioning:

113



SAMPLE BY WISHAWL SAIF

Positioning the product in the market is the process of establishing a company's
distinctive identity in order to entice customers to buy it. It's a critical part of nearly any
business strategy. It was a strategy utilised in the marketing of the pioneering brand of
Viagra, which the corporation positioned as a cure for various issues outside erectile

dysfunction in males.

In today's technologically advanced world, firms may more easily get public exposure
for their brand by using e-commerce as a platform and using technology. Search
engines are one of the technical platforms that companies use to gain prominence in
online marketing and assist in the positioning of their products on the market, as the
Internet Advertising Bureau has revealed. As a result, businesses are always vying with
one another to have their websites appear higher on search engine results pages

(SERPs).

The use of statistical analytic methodologies, particle swarm optimization algorithms,
and NNs gave us a better understanding of markets. They can assist in deciding the

product's marketing approach based on realistic forecasts of customer demand.

Using artificial intelligence to make market predictions and analyses:

A company's success is determined by how well it grows and develops throughout time.
The pharmaceutical industry's R&D production is declining despite the availability of
large funding, in part because corporations have failed to adopt new marketing tools. A
multicriteria decision-making approach that collects and analyses statistical and

mathematical data and implements human inferences in order to make Al-based
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decision-making models explore new marketing methodologies is helping innovative
digitalized marketing as a result of advances in digital technologies, referred to as the

"Fourth Industrial Revolution."

As a result of Al, we were able to better understand both the needs of the client and the
market as a whole. This allowed us make better decisions by employing prediction
tools. It also has the ability to make sales forecasts and do market research. Customers
are engaged and physicians are made aware of the product due to the use of Al-based
software that displays adverts that link them to the product's website with only a single
click. Customers' keywords are analysed using natural language processing algorithms,

and the likelihood that they will buy the product is calculated.

B2B firms are announcing technologies that let customers browse health items for free,
find them quickly by specifying their needs and specifications, place orders and track
their delivery. As a result, pharmaceutical firms are launching new online services to
meet the demands of patients such 1 mg, Medline, Netmeds, and Ask Apollo. Various
pharmaceutical distribution organisations, such as 'Business clever Smart Sales
Prediction Analysis," which employs a mix of time series forecasting and real-time
application to deploy Al in the field, need accurate market predictions as well. This aids
pharmaceutical firms in anticipating product sales in advance, hence reducing overhead

expenditures such as excess inventory or customer churn.
Artificial intelligence (Al) and product costs:
The corporation chooses the ultimate price of the pharmaceutical product based on

market research and development costs. With Al, the key notion is utilising Al's capacity
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to think like a human expert in order to analyse the aspects that govern product pricing
after production. For example, the cost incurred during medication research and
development, rigorous pricing regulation regimes in that nation, exclusivity periods, and
market share of the innovative drug after a year before patent expiry all have a role in

how much branded vs. generic pharmaceuticals are going to cost.

Many different types of statistical data are studied by the programme in order to
construct algorithms for estimating the price of a product. Al tools like Intelligence
Node's In competitor, which analyses competitor price data and aids retailers and
brands in monitoring the competition, are full retail competitive intelligence platforms. As
a result of Wise Athena and Navetti PricePoint, pharmaceutical businesses may find it

easier to price their products when using these tools.

Current Al adoption challenges: solutions to the problems:
For Al to be successful, there must be a large amount of data available to train the

system on. This data is utilised for the system's training. While accessing data from
several database providers might save companies money, the data must also be
dependable and of good quality to provide correct results. The pharmaceutical business
is also hindered by the shortage of experienced employees to manage Al-based
platforms, a restricted budget for small firms, worry about replacing humans, which
might lead to job losses, scepticism about the data created by Al, and the black box

problem (i.e., how the conclusions are reached by the Al platform).

While some tasks in drug development, manufacturing, and supply chains, as well as
clinical trials and sales may be automated in the future, this will all fall under the

category of "narrow Al," where Al must be trained using a large volume of data in order
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to be suitable for a specific task in the first place. The Al platform cannot be successfully
implemented, developed, and operated without human involvement. The worry of
joblessness, on the other hand, may be unfounded because Al is now replacing routine
occupations while still allowing for the use of human intelligence for more complex

insights and creativity.

Pharmaceutical businesses have begun to use Al, and it is estimated that by 2022 the
Al-based solutions in the pharmaceutical sector would generate revenues of US$2.199
billion, with an investment of US$7.20 billion over 300+ transactions. A clear grasp of
how Al technology may help solve problems after it is deployed is needed for
pharmaceutical companies, combined with a clear awareness of legitimate goals that
can be reached using Al technology. For the Al platform to reach its full potential,
companies need data scientists and software engineers that are well-versed in Al
technology and have a strong grasp of the company's commercial goals and R&D

objectives.

Chapter 11: Risk Management

Artificial intelligence (Al) is a technology that will be around for a long time. Businesses
discover new tasks that may be optimised on a daily basis as a result of the efficiency
and efficacy of this developing technological landscape. The power of information
management and artificial intelligence has increased the requirements for firms
operating in a highly competitive environment in areas such as marketing, customer

service, and even security.
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Artificial intelligence technologies offer their own set of operational and functional
advantages, as well as their own set of threats. Companies should carefully consider
the use of artificial intelligence in their operations, and they should be aware of the risks

and rewards that come with using this technology in their operations.

Because society has yet to reach an agreement on exactly what we mean by the word
"Al," we are unable to refer to a single phenomena when we use the term. However, in
broad terms, we may state that artificial intelligence adjusts to fulfil the demands of
users by studying use patterns across a variety of data sources or basic guidelines amid

a sea of information.

Automated intelligence (Al) capabilities based on machine learning are already being
implemented in platforms such as Trello to forecast the recurrent actions of their users.
Other apps, such as QuillBot, a rephrasing service driven by natural language
processing, have modified their business models to take use of artificial intelligence
capabilities. Enterprise risk management may also benefit from the usage of these
technologies to streamline corporate operations and make better use of available

resources.

Are artificial intelligence and machine learning going to change the

way risk management is done?

It's more true to argue that artificial intelligence will be a game-changer in the long run
— but possibly not in the near future. Artificial intelligence is altering the game one step
at a time.
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In the financial services industry, for example, banks and financial technology (fintech)
companies are implementing risk management systems with artificial intelligence (Al)
solutions to streamline decision-making, reduce credit risks, and provide financial
services tailored to their customers through automation and machine learning
algorithms. The capacity of artificial intelligence to evaluate vast volumes of data
significantly increases the identification of data that is relevant for cybersecurity risk
management, risk assessment, and correct corporate decision-making, among other

things.

Some specific use cases that have benefited from the integration of artificial intelligence

with risk management systems are as follows:

Threat Identification, Evaluation, and Management:
Data mining and machine learning engines are capable of analysing massive volumes

of data from a variety of sources. This information is used to create real-time prediction
models, which allow risk managers and security teams to respond to threats as rapidly
as possible. They are essential in the development of early warning systems that
ensure the ongoing functioning of the organisation as well as the protection of its

constituents and stakeholders.

Taking Precautions:
Al also gives organisations the capacity to examine unstructured data concerning

potentially dangerous behaviours or actions that occur over the course of their
operations. Artificial intelligence systems can detect patterns of behaviour associated

with previous occurrences and translate them into risk predictors.
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Detection of Fraud:
For financial institutions and insurers, fraud detection has typically necessitated lengthy

and intensive analysis methods. By utilising machine learning models that are focused
on text mining, social media analysis, and database searches, artificial intelligence
systems may significantly reduce the workload of these procedures while also reducing

fraud concerns.

Data Classification is a technique for categorising information:
Aside from that, artificial intelligence technologies may analyse and categorise all

accessible information according to previously determined patterns and classifications,

and they can also monitor access to these data sets.

Understand how to utilize artificial intelligence into your risk

management strategy:

Unfortunately, these advantages do not come without certain hazards associated with
them. When deploying artificial intelligence technologies, businesses must pay close
attention to the issues that come with them, such as securing the data that is gathered
and used, as well as the expenses of implementation. In order to integrate Al models
within your firm, you should follow the steps outlined below, both to limit "Al risk" and to

reap the benefits that these tools may provide to your organisation:
Ideation:

It is necessary to assess the organization's regulatory and reputational risks before
putting in place a risk management system that is aided by artificial intelligence.

Conduct a risk assessment that is based on current frameworks and the organisational
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principles of your organisation. Make use of it to identify the data you need to gather

and the manner in which you want to handle that data.
Data Sourcing:

It is possible to determine which data sets are eligible for Al model processing and
which data sets are not based on past risk evaluations. Think about what data to utilise
and where you can get that information before you start. Even at the operational level,
selecting the appropriate data sets has an impact on the quality of the outcomes,

making data source a critical step in the deployment of the ecosystem's components.
Development of a Model:

Once you have usable data, you may begin to construct a useful model. Due to the fact
that some Al technologies aren't suggested for high-risk tasks, you should think about
how much openness you want in your Al operations. Examine any legislative
restrictions on how artificial intelligence (Al) may be utilised for certain business

activities, as well as how the Al can help your firm achieve its business objectives.
Monitoring:

The use of artificial intelligence (Al) in risk management must be assessed and updated
on a regular basis, just like any other risk management instrument. It is vital to take into
account the changing requirements of the company as well as the potential negatives

that this technology may bring with it.

The advantages of utilising artificial intelligence in risk management:
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There are several potential benefits of machine learning and artificial intelligence (Al) for
risk management and security-related applications. Many artificial intelligence risk
management solutions rely on the massive computational capacity made possible by
the cloud, which allows vast amounts of unstructured data to be examined and

processed in real time.

Risk management analytics that make use of cloud-based artificial intelligence can

assist enterprises in evaluating the following:

e Situations or circumstances that are uncertain;

e A state or circumstance having a higher chance of happening based on the
context; and

e The probable consequences of the occurrence, i.e., the outcomes that may
occur.

e Risk management systems that make use of artificial intelligence (Al) may
frequently be linked into security automation procedures. Furthermore, they may
assist security executives in making judgments during events, business

continuity planning, fraud investigations, and other situations.

Applications of artificial intelligence in risk management:
There are several scenarios in which artificial intelligence might improve risk

management and mitigation procedures and practises. The following are the five most

prevalent use cases that are currently in use:

Intelligence about potential threats:
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Information gleaned from threat intelligence data can give insight into things such as
attacker origins, signs of compromise, behavioural trends associated with cloud account
use, and assaults against various types of cloud services, among other things. It is
possible to collect threat intelligence streams, evaluate them at scale using machine
learning engines hosted in the cloud, and process them for probability and prediction
models. With the increase in account hijacking and ransomware infestations, security
teams may find that more quick data analysis and predictive intelligence will be quite

beneficial.

Security event management:

Massive amounts of log data and other events are being generated on a daily basis.
When particular indications are detected, security teams must be able to swiftly identify
patterns of events as they occur, as well as identify events occurring in cloud settings.
Machine learning and artificial intelligence (Al) may be used in conjunction with huge
event data processing technologies to develop more intelligent detection and alerting
strategies. The Azure Sentinel service from Microsoft is an example of a SIEM that is

cloud-based, machine learning- and artificial intelligence-focused.

Fraud detection and prevention:

Financial institutions and insurers must deal with a tremendous number of inputs and
data kinds, as well as many different forms of heavy processing, when it comes to fraud
detection. A cloud-based artificial intelligence and machine learning engine might assist
with text mining, database searches, social network analysis, and anomaly detection

when used in conjunction with predictive models on a large scale. This might be
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extended to include things like fraudulent usage of cloud services, such as an Office
365-based phishing attack launched from a hijacked account, and other similar

activities.
Employees' contribution to workforce risk reduction:

Artificial intelligence and machine learning models can process and evaluate data
pertaining to workforce operations in high-risk areas where mishaps can be hazardous
or even fatal to workers. Atrtificial intelligence systems can analyse behavioural patterns
identified before accidents occur and run prediction scenarios to improve safety

procedures and reduce the likelihood of incidents occurring.
Data categorization and monitoring are important:

Al-based cloud analysis engines can analyse all data uploaded and generated in a
cloud environment, classifying and tagging it according to specified regulations, and
then monitoring it for access based on recognised content kinds and trends, among
other things. Amazon Macie is an example of a service that accomplishes this goal

through the use of artificial intelligence.

The challenges of artificial intelligence in risk management:
Despite these advantages, there are two potentially significant downsides to using

artificial intelligence into risk management systems and practises.

The first is the financial aspect. Even when employing cloud-native services, processing
enormous amounts of data might be prohibitively costly. In addition, specialised artificial

intelligence services might be quite expensive to implement.
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The second point to mention is privacy. Many members of the security sector are
concerned about data privacy in the age of artificial intelligence and machine learning.
In order to secure the personal information of their customers, data businesses that
upload to cloud services may require data protection procedures such as encryption,

transit security, tokenization, and obscuration.

While most major cloud providers provide data controls for their data storage services,
this is significantly different with specialised Al and machine learning services such as
Amazon SageMaker; Amazon Rekognition, which uses artificial intelligence to extract
and analyse images and video; Azure Machine Learning and Azure Cognitive Services;
and Google Cloud Al. Due to the fact that not all services are capable of utilising current
encryption key management, use models, and controls that companies have
implemented, data may be at danger of being exposed. Aside from the services already
in use, the geographic placement of sensitive data utilised in machine learning and

artificial intelligence activities is a key legal and compliance concern.

The Role of Artificial Intelligence in Risk Management in the Future:
In addition, as the use of cloud-based artificial intelligence and machine learning

services becomes more widespread, risk management teams will continue to benefit
from the rapid analytics processing of large data sets, which will remove many
constraints associated with more manual risk management and risk analysis processes

in the past.
Chapter 12: Employee Empowerment

With the help of cutting-edge technology, successful companies are winning the

struggle for talent. As a result of artificial intelligence (Al) algorithms, managers can
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reduce the uncertainty of employee motivation and help employees achieve their goals
more quickly. Use of artificial intelligence (Al) as an employee engagement tool is

discussed in this article.

There are several advantages to using Al in HR. It reduces attrition by removing time-
consuming, monotonous processes from the recruitment process. The employee
experience may be greatly improved by the use of Al. In the case of typically human
functions like decision making, however, many HR specialists remain sceptical about
the usefulness of this technology While many people are sceptical about whether
artificial intelligence can handle activities that need empathy or intuition, this technology
has already had a significant impact on the workplace, creating new norms of efficiency
and productivity. Companies have invested millions of dollars on programmes to foster
a collaborative and engaged culture. Despite the fact that some firms have been able to
successfully implement employee engagement, others are still struggling to meet their

goals.

More over a quarter of the workforce is made up of people of colour. As a result of the
emergence of Millennials, the United States has the most diverse workforce in the
world, with 44.2 percent of the workforce classified as belonging to a minority race or
ethnic group. With such a personnel composition, transparency and collaboration are
essential to preserving a competitive edge. Atrtificial Intelligence (Al) improves employee
motivation, engagement, and involvement, leading to more open and collaborative
workplaces. Through machine-learning integration, certain Al systems are able to

identify employee incentives, including intrinsic and extrinsic motivations.
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One of the most recent employee engagement trends is the use of

artificial intelligence (Al):

Today's workers want to have a voice in the organization's discussions and outcomes.
Employees often feel as though their voices aren't being heard. Since most workers
believe they aren't being listened to, just 30 percent of them voice their thoughts about
how to improve things at work. Organizations must have a wide range of individuals and
ideas to thrive. Disengagement occurs when people believe that their views are not
being heard and that their contributions are insignificant. This not only makes individuals
feel unappreciated, but it also reduces their ability to contribute to the larger level of
collaborative invention and intellect required to address the wide range of challenges

facing society today.

Using gamified Al to encourage employee involvement:
Gamified Al has helped to deepen the relationship between one's job and the

company's goals. It is becoming increasingly common for companies to use Al
technologies to create and maintain innovative cultures. Using competitive point
systems and challenges, Al motivates people to become involved and work together.
Gamified business apps provide a sense of inclusion since employees are able to share
their thoughts and ideas without fear of repercussion. It enables them to be more

proactive and responsive to the needs of their organisation.

Gamified artificial intelligence for equitable participation and the voice of the
employees:
When employees are able to express their thoughts, they feel as if they are being

treated fairly. The maijority of employees believe their opinions matter, so when they feel

theirs have been heard, they are free to contribute more to the company. Using voice
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allows employees to obtain resources that they may use to improve their performance in
other areas, which in turn boosts productivity. Personal and professional growth are the

goals of these tools, which help people advance in their careers and their social circles.

Employee engagement may be measured using gamified artificial intelligence

Eﬁ\sliﬁg gamified Al is more than just a way to communicate with others. As a result,
traditional methods of measuring and maintaining employee engagement are being
replaced by one that relies on continuous, real-time input. In Deloitte's view, this fosters

a listening atmosphere for employees while providing management with crucial

information about what's doing well and what's not going well.

As a result of the use of persuading Al technologies, employees are more likely to
communicate with their coworkers than they would otherwise. In order to cultivate a
sense of purpose and meaning in one's work, it is essential to cultivate strong working

connections.

Organizational alignment and empowerment through gamified artificial
intelligence:
KPIs may also be used to link people to the organization's goal, strategy, and objectives

through precise and actionable measurements. Al engines can do this. Employees are
able to see how their work and ideals fit into the larger context of the company's goal
and big picture as a result of this process. Employees may also vote on job openings,
training, and volunteer opportunities that have been promoted across the organisation
using gamified Al apps. For example, employees can act as mentors or project leaders,
participate in business resource groups and give back initiatives that match with their

particular interests. When employees are exposed to various positions, their personal
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and professional development grows, as do their networks, their skills, and their ability

to move up the corporate ladder.

Sustainable learning and growth with the use of Al:
For every million dollars spent on leadership development, there is a negligible increase

in employee engagement. Managers frequently fail to apply what they've learned at the
leadership centre back to their places of employment. Learning and information transfer
might be hindered by distractions during training, time constraints, or a lack of follow-up.
Empuls, for example, gives out gift cards or vouchers for cinema tickets, spa
treatments, holidays, and other experiences. There is no denying that these are all
powerful motivators that encourage students to engage in active learning, retain

information, and acquire skills.

Gamifying Google's travel expenditure system led to 100% compliance within six

months of the program's inception.

Since Cisco gamified its social-media training programme, more than 650 Cisco

employees have been certified and over 13,000 courses have been attended.

Deloitte saw a 50% reduction in the time it took to complete its training programme, and

a 47% rise in the number of daily visitors to the site.

Using Al to automate process compliance removes some of the tediousness and
monotony:
Because gamified compliance and ethics training boosts learnability and promotes long-

term retention, many firms adopt it. Gamified evaluations, realistic context, characters,

and real-world scenarios are used to challenge learners.
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It is possible to influence employee behaviour using Al gamification:
A person's day-to-day actions and progress are influenced by Al's predictive and

persuasive technologies. Employees can be automatically pushed toward specified and
individualised goals through the interface. It not only encourages learning, but it also
holds both managers and employees accountable for putting newly learned information,
skills, and behaviours into practise. This technique provides long-term responsibility if

implemented correctly.

Using artificial intelligence to analyse feedbacks from employees:
Artificial intelligence systems are designed for continuous development and can

monitor, analyse, and automate feedback in real-time, which simplifies operations and
aids in predicting and solving problems. Employee participation and the frequency of
ideas submitted may also be tracked by management. It is possible for employees to
see if their ideas are being adopted by others. As individuals share their knowledge and
skills, Al platforms help to reduce the number of information silos. Both the company

and its people benefit from these talents, which increase morale and excitement.

Performance assessments aided by Al:
Data-driven Al engines can eliminate human subjectivity in performance evaluations

since they are data-driven. Metric-based analysis is used instead of management
judgement in performance choices. It's simple: Employees are more inclined to trust
management if they can see objective proof of their performance and believe they've

been evaluated properly.

The use of artificial intelligence (Al) in various human resources (HR) roles:
Al is applied in a variety of ways in HR, including the following:

Assessment:
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Companies may use Al-based solutions to track employee engagement in real time and
to spot trends in each employee's performance, which can alert managers when a

worker begins to underperform.

Making a choice:

Artificial intelligence (Al) is capable of gaining knowledge through its own mistakes.
Artificial intelligence (Al) systems are capable of identifying and utilising relevant data to

make judgments tailored to the specific needs of a company.

Onboarding:

Chatbots and personality assessment technologies that identify an employee's primary

interests and learning abilities in order to give a tailored onboarding experience.

Promotion of vacancies:

Marketing channels that are most effective for a specific type of applicant can be

determined using artificial intelligence.

Equality:

It is possible to establish a fully diverse workplace with the aid of Al-powered solutions.

A joint effort of team:

Artificial Intelligence can analyse the work style of the most productive employees and

give actionable recommendations so that other employees can follow suit.

Employee training and development:
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Employee training and assessments can be carried out at a speed that is convenient for
each employee. Virtual training sessions were created using augmented reality

technology.

Reward administration:

Artificial Intelligence (Al) can help firms streamline their incentive procedures, dispersing
resources and prizes more effectively. With Empuls' Al-powered engine, managing

reward programmes is as easy as possible.

Keeping a journal of one's daily life:

What employees are thinking about the organisation and how they're feeling may be

determined via sentiment analysis enabled by Al-based solutions.

An experimental solution for Human Resources (HR) is already showing its worth when
dealing with repeated chores that would otherwise necessitate a lot of manual effort. For
example, Al provides real-time monitoring of performance and sentiment analysis. The
popularity of artificial intelligence is increasing as large firms like Honda begin to
implement Al-based solutions for employee engagement. Managers and leaders may
enhance their decision-making greatly by taking into account actionable information
regarding their workers' behaviour and mood by understanding their employees'
feelings and thoughts. Management does not need extensive data analysis and
interpretation. Human resources departments may concentrate on mentoring and
fostering great connections instead of focusing on paperwork. Despite the fact that
algorithms are not yet capable of replacing human resources specialists, they already

contribute to a more human work environment.
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Chapter 13: Skill Training

Artificial intelligence (Al) is already being used in many goods and services that we use
on a daily basis. Amazon recommends items to you based on the data it has acquired
via the use of machine learning. They employ artificial intelligence substantially in
speech-to-text conversion and optimization. Google Home, Apple's Siri, and Microsoft's
Alexa Artificial intelligence (Al) is possibly used by your email provider to combat spam
and keep it out of your inbox. Artificial intelligence (Al) is being used all around us and
has the potential to be extremely beneficial to the Learning and Development (L&D)

industry as well as the whole workforce.

What role will Al play in learning and development (L&D) in the future?
It is imperative that learning and development professionals remain abreast of rapidly

evolving technologies in order to improve the learning experience and outcomes. This is

especially true when it comes to artificial intelligence (Al).

Gartner estimates, for example, that Al bots would power 85 percent of customer
support interactions by 2025 while another research indicates that 20 percent of
corporate material (including training content) will be created by artificial intelligence by
then. According to Bank of America, artificial intelligence (Al) will stimulate yearly
economic growth of $14-33 trillion by 2025, with the latter figure being the high end of

that range.
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L&D will be profoundly impacted by Al. In today's world, organisations have access to a
vast quantity of data that may be used to improve training programmes and learning

curricula.

The days of requiring all employees to take the same training classes are over.
Learners' specific requirements can be met through material that is customised,
targeted, and auto-generated, as well as information that is suggested based on prior

behaviour and the learner's position within the organisation.

Machine learning, data analysts, Al programmers, and others are all tools that
businesses will require if they want to get the most out of Al. Learning and development
departments may use the information gleaned from this data to obtain a better

understanding of the learning process and develop more effective training materials.

Different people learn in different styles:
Learning styles have an influence on the creation of educational products. People's

learning styles are impacted by elements such as their age, ethnicity, cultural

background, and more.

Using the results of a University of Georgia study, we can see that "males scored
significantly higher on the Abstract Sequential channel than females, and women
scored significantly higher on the Abstract Random channel than males," indicating that

each gender would benefit from a different teaching style (which Al could optimise).

In the eyes of millennials, the best part of a job is the opportunity for professional growth
and development. Al may be used to tailor information to the preferences of individual

consumers, which is something that companies must begin doing immediately. As a
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result, they will be able to retain more information and perform better on the job as a

result.

Making the learning experience more personalized:
It has been stated that each employee will have a preferred method of learning and will

be most successful when using that method. Video tutorials, written content or in-person
training can all be used to help students learn. Gamification, audio-guided

presentations, or any other method can also be used.

With the help of artificial intelligence (Al), a training programme can be customised to
suit the needs of each employee. Some employees may be given access to video
tutorials by the LMS, while other employees may be given access to text-based tutorials
by the LMS. Based on the written content, it could suggest an in-person training day for

employees who are having difficulty with certain sections of the course..

As a result of these insights, it becomes easier to predict how students will behave in
the future. Using the insights, organisations can create intelligent and smarter content

that is adaptive, intuitive, and responsive to a learner's individual journey.
Online assessments:

There has been a rise in the use of tests, quizzes, and other forms of assessment in
online education. As a result, students gain a better understanding of concepts and are
able to assess the course's effectiveness. A drawback to these assessments is that they

are based on the assumption that everyone is the same.
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To ensure that the tests are appropriate for all learners, they are developed along the
line of best fit. This means that some students may find the tests too easy, while others

may find them too challenging.

We can now design adaptive assessments that go beyond the traditional Q&A format
thanks to the power of artificial intelligence. As a result of these assessments, Al can

tailor the content of future courses to each learner's abilities and progress.

Reduce the time it takes to learn a new skill:

To speed up the learning process, Al can recommend only those modules that are
relevant to an employee's job. For an employee, the system can recommend training
courses based on the user's strengths as well as weaknesses. As an illustration of this,

take a look at LinkedIn Learning's recommendations for personalised courses.

Enhancing the training of employees:
The use of artificial intelligence (Al) can help improve staff training and offer feedback

on areas for improvement. Users can get feedback on their presentation performance,
for example, by utilising speech-to-text systems that depend significantly on Al and ML,
such as the amount of hesitation words used, whether specific keywords were used,
and so on. Atrtificial Intelligence (Al) and virtual reality (VR) are two technologies being

used by VirtualSpeech to help people improve their soft skills.

Making sure that more people finish their tasks:
The rate of online training completion is low. Only about 15% of those who sign up for

MOOC:s finish the course. Machine learning and trained artificial intelligence allow the

system to give only relevant training materials and content in the manner the learner
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prefers. (e.g. video based). This is expected to have a significant impact on training

course completion rates and employee learning outcomes.

Accessibility for all learners:
Al will have a significant influence on accessibility for persons with impairments. There

are many more hours spent developing training content that is accessible to everyone,
so those who are able-bodied gain the most. Artificial Intelligence (Al) is enabling more

and more learners to participate in training, regardless of their impairments.

What Microsoft's Seeing Al app shows us is what we might expect in the future. It's an
app "the world around you is narrated by you This research project uses Al to describe
persons, text, and things for those with limited vision "For those who are only partially
sighted, this allows them to utilise their phone as a third eye. Learning developers will
one day be able to construct courses that are more widely accessible thanks to this
form of Al augmentation. With Google's introduction of "multiple caption tracks,
improved search functionality and even automatic translation," which "not only help the
deaf and hearing impaired, but they also enable people around the world to access
video content in any of 51 languages," we've already seen rapid progress in this field.
Google introduced automatic captions in YouTube. Because of this feature, YouTube is
now more widely available to the hundreds of millions of individuals across the world

that use it.

Data collection and analysis:
It is possible to collect performance data from workers while they are at work and during

training. It is possible to use Al to derive insights from this data once it has been

gathered. As a result of analysing workplace data, learning and development specialists
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may identify which training programmes are most suited for certain employees. The Al
system can then offer courses to fill up the knowledge gaps that the data analysis
should reveal. Training data may be used to determine which sorts of training material
should be allocated to workers based on their preferred learning styles. Assessments
may also be used to compare personnel and give training material of an appropriate
level of complexity for the learner. Training plans can be reworked if there are any
training gaps discovered. So that Al models can be trained with the most recent data,
it's imperative that the collection and analysis of employee data continues on a regular

basis.

Digital instructors based on artificial intelligence (Al):
Even compared to experienced teachers, Al-based tutors can help students learn more

quickly and efficiently. At one point, DARPA funded "the creation of a digital tutor that
utilises Al to mimic the interaction between an expert and beginner" so that Navy

recruits may become experts in technical skills more quickly.

Researchers found that in both written and real-world problem solving assessments,
Navy recruits who used the digital tutor to train to be IT systems administrators
outperformed Navy professionals with 7-10 years of experience. As a result of the
study, "workers who have finished a training programme that employs the digital tutor
are more likely to earn a high-tech job," and research into artificial intelligence
techniques such as digital tutors "may possibly assist employees gain in-demand skills,"

was also advised.
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Content development for online training:
When it comes to training, research, selecting, and designing a training programme may

take a lot of time. To save time, many companies resort to purchasing training content.
Automated content creation and internet sourcing are both possible with a well-trained
Al system. For example, if a student wants to know how a specific process on a turbine
engine works, the Al system would search the web for relevant research articles and
offer relevant excerpts from these papers to the student. Additionally, Al is capable of
locating relevant data, extracting it, and then converting it into human-readable formats
that can be used for educational purposes. Basic examples of this may be seen on
YouTube as computer-generated news articles with video, images, and spoken scripts
that are put together by Al tools such as Wibbitz utilising data from throughout the web.
Automated course design implies that Al can undertake much of the heavy lifting,

freeing up instructional designers to concentrate on delivery and design.

Al eliminated biases:
Whether we are aware of it or not, we may have preconceived notions about some

aspects of the learning and development process. A variety of options are available,
ranging from developing a whole new course with only a few evaluations since we don't
care for them to assigning students various grades depending on their history to hiring
new employees based on our feelings about them. Al enables the learning and
development process to become unbiased and objective, with procedures, learning
routes, new hiring, new courses, and other decisions being made on the basis of data

and outcomes.

Because specified variables and datasets are still picked by humans, it's crucial to be
conscious that bias can still enter into the Al and ML models as they're being trained. A
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diversified Al team, in the same way that a firm that recruits individuals from all various
backgrounds would provide fresh ideas that are varied and distinct, will lessen the
likelihood of bias in the company's Al decisions. To ensure that the L&D Al system
remains both accurate and relevant, it must be trained on a regular basis to account for
changes in the market and eliminate any bias that may arise as a result of new data

sets.

Employees are being upskilled with artificial intelligence:
In our rapidly changing environment, learning and development (L&D) and human

resources (HR) teams must be proactive. They must guarantee that their employees
have access to the most up-to-date training tools and information resources whenever
they choose to learn something new. This extends to mentoring software, such as that
provided by Guider, a UK-based company that uses artificial intelligence to link workers

with mentors and manage the mentoring process.

The technological world is moving at an alarmingly quick pace. Organizations must
keep up with the latest developments, whether it's virtual reality or blockchain, in order
to remain relevant. The ability to keep up with new technologies is made possible by the

upskilling of employees inside your firm.

The use of artificial intelligence and machine learning to give employees with the most
appropriate knowledge at the right time is a critical component of this upskilling. Artificial
intelligence will revolutionise the way learning content is presented, resulting in greater
alignment with company values. This necessitates L&D executives becoming familiar

with the most recent Al and machine learning approaches and developments.

Chapter 14: Smart Cities Management

140



SAMPLE BY WISHAWL SAIF

New issues arise as urbanisation continues to expand. There are around 55 percent of
the world's population living in urban regions, according to the United Nations'
Department of Economic and Social Affairs. By the year 2050, this figure is anticipated
to climb to a whopping 68%. Rapid growth will be caused by a combination of
urbanisation and regionalization in big cities. Sustainable environmental activities, with
demands for more and better infrastructure in the shrinking area available; and
enhanced quality of life for city inhabitants at a more affordable cost will result as a
result of this strain. When it comes to dealing with the expanding issues of urbanisation,
smart cities are an important component. Some quality-of-life measures can be
improved by as much as 10-30 percent with "Smart City" technology, such as reducing

crime and health burdens as well as cutting commuting times and carbon emissions.

What are "smart" cities?
In a "smart city," information and communication technology are used to generate

economic growth, enhance quality of life, and support governing systems. Additionally,
local authorities might connect their public transportation and energy grids, create
sensor equipped energy efficient buildings with sensors, and establish communications
to better monitor and access public services like health care and the emergency

response.

According to the McKinsey report, a Smart City is comprised of three interconnected
levels. Smartphones and sensor-equipped gadgets generate data and link to high-
speed communication networks as the technological foundation. A second type of data

processing is carried out by computers, which can provide viable answers to specific
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issues. These technologies interact with the general public, and all implementations of
Smart City technologies rely on the general public concurrently using them and

contributing data to produce forecasts.

What role can Al play in the development of smart cities?
"Big Data" is required for Smart City technology to work. According to Big Data, the

three "Vs" of the word are "volume, velocity, or variety of information assets," which
indicates enormous datasets that can be processed fast (via the use of algorithms) as

well as the use of multiple data sources, including integrating disparate datasets.

Information and artificial intelligence (Al) are intertwined, There are several approaches
of "using a non-human system to learn from experience and emulate human intelligent
behaviour" that go under the umbrella term "artificial intelligence," or Al. Big Data can be
effectively sifted through by Al to provide data forecasts and cost-effective solutions that

can power Smart City technology.

If the Al is supervised, this operates differently than if the Al is unsupervised. Datasets
and target values are established in supervised learning for the purpose of training Al
networks to locate particular solutions in the raw data gathered. Next, the Al will carry
out predetermined activities while also researching other avenues that may provide
better results than what is now being offered. It is possible to train Al systems with data
that has not been tagged or categorised in order for them to discover latent qualities

and hidden patterns in the data.
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Application of Al in smart cities:
Al can be life-changing if used in the correct places in smart cities. Al may be applied in

a variety of ways to improve the performance and efficiency of systems in cities and

urban development.
Advanced Surveillance and Security Camera System:

Cameras and sensors with Al capabilities can keep an eye on their surroundings and
help raise the degree of safety in metropolitan communities. It is possible to identify
persons and their faces, or follow strange activity in limited regions, by using these
cameras. Artificial intelligence (Al) cameras can keep tabs on all registered cars, as well
as public locations, 24 hours a day. And owing to historical data from many local
agencies, police can forecast the kind and degree of crimes in a given region by

monitoring all of these actions.
Automated Parking and Traffic Control:

In cities, most individuals possess a car, and there is a massive flow of commercial
vehicles to carry both people and products. Another area in which Al can aid is in the
parking and traffic management of these cars, as well. Cities may build real-time
parking and traffic maps by using road surface sensors or CCTV cameras built into
parking places. This helps cars avoid waiting to find an empty space to move smoothly
or get stuck in gridlock. It's not just the private sector that can benefit from smart
transportation; public transportation can also benefit from Al. Uber and other cab
services are increasingly employing artificial intelligence (Al) to improve their clients'

ride experiences.
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Robotic Aerial Vehicles for Aerial Monitoring:

Drones with Al capabilities or autonomous flying devices of a similar nature can be
employed to keep an eye on the city's residential neighbourhoods and other trouble
spots. Drones equipped with built-in cameras give administrators and security personnel
with real-time views of remote areas that are difficult or impossible for people to reach.
Autonomous flying drones can track people, keep track of traffic, and map cities from
the air using 2D aerial photography. Advanced security and surveillance can be

employed by law enforcement agencies and security departments.

Security Cameras and Movement Detection:

In the field of face recognition, artificial intelligence (Al) can identify individuals based on
the features of their faces alone. Human faces can be recognised by security cameras
or drones, matched to a database, and the person's identification verified before he or
she enters restricted areas, such as cities. The face-recognition technology uses
landmark annotation to train its Al-based model. Moreover, in order to make cities

smart, face-detection technology of this calibre is required.

System for Automated Waste and Recycling Management:

The enormous volume of waste generated by city dwellers is a new problem for city
administration, which must find a means to properly manage rubbish and keep the
environment clean in order to preserve social hygiene. However, the use of Al-enabled
sensors on garbage bins can improve the efficiency of waste collection. For example,

authorities can be alerted when a bin is nearing capacity so they can eliminate
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superfluous collections, provide dynamic routes for garbage collection and timetables

that are more efficient.

Improved Management and Governance:

It is possible to employ satellite data and aerial view 2D or 3D photographs of
geographical regions in conjunction with artificial intelligence (Al) or machine learning

(ML) techniques to map land usage through time in order to yield vital insights.

The use of public transportation:

Cities with extensive public transportation infrastructure and systems might benefit from
applications that enhance the user experience. Real-time information on delays,
breakdowns, and less congested routes may be communicated via mobile apps by
passengers of trains, buses, and autos. Other commuters could then follow suit and
ease up future traffic jams as a result. Cities can make better judgments about public
transportation routes and schedules, and assign more accurate infrastructure budgets, if
they collect and analyse public transit usage data. According to a recent Smart City
initiative in Dubai, bus drivers were evaluated for their mental and physical well-being.

This monitoring resulted in a 66% decrease in fatigue-related accidents.

The safety of the general populace:

This technology can be utilised to save lives as well as reduce crime. It is possible for
emergency responders to use traffic signals and congestion data to reach their
destinations more quickly and safely. A city's ability to forecast and avoid future

accidents can be aided by data gathered from a variety of sources, including accidents.
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Automated building systems:

Customers' habits and energy use can be predicted by placing sensors in important
building areas. As an example, retailers and shop managers may utilise sensors to see
when and where customers are most likely to come in and out of their establishments.
Consistent forecasts and the tracking of daily, weekly, and seasonal fluctuations may be

achieved with the usage of Al.
Power Grids:

Power grids might benefit from Al and Smart Cities in terms of safety and efficiency. It is
possible to make smart metre readings of vast volumes of data in order to analyse and
anticipate demand response and load clustering in smart grids. To predict the price and
demand for energy over a certain period of time, these grids can be built up with
prediction models. For pricing and load predictions, these models have been proven to

be more accurate than current techniques.

Benefits of Al in smart city development:
Using Al in smart cities provides several advantages for both humans and the

environment. Al in smart cities provides a wide range of benefits for everyone, from a

greener environment to a more sustainable future.
Efficient Use of Natural Resources:

When it comes to smart city development, CO2 emissions will be a major factor in the

creation of sustainable cities.

Optimized Water and Energy Use:
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Similarly, in smart cities, the power producing grid and smart water management are
two of the most important components in reducing pollution. Such a strategy also helps

to ensure that our environment remains clean by providing us with clean drinking water.
Enhanced Access to Public Transportation:

Smart cities need the effective delivery of products and services by means of clean and
environmentally friendly transportation. Many cities are turning to smart technology in an

effort to reduce traffic congestion and give real-time information to citizens.
Increasing Public Safety and Security:

People's safety is of the utmost importance in these cities. Al-enabled smart city
development means that municipalities can better monitor their citizens thanks to CCTV
cameras that recognise faces. A motion sensor and a smoke detector are standard

features on Al cameras, too.

Al Implementation Challenges:
This helpful Assessment List, included in Chapter Il of the EU's "Ethics Guidelines for

Trustworthy Al," highlights several of the dangers associated with installing Al systems.

It is possible for Al to process personal data in the context of Smart Cities, such as in
delivering and monitoring the use of power in an individual's home, or monitoring the
movements of and serving relevant advertisements based on geo-location to potential
consumers moving around the urban landscape.'" Face-recognition technology may
potentially be used in public areas for both safety and personalization purposes. Privacy

and data governance issues arise when Al is used to process personal data.
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In addition, there may be further issues with the algorithm's fairness and dependability.
It would be ideal if the dataset used to train face recognition technology included a wide
enough variety of demographics to accurately identify persons of different races and
ethnicities, rather than relying on one specific ethnic group to do so more consistently.
Customers should inquire about the steps taken by the developers to ensure that the Al
did not either create or reinforce unfair bias in the system design (for instance, if the
algorithm was developed with the dataset this could generally be processing (like the
citizens of a diversified metropolis) in mind as well as whether processes were in
position to test for perceived bias). Citizens should be able to indicate any possible
injustice, such as bias, discrimination, or system failure, when the system is put into

use.

Smart Cities face a huge issue in meeting transparency criteria. In instance, when
individuals interact with Al technologies in a Smart City, they must be able to
communicate successfully. Article 13 and 14 of the GDPR's transparency requirements
can be burdensome, and even huge signs aren't always viable in an urban setting. The
use of familiar signs and symbols, as well as interactive signs and QR codes that allow
people to obtain more detailed information, is thus recommended (i.e. Internet privacy

information may be accessed in a multi-layered approach).

There is also the problem of creating human supervision systems. For acquisition of Al
systems, consideration must be given to the appropriate amount of human supervision
for the "Smart City" infrastructure. Many models might be examined, but the key

difficulty is the amount and velocity of data passing through these Big Data systems and
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where effective human supervision can be implemented. Even if the system is not

auditable, there must be a way for it to be done.

To ensure that sensor-equipped loT and other "Smart City" technologies continue to be
deployed, it's critical to check if devices like smart metres and traffic lights have been
automatically configured to connect to the open internet. As a result, the system's risk
level will rise. As a result, cybersecurity best practises (such as if the technology is
capable of being connected with firewalls/antivirus software, password security,

availability of security updates/patching) will also be crucial.

The solutions for applying artificial intelligence:
The risks associated with deploying novel technologies, such as artificial intelligence,

will prompt both developers and purchasers of "Smart City" technologies to seek to
understand how to mitigate those risks in order to maximize the benefits of becoming

able to better use and fully comprehend their data in the future.

Organizations like national and local governments and other buyers of systems who are
deemed to be the "controllers" of data will also be required to comply with the
overarching accountability principle under GDPR, that means good data governance
and trying to implement privacy protection and default during using equipment to

process personal data or run artificial intelligence algorithms, among other things.

How do smart cities strive to be environmentally friendly?
As smart cities develop, artificial intelligence can play an important role in urban

planning, development, and management by providing advanced security systems, real-

time traffic monitoring, and waste management to make societies more secure and
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livable, while also allowing them to have greater access to and control over their homes

and other activities, thereby making their living experience even better and convenient.

To develop Al-enabled systems for smart city development, machine learning and
artificial intelligence companies require a large amount of training data for smart cities to
train models such as drones, Al security cameras, and face recognition systems so that
they can work accurately and provide the correct information, ultimately making smart

cities truly smart for long-term growth and sustainability.
Chapter no 15: Chat-bots and User Experience Templates

A chat-bot template is a pre-defined conversational path that your chat-bot will take in
response to user input. Templates make creating chat flows easier and may be used to
specify how a consumer interacts with a chat-bot. You may create chat-bot templates
for various roles in your support team. Templates make creating chat flows easier and
may be used to specify how a consumer interacts with a chat-bot. You may create chat-
bot templates for various roles in your support team. Users may utilize the chat-bot to
get product information, make payments, and follow the status of their orders, for

example.

A chat-bot is supposed to work without the assistance of a human operator and it is
designed in this way. It can respond to questions in everyday language as if it were a
real person. It uses a combination of pre-programmed scripts and machine learning
algorithms to reply. When a chat-bot is asked a question, it responds based on the
knowledge database it currently has access to. It will either redirect the discussion or

send it to a human operator if the dialogue provides a concept that it is not meant to
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understand. In any event, it will learn from that experience as well as future ones. As a

result, the breadth and relevance of the chat-bot will continue to grow.

Artificial intelligence-based chat-bots are becoming increasingly popular among
businesses. Al chat-bots are algorithms that use natural language processing to
replicate human-like conversations (NLP). Organizations are increasingly turning to Al
chat-bots to automate business activities like customer support, sales, and human

resources.

Al chat-bot:
Traditional chat-bots are primarily rule-based, however, Al chat-bots comprehend and

respond to humans using their own language and based on grasping, their words and
language processing, and their language creation. A feature of Al is a machine learning

that improves bots as the time passes by and with its utilization, is used by Al chat-bots.

While the rise of chat-bots may appear to be new, the first chat-bot was developed in
the 1960s by Joseph Weizenbaum, an MIT scientist. For the time, this was a fantastic
accomplishment. ELIZA, a computer software, might act as a psychotherapist. ELIZA

may even pass the Turing Test, which is designed to assess a machine's intelligence.

While ELIZA was amazing at the time, technology has advanced much since then. The
skills have significantly improved in the subsequent years. An Al chat-bot with
conversational abilities can now effortlessly connected to people both personally and
empathically, similar to communicating with a supportive subordinate. IVR system
including chat-bots and voice bots can assist consumers find answers to their inquiries
and solve their problems. Artificial intelligent chat-bots are a perfect match to provide
services to the customer because of this. Artificial intelligent chat-bots use online instant
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messaging to connect with people and may be linked into a variety of apps and

websites.

The Role of Atrtificial Intelligence in Chat-bots
The world is being taken over by robots because they have gotten far too sophisticated.

They continued to evolve until they were eventually superior to humans. This is a
futuristic scenario that has been depicted in a number of science fiction movies, but how
accurate is it? After all, the importance of chat-bots and artificial intelligence (Al) in our
daily lives is constantly increasing: whether it's with Alexa, Watson, or Siri, in marketing
and sales, or in medical technology, Al is increasingly being used to aid decision-
making and personalized communication. Above all, the technology's capacity to review
massive volumes of data and recognize patterns in it in seconds sets it apart from

people.

"Our intelligence is what makes us human, and artificial intelligence is a complement to

that." Yann LeCun, Facebook Al Research's Chief Artificial Scientist

Looking at Karl, Microsoft Office's animated paper clip, it's evident that communication
and speech are about more than just exchanging data. Voice assistants' inaccuracies or

digital assistants' humorous reactions - Al does not always appear to perform properly.

What are the advantages of using Artificial Intelligent chat-bots
Following are few of the greatest advantages of incorporating an Al based chat-bot in

any organization or company in the sections below. You will not only be able to stay up
with the competition, but you will also be able to deliver significant importance to the
consumers. You have to make consideration that how these advantages might assist

the business both in short and long term.
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Improve lead generation:

Al chat-bots offer incredible lead generation potential due to the way they function,
learn, and gather data. Chat-bots can qualify leads by asking pertinent questions before
forwarding them to a sales representative or an appointment giver. It reduces the span
of time the salespersons spend searching for quality prospects. It speeds up the lead

creation process and makes it more profitable. There are a lot less sales calls!

However, lead generation is not the only thing that springs to mind when considering Al
chat-bots for customer care, it may be a useful feature. You'll have more knowledge
about your consumers as the Al program learns more about them. An Al chat-bot is a

versatile tool that can improve sales as well as help in marketing.

Everlasting support:

You never know when one of your existing clients (or possible new ones) will visit your
website or have a question for you. People in today's environment, when instant
gratification is anticipated, don't want to wait until work hours to get the help they need.

On the other hand, Al chat-bots are available 24 hours a day, seven days a week.

Bots are constantly on and ready to serve, whether its communication voice for IVR or
conversation on chat containing channels such messages, email, and other online
media. This accessibility improves how customers perceive your service. Service that is
both exceptional and convenient goes a long way! People are more inclined to do
business with you in the future if they are satisfied with the service you give. If there are
no answers available for the queries of customers/consumers and consumers can't

receive the support and help they need when they require it, customers be more
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inclined to switch to a rival who is more accessible. It's a cutthroat world with a plethora
of choices. Consumers are less inclined than in the past to give firms as many chances

as they formerly did.

Resolve faster:

Customers expect answers to their queries quickly, and they don't want to stay on hold
for lengthy periods to receive them. In an ordinary situation when a consumer must wait
ten minutes or more to interact with a real human online/on web or over the mobile

phone, the customer may receive assistance after ten minutes or more.

During that time of waiting, many consumers grow irritated. It may be hectic to create a
good linkage with them if you take a step to communicating if they involve into the
previously upset conversation due to so much waiting time. Of course, this isn't a new
concept. It's the same as waiting on hold for someone to help you on the phone. They're

now waiting in front of their computer, but the aggravation is still there.

There is essentially no wait time when you add a high-quality Al chat-bot into your
website. The consumer may instantly begin asking inquiries of the Al and obtain the
answers they require. This is a far more effective way to provide customer assistance.
Customers can always be sent to a real customer care agent if the issue is complicated
and out of the control of the Al bot's ability to solve. (Always send details to the agent so

the customer doesn't have to start over.)

Along the same lines, you'll notice that Al chat-bot responses are consistent. When a
consumer asks the same query again, the bots respond with the identical answer each

time. If customers speak with two distinct live agents, this may not always be the case.
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They may get two different replies, which would be bewildering for any consumer!
Which of the representatives should be taken seriously? Have you ever experienced

something similar?

However, this is not a concern with chat-bots because the responses are always
constant (and correct). (Never make expectation from your chat-bot to control
everything, no matter how clever it is.) Always provide an automated experience that

allows clients to smoothly move to a live agent when they desire or require it.)

Unlimited calmness:

Customer service representatives put in long hours and execute their jobs well. They
are, however, simply human. People in the call center can be faced with a continual
series of disgruntled clients. These clients have been kept on waiting if hold times are

high. Your business will suffer as a result of your hostility.

Fortunately, Al chat-bots have an infinite amount of tolerance. Al is devoid of feelings.
There's never a chance of seeing a grumpy chat-bot, obviously, call center people gain
from artificial intelligence service too, as they are highly eager to delegate tedious,
repetitive jobs to the bots in exchange for self-service that never leaves consumers

waiting.

Decrease customer service costs:

It might be costly to hire enough customer service professionals to meet all of your
customers' requests. Businesses spend more than billion dollars yearly to respond to

more of millions of clients and their requests received.
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However, you will still need few actual customer support people; you will find out that
using an artificial intelligent chat-bot can save you a lot of costs in a long term. It will
happen due to the chat-bot's ability to handle a large number of service inquiries without
referring them to a live agent. Since you won’t require as many of human labor, you can

better optimize your customer service expenses.

It takes a lot of costs to hire people for the customer support services and departments
of your organization. You must include in not only the compensation, it also cost the
price of training, teaching and system. If an agent leaves, you'll have to recruit a new
one and go through the training process all over repeatedly, adds to the expenditures.
Chat-bots are highly cost-effective option. Let's say the bot is unable to resolve a

problem, it might refer the issue to an agent for resolution.

Also, it is easy to record the usage of chat-bots in busy periods in many circumstances.
You may, for example, increase bot usage if particular periods of the day or year are
busy. This helps to keep costs down, and as previously said, it ensures your clients

won't have to wait long for assistance.

Increase customer participation:

All businesses needed their customers and consumers engagement. Artificial intelligent
chat-bots are a great way for it. Al has the potential to assist enhance consumer
engagement, even if it isn't one of the first benefits that comes to mind. However, you

must have your Al application correctly configured.

Personalization is something that customers are looking for. Many chat-bots are

capable of analyzing client reactions and providing data in real time. During the chat,
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they use the customer's name to engage them. Customers will feel more at ease as a
result, and will be more ready to continue the conversation. Customers may also get
real-time replies from chat-bots, ensuring that they obtain the information they need
fast. Most individuals don't mind talking with a company if the firm makes it easy for

them and handles it on their terms. Al chat-bots flourish in this situation.

Decrease human labor:

Because you will still have actual customer support employees, you will be relieved to
learn that chat-bots can save a lot of time. If you use artificial intelligence based
technology frees up your employee’s time to focus on challenges that demand a human
touch — those that a machine can't solve. Instead of completing the low-level chores

that the bots handle, agents can now focus on providing actual customer support.

What are the benefits of using an Al chat-bot to free up your live agents? Consider a
variety of your clients' issues and inquiries. Frequently, these are the same questions
that have already been addressed hundreds of times. Customers will be satisfied if a
chat-bot can offer such answers fast, and they will not feel the need to speak with a real
representative. The bot minimizes the quantity of work that has to be done by the

company's employees.

Because chat-bots can answer inquiries in real time, they also help keep the average
resolution time short. They can handle the majority of the FAQs that were previously

handled by live representatives.

Reduction in the chances of human error:
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No matter how good your customer service representatives are, there's always the
possibility that they'll give your consumers the wrong response. They may have
misinterpreted the customer's inquiry, or they may have delivered incorrect information

by accident. Human mistakes happen for a variety of reasons.

With Al chat-bots, you won't have to be concerned about this. They are pre-
programmed with the necessary responses and deliver them to clients in response to
their inquiries. Al chat-bots are also constantly learning. They can handle complicated
inquiries and process them to provide clients the information they need. It will reach the

consumer as long as the information provided to the chat-bot is valid.

Accuracy helps to strengthen your customer service teams and company's overall
reputation. Consider the harm you'd suffer if you had many instances of representatives
giving clients and prospects false information. It would swiftly erode these customers'

faith in your company, which might have a negative impact on your bottom line.

Take care of customers:

Certain clients may be put off by the prospect of speaking with a live person over the
phone or via chat. Although this may only apply to a tiny number of clients, some
customers find that conversing with Al is simpler and less stressful. Some people are
introverts who prefer not to interact with others. Perhaps they've had a bad experience
in the past with customer service representatives from other firms and would rather
avoid dealing with a real person. These are the ideal customers for chat-bots. Rather of
calling a representative, they're more likely to choose this "soft" contact strategy to

receive the information they need.
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Consumers may prefer chat-bots for a variety of reasons, including not feeling rushed
during the discussion, not worrying as much about how they're expressing things, and
not feeling judged by the service agent. Chat-bots remove the emotional component
from the dialogue, which some people like. Of course, almost all clients appreciate the
convenience of conversing with an Al bot and the ability to obtain answers when it's

convenient for them.
Constant improving:

Artificial intelligence based chat-bots rely on human language transforming to
communicate, plus they also get smarter and in an improved form over time. These
chat-bots learn more about intent as a result of machine learning, such as what
consumers want and how the customers can ask the similar or same type of question in

different ways.

Al based chat-bots also gather and record that in which way clients show reaction to the
responses an organization offer. All of this aids students in improving their grasp of
human relationships. They can pick up any languages and understand the subtleties of
similar words, sentences or phrases in different forms. Since chat-bots are relying on
information to decide which things works and which things don’t work in their
conversation, they have an infallible memory. Al chat-bots are becoming stronger and

better at their jobs with each passing year.

Chat-bot Implementation Challenges and their Solutions
Now that you've learned about the advantages of using Al chat-bots, you can put their

power to work to improve customer happiness. When it comes to adopting Al chat-bots
in your organization, however, there are some substantial hurdles.
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1. Safety/security of chat-bots

A lot has transpired in the last several months in terms of data privacy and security.
When it comes to their personal information, customers are cautious and guarded. As a

result, it's critical that you build chat-bots that protect your consumers' data.

Your Al chat-bots must acquire and transfer important facts and data over the internet in
a secure manner. If you're planning to employ chat-bots for customer assistance, be

sure that sharing information with them is safe.

You must also ensure that the chat-bot is hack-proof and that no hacker has access to
your conversations. This is because consumer data is sensitive and may easily be

exploited or mismanaged, resulting in your company's reputation being ruined.

2. Recognizing Your Customers' Emotions and Sentiments

Voice-bots may also be used to create conversational Al platforms. They are capable of
recognizing human emotions and feelings. It may have a tremendous negative influence

on your business if they misread human feelings and thoughts.

However, identifying the emotion in the user's voice and responding appropriately is

difficult.

So, how can you overcome the difficulty of implementing a chat-bot?

To solve this problem and build the greatest Al chat-bot, you'll need to devote a
significant amount of time to training. This allows it to quickly recognize the relevant

feelings and emotions spoken by a human voice and answer in the appropriate tone.
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Chapter 16: Network capacity management

5G and Atrtificial Intelligence (Al) have both proved to be disruptive technologies in their
own right throughout the years. Both of these technologies have one thing in common:
they both have to deal with a lot of data. We are on the verge of a period in which they
will complement and improve one another, bringing the power of Machine Learning to
our -devices and allowing for richer, smoother, and more customized experiences than

ever before.

The inference engine was often hosted in the cloud, and most early Al/ML applications
used offline machine learning with enormous volumes of historical data. Some inference
schemas shifted to end devices as end devices grew more powerful. This aided in

making quicker decisions.

There are billions of linked gadgets on the planet today, and the number is continuously
growing. The volume of data created by these devices is so large that sending it to the
Cloud for real-time processing and management is impossible. New use cases are
being envisaged for 5G, which would exponentially increase data growth. As a result, a
more scalable method is required to balance resources as well as decision-making
latency and accuracy. A decentralized solution might assist solve this problem while
also addressing privacy and security issues. In a decentralized model, intelligence is
dispersed over the cloud edge and, more significantly, end devices, rather than being
confined to the Cloud. Many new 5G experiences can be aided by a mix of edge cloud
Al and on-device intelligence. Coincidentally, disaggregated networks with a large

number of network pieces installed in data centers at the cloud edge are being
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considered for 5G. This architecture may also be used to distribute cloud Al from data
centers at the heart of the network to the cloud edge. This aids in the routing of a large
amount of traffic to the most appropriate collection of servers, making it easier to handle

load while maintaining normal latencies.

As a result, the capabilities of linked devices such as smartphones, automobiles,
sensors, and other connected devices are rapidly expanding. They also have Al
capabilities built in, allowing them to see, reason, and act independently, while only
sending the most relevant data to the edge-cloud/Cloud. This move to on-device
intelligence has the potential to improve a wide range of socioeconomic domains and
human activities. More customized virtual assistants, improved photography, improved
security, networked healthcare, and robot-guided industrial activities are just a few of

the many possibilities.

Let's look at the case of road safety. Automobiles will be able to communicate directly
with one another and even alert the driver of oncoming cars or pedestrians around a
blind curve, whether driverless or equipped with advanced driver aid systems sensors.
In such instances, processing data near to the source using on-device Al is particularly
advantageous since it allows the car and its driver to react in real time rather of relying
on the Cloud. While a centralized Cloud will continue to be vital for Big Data training, the

deployment of Al at the Wireless Edge will progressively shift to power-efficient devices.

Al and 5G are enhancing each other’s strengths
We can have more effective wireless connectivity, longer battery life, and better user

experiences by applying Al to both 5G networks and devices. Al's skills may help solve

problems in areas like service quality, deployment, network efficiency, anomaly
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detection, and network security that are difficult to tackle using traditional approaches.
The 5G end-to-end system can also benefit from Al. Radio awareness is important to
how Al improves 5G. The device experience, system performance, and radio security all
benefit from increased radio awareness. Al and Machine Learning are ideal tools for

deciphering the complicated RF signals that surround gadgets.

Meanwhile, 5G's low latency and high capacity enable Al processing to be dispersed
across the device, the Edge Cloud, and the Central Cloud, allowing for a wide range of
new and enhanced experiences. The Wireless Edge architecture is customizable,
allowing performance and cost considerations to find the appropriate workload
distribution for every application to meet the needed latency or computation
requirements. The influence of 5G on Al-enhanced applications will be seen not just in
industrial activities, but also in daily life. With the use of limitless extended reality (XR),
virtual assistants, and considerably enhanced voice interfaces, the retail buying
experience, for example, may be totally customized for each consumer. When
customers window shop, they will see everything that interests them, personalized to
their preferences and likes, and they will be able to virtually try everything on. On-device

Al and machine learning will increase personalization while also ensuring more privacy.

We need to look beyond Cloud-centric Al to properly realize the potential of the 5G-Al
combo. We already have partially distributed Al, which allows devices to modify data
before sending it to the Cloud for processing. On-device Al will progress beyond

inference and enable machine learning on the device itself as the next phase.

This has the prospect of a number of significant advantages for users, which will aid in

the adoption of Al. The first is one of scale; by distributing processing among millions of
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devices, we will be able to tap into massive quantities of computer power. Second,
because the user's personal data is utilized to train the gadget, the Al model learning
will be tailored to each individual. Finally, using on-device data for on-device training

ensures privacy while extracting the data's value.

In the coming years, we are in for some exciting times. The convergence of powerful
technologies that have grown in parallel up to this point will serve as a foundation for
technological advancements and applications that will combine the best of both worlds

to make the one we live in safer, simpler, and more personal.

The role of Artificial Intelligence on 5G Networks
Al integration is primarily focused on lowering capital costs, improving network

performance, and generating new income sources. By increasing network quality and
giving tailored services, Al is already being utilized to improve customer service and
increase consumer experience, according to 55% of decision-makers. 70% feel that
implementing Al in network planning is the most effective way to repay the costs of
upgrading networks to 5G. According to the poll, 64% of respondents plan to
concentrate their Al efforts on network performance management. Managing SLAs,
product life cycles, networks, and revenue are some areas where cellular decision-

makers want to invest in Al.

Of course, incorporating Al into 5G networks comes with its own set of hurdles. The
development of effective procedures for gathering, organizing, and interpreting the
massive amounts of data accumulated by Al is required. As a result, as 5G networks
link, early Al adopters that develop answers to these difficulties will emerge as obvious

frontrunners.
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Relevancy of 5G with artificial intelligence
While our phones have shrunk in size, the underlying algorithms that power them have

remained same since the 1990s. As a result, 5G systems use significantly more energy
than planned and deliver lower data speeds than anticipated. Deep learning Al will
substantially cut battery consumption and increase performance by replacing standard
wireless methods. This strategy will be far more important than concentrating Al on

network management and scheduling.

Furthermore, the bandwidth used by today's cellular networks is radio spectrum-based.
Radio waves are electromagnetic waves that occur in the radio spectrum's frequency
range. Radio waves, like many other contemporary technologies, are frequently
employed in communications. Interference between users of various radio wavelengths
is rigorously regulated by national legislation, and the International Telecommunication
Union (ITU) regulates the coordination of these rules. There is fear that the expanding
usage of wireless technology may overcrowd the frequencies on which our gadgets
communicate. The development of communication devices that do not broadcast on the
same frequency every time is one proposed way for fixing this issue. The Al algorithms
would then be utilized to discover accessible frequencies by providing intelligent

awareness of RF activity, which had previously been impossible to do.

While 5G might be up to 20 times quicker than 4G, it provides much more than that. 5G
speeds will enable developers to construct apps that take full use of increased reaction
times, such as near-real-time video streaming for sporting events or security purposes,
thanks to their low latency. Furthermore, 5G connection will provide access to real-time

data from a variety of sources. 5G relies on long-lasting "Internet of Things" (loT)
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sensors that use significantly less electricity to operate. This might enable for remote
monitoring of farmed irrigation levels and factory equipment condition changes. Doctors
would have more secure access to patient data. To make all of these possibilities a

reality, Al will be required.

The aim of edge computing is to process and analyze data in servers that are closer to
the applications they support. While loT is gaining popularity and enabling new markets
for telecom providers and other businesses, others claim that releasing "connected"
devices like coffee cups and pill dispensers did not lead the market to soar as projected.
By merging big data, loT, and Al, recent Al technology developments have begun to

disrupt businesses and the amount of value all this connection can bring to customers.

Because the 5G network architecture readily accommodates Al processing, it
accelerates this transition. The future of artificial intelligence will be altered by the 5G
network design. 5G will improve the speed and integration of other technologies, while
Al will enable robots and systems to operate at human intelligence levels. In a word, 5G
accelerates cloud services while Al analyses and learns from the same data more

quickly.

How Al helps in network capacity management in telecommunications
Automation of the network

Building self-optimizing networks is another popular application of Al in
telecommunications (SONs). Al systems that identify and accurately forecast network
abnormalities automatically monitor such networks. They can also improve and modify

the network in advance to guarantee that end-users get consistent performance.
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Robotic process automation (RPA)

RPA is a type of digital transformation that makes use of artificial intelligence. RPA may
be used by telcos to automate data input, order processing, invoicing, and other back-
office tasks that take a long time and need a lot of manual labour. This frees up time for
your staff, allowing them to focus on other essential duties, and minimises the amount
of mistakes associated with physical labour. Your workplace will function more smoothly
as a consequence, your staff will be more productive, and your clients will receive error-

free service.
Chat-bots and virtual helpers

Conversational Al platforms are one of the most important factors driving the Al in
telecommunications industry forward. These virtual assistants, often known as chat-

bots, may automate the processing of consumer inquiries.

Human operators are becoming less necessary as virtual assistants improve and learn
to handle increasingly complex queries. This can significantly lower a company's costs.
In fact, by 2022, the adoption of chat-bots will result in yearly savings of nearly $8

billion.
Planning of maintenance in advance

Maintaining a network gets more challenging as it develops and becomes more
sophisticated. Fixing problems may be a time-consuming and expensive procedure.
Furthermore, it might result in downtime and service disruptions, which customers

despise.

167



SAMPLE BY WISHAWL SAIF

Detection and prevention of fraud

The fraud detection and prevention market was valued at $20.98 billion in 2020, with a
projected CAGR of 15.4% from 2021 to 2028. Despite this, harmful assaults on

corporations result in annual losses of about $3.6 billion.

Given Al's superior analytical powers, it's no surprise that several businesses, including
telecommunications, are finding it handy in the fight against fraud. The capacity to avoid
fraud is the most significant benefit of Al-powered fraud analytics. When the system
identifies suspicious behaviour, it disables the related user or service, preventing the
fraud from taking place. All of this is done automatically, thus the chances of failing to

respond to an assault in a timely manner are quite minimal.

Artificial Intelligence's Importance in Mobile Networks
Mobile communications service providers face new issues with 5G, and one way the

industry is tackling these challenges is by incorporating artificial intelligence (Al)
technology into networks. Ericsson polled 132 top executives and decision-makers from
across the world on their present and future plans for using artificial intelligence into
their networks. This article looks at how far providers have progressed with Al, their

successes and setbacks, and their intentions for the future.

Artificial intelligence is already being utilized in networks to save money, increase
performance, and develop new income sources. Artificial intelligence will be essential in
enhancing customer service and the entire consumer experience. It will assist
communications service providers (CSPs) in recouping their network investments in
order to transition to 5G. While Al adoption fixes network difficulties, it also introduces
new data security concerns.
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The benefits of incorporating Al into global service networks are already being
realised:
Al is increasingly being integrated into mobile networks by communication service

providers. By the end of 2020, more than half of service providers (53%) plan to have
completely incorporated Al into their networks. Some believe Al will be widely accepted

by the end of the year, while 19 percent believe it would take three to five years.
Artificial intelligence and the experience of customers:

68 percent of service providers say they aim to improve customer service in the next
three years, and 55 percent feel artificial intelligence is having an extremely positive
impact. Service providers are expected to benefit from Al in a variety of kinds, which
includes improving the quality of network and delivering services that are most

personalized.
Data difficulties posed by Al adoption:

Network providers feel that suitable methods for gathering, organizing, and assessing
the large data having the capabilities of artificial intelligence of creating must be
established. According to the research, early Al adopters who discover solutions to

today's and tomorrow's problems will have a distinct first-mover advantage.

We believe Al 5G has significant promise in the telecommunication sector, as it can be
utilized to provide a more customized experience for users while also cutting network

implementation and maintenance costs.

Getting a return on the network investments that 5G necessitates:
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Service providers are employing artificial intelligence to reduce operational costs and
secure a return on network expenditures. 70% of respondents believe Al adoption
would improve their network planning the most, while 64% plan to focus their Al efforts

on network performance monitoring.

The challenges of applying Al in telecoms, as well as their solutions:

Data that is unstructured or incomplete
It's pointless to implement an Al system without access to relevant data. Data collecting

is a challenge for many businesses.
Solution:

Because Al algorithms demand clean, well-structured data, ETL (extracting,
transforming, and loading) and data cleansing take up around 80% of every ML project's
effort. As a result, it's critical to set up a big data engineering ecosystem (based on
Apache Hadoop or Spark) that can gather, integrate, store, and analyze data from

several data sources.

Integration of technology
One of the most typical reasons for Al integration projects failing is the use of outdated

legacy systems. Before you commit to a project like this, ensure sure your IT

infrastructure is up to the task.
Solution:

You can do a few things to get your system ready for the next Al project. You can create
a single database to hold all of the data required by the system. You may also employ
data lakes, as well as edge or cloud computing, to avoid the problems that come with

storing massive volumes of data. If you realize that the data you've collected is

170



SAMPLE BY WISHAWL SAIF

disparate or unstructured, don't be afraid to redesign your data collecting and storage
process. Check to see if you have the necessary hardware and software to run the new

system.

Additional technical competence is required.
Artificial intelligence (Al) is a relatively new technology. Building an in-house team might

take a long time and produce little effect when there is a scarcity of local talent.
Solution:

Do your homework before deciding to work with a software provider. Take a peek at
their Al experience, as well as what their clientele have to say about them. Trusted
platforms like Clutch can help you figure out whether or not a vendor will be able to
achieve the outcomes you want. To fulfil your unique business demands, look for a

technology partner with experience in ML/Al, Big Data, Cloud, DevOps, and Security.
Chapter 17: Content Delivery

Content intelligence is a sort of Al that uses machine learning algorithms to assist
marketers optimizes content for consumption and dissemination. Because Al-generated

information is current, relevant, and contextual, it enhances the user experience.

Artificial intelligence (Al) is a key component of the major social media platforms you
use on a daily basis. Machine learning is used by Facebook to present you with
information, identify your face in photographs, and target users with adverts. Artificial
intelligence is used by Instagram to detect photos. LinkedIn uses artificial intelligence to
provide job suggestions, find individuals you should connect with, and show you

relevant content in your feed. Snapchat uses computer vision, an artificial intelligence
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(Al) technology, to recognize your characteristics and overlay real-time filters that move
with your face. These are just a few instances of how artificial intelligence (Al) is being
used behind the scenes to enable functionality on the world's most popular social media
platforms. Furthermore, an Al algorithm or machine learning system determines how
your content and advertising are displayed to customers across all social media

platforms and in each social media post—often in ways that marketers are unaware of.

All of this shows that Al is a critical component of today's social networks. In contrast, Al
is frequently used behind the scenes of well-known platforms, and at the exclusive
discretion of the platform's owner. That's not to say that marketers can't include Al into
their social media strategies. Commercially available artificial intelligence social media

monitoring and marketing technologies are available for a variety of purposes.

Al, machine learning, and intelligent automation technologies can be used by
social media marketers.
Management and Creation of the Social Environment

Marketers devote a significant amount of work to generating, disseminating, and
tracking social media content across several platforms. This is made easier by using
standard social media management software that automates social media scheduling

and monitoring. Artificial intelligence (Al) tools, on the other hand, go a step farther.

Hash tags and shortened links are examples of technology that may automatically
produce social media content across networks. There are other tools available for bulk-
scheduling these shares. Today's Al systems can handle many parts of social media

production and management in a matter of seconds.

Using Social Media for Marketing
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Almost every social media platform allows advertisers to target users with sponsored
ads based on extremely detailed demographic and behavioral criteria. Marketers, on the

other hand, still have to make a writing of or make creative advertisements, do they?

There are now artificial intelligence programs that can write your Facebook and Insta
advertising for you. Because Al can anticipate which language will boost results at

scale, the advertising is optimized for clicks and conversions.

Intelligence and Listening on social media platforms

Social Media Intelligence and Social Media Listening are two terms that are used

interchangeably in the social media world.

In the social media arena, the words "social media intelligence" and "social media

listening" are interchangeable.

Your brand's social media accounts and audience may be assessed using an Al-
powered social monitoring tool or social listening service. This normally necessitates the
use of artificial intelligence to sift through enormous amounts of social data, decipher

what's being said, and then extract insights from it.

When correctly deployed, Al social media monitoring tools may assist you in analyzing
worldwide brand mentions, discovering emerging consumer trends, identifying new
audiences to target, monitoring brand reputation, and uncovering possible new social

media marketing channels.

These actionable insights are supplied in near real time, giving businesses a

competitive edge.
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Find the Right Influencer

Finding the right influencer may help a business stand out. But how can you achieve it

in such a short amount of time? Al might be able to help.

Influencer research tools driven by artificial intelligence (Al) analyze a variety of social
media information to discover which accounts can generate the most engagement,

reach, and influence for a certain industry.

Artificial Intelligence's Role in Content Advertising
We are here referring Al to computers which can perform cognitive processes similar to

those of the human mind, such as learning and problem solving. In the sphere of
content marketing, Al already plays a big role in streamlining procedures in a time of
massive material saturation. By evaluating information of the individuals and assisting
people in marketing in making sense of user intent, Al is assisting marketers in

deciphering the continuous changing world of content advertisement and delivering.
1. Content Creation That Is Automated

Marketers may use artificial intelligence to create content for simple tales like stock
updates and sports news. You've almost certainly viewed text generated by an
algorithm without realizing it. For years, machines have been creating material on their
own. For a long time, companies including the Associated Press, Yahoo, and Fox have

used them.

2. Use Chat-bots to Communicate with Users
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Chat-bots are computer programs that replicate human speech using artificial
intelligence. Facebook Messenger, for example, use chat-bots to conduct virtual

discussions with users, responding to their questions and concerns in real time.

Uber and 1-800 Flowers, for example, employ Facebook Messenger chat-bots to allow
users to order a trip (without having to open the app) or select floral arrangements. If a
user initiates the interaction, Facebook Messenger chat-bots may also be used to

disseminate promotional information.

Chat-bots aid in the streamlining of the customer service process. Instead of filling out a

form, customers may simply write in their question and receive an immediate response.

3. Algorithms for Custom News Feeds

Artificial intelligence allows social media platforms like Facebook, Twitter, and
Instagram to personalize their users' news feeds. This means they'll only see the posts

that are relevant to them.

These social networks look at hundreds of characteristics and can anticipate which
postings a user would like, comment on, conceal, or designate as spam with acceptable
accuracy. Algorithms also provide relevance scores to social media advertisements,

ensuring that people only see ads that are relevant to them.

This data aids advertisers in determining which kind of material visitors find interesting.
As a result, marketers may generate comparable content to boost social engagement.
Knowing which ads are most likely to be clicked by your target demographic may also

help you build your own Facebook advertising.
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4. Intelligence Predictive

Businesses benefit from predictive intelligence. It enables businesses to gain a better
understanding of their customers and tailor content to their specific requirements and

interests.

It also has a significant influence on lead scoring, a point system that identifies where
your prospects are in the purchasing process. Marketers may use predictive lead
scoring to speed up the sales process by determining which customers are most likely

to convert based on their prior actions and history.

Marketers may use predictive intelligence to figure out which content pieces to send to
which clients. You can use predictive lead scoring to figure out where users are in the
buyer's journey and then use that knowledge to target the type of content they're most

likely to connect with.

Observing which materials elicit good responses might assist you in creating better

content in the future.

5. Content Curation and Creation

When an individual (or a team) continuously identifies, organizes, annotates, and
shares the most relevant and high-quality digital information on a certain topic for their

target market, this is referred to as content curation.

Curating relevant and entertaining information on a regular basis is a difficult endeavor.
However, technologies such as BuzzSumo can assist in determining which subjects are

currently hot. Sifting through material, however, still takes a substantial amount of time
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and effort. Let alone curate something that is both relevant and entertaining to your

audience's reading preferences.

At the end of the day, we don't make content merely for the purpose of making it. Our
objective is to get a prospect to buy our goods by moving them through the awareness
phases. At each point of the marketing funnel, artificial intelligence assists marketers in

creating relevant content for their customers.

Data collecting about a target audience and target market is no longer difficult with
algorithms. This might include information such as their preferred reading material, any
queries they may have, and any worries they may have about your organization. You
may curate and develop material that is relevant to their requirements and answers their
questions and all the queries using this information. As a consequence and

engagement and resulting in conversion for any offers you give them will rise.
6. Increasing Customer Satisfaction

Watson, IBM's "thinking computer," is probably familiar to you. Watson, unlike Siri and
Cortana, does not generate recommendations only on the basis of its learning through
questions and queries. Also, Watson can understand and send responses to linguistic
commands in a humanly fashion, either verbally or in written. Watson qualifies as

artificial intelligence because it comprehends reasons, learns, and interacts.

Artificial Intelligence Makes Marketing Easier
Artificial intelligence allows marketers to pay greater attention to their customers and

respond to their requirements in real time. Marketers can easily grasp the content that
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are means to target to customers and which channel to employ at what moment thanks

to the data that algorithms gather and create.

Users will feel more at ease—and more inclined to acquire what you have to offer—as a

result of the tailored experiences that Al allows.

Artificial Intelligence is on the verge of revolutionizing content marketing
1. Creating Content at Scale

Leading news organizations have begun employing artificial intelligence (Al) to
automatically produce simple content based on breaking news, financial updates, and
sports reports. Content robots generate basic content pieces on the fly depending on
specified data. Many readers can't tell the difference between information created by

humans and content created by machines.

Businesses will soon be able to develop customized content at scale using Al-powered
solutions. The content robots will not only identify the most important material, but they
will also offer it to the readers in the most efficient manner possible. The advanced
automated content writers may even replicate the writing style of certain journalists and

content providers.
2. Content and Communication Personalization

Marketers must pay close attention to tailoring both content and communication when
creating and optimizing content marketing efforts. By exploiting real-time consumer data
obtained from many sources, content robots make it easier for marketers to customize

both content and communication.
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Unlike humans, content robots assess client data quickly and make well-informed
conclusions. They may also develop consumer profiles on the fly by gathering important
data points. Personalizing the brand experience, content, and offers/deals can also help

to increase sales conversion.

3. Choosing and Creating the Appropriate Content

Marketers must devote time and effort to fully comprehending the needs and
expectations of the target audience when creating content marketing initiatives. They
must examine client data gathered from a variety of sources in order to obtain the

insights needed to develop content that will boost conversion rates.

However, Al-powered content production tools minimize the need for content marketing
strategy planning by anticipating the sort of material that leads to higher sales orders
based on real-time customer data. By taking into account both existing data and
developing trends, the content robots will produce targeted material for both present

and prospective clients.

4. Using Chat-bots to Facilitate Real-Time Interaction

Unlike traditional consumer contact solutions, chat-bots perfectly imitate both written
and spoken human discussions via online chats powered by Al. Many websites now use
chat-bots to initiate digital dialogue with users. Chat-bots can assist organizations

answer inquiries, requests, and issues in real time, in addition to starting conversions.

Many customers nowadays use chat-bots to swiftly and efficiently fix minor customer

care concerns. Chat-bots will be used in content marketing tactics to influence clients'
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buying decisions by providing relevant material. They'll also help to drive total sales

dialogues by facilitating cross-selling and up-selling possibilities.

L'Oreal uses an Al-powered recruiting chat-bot named Mya to assist assess prospects,
which is a wonderful case study. L'Oreal, which formerly received 2 million employment
applications every year, received 13,000 for 80 internship slots. Mya not only saved
them a lot of time (40 minutes each candidate), but it also saved them $250,000 in

recruiter salaries.
5. Providing Content in Response to Voice Requests

"52% individuals have their voice-activated speakers in their rooms, 25% of people have
their voice-activated speakers in their beds, and 22% individuals have their voice-
activated speakers in their kitchens," according to ThinkwithGoogle.com. As a result,
many buyers now use voice queries and commands to get information and do pre-

purchase research.

By perfectly interpreting each client's speech request, Al enables businesses to offer
appropriate material to each consumer. The Al not only accurately interprets voice
commands, but it also provides refined and contextual voice search results by detecting
the most relevant phrases. Despite clients delivering conversational requests, Al allows

search engines and voice assistants to give correct results.
6. Getting Customers to Read and Open Email

The predictive lead scoring method allows firms to give values to leads using Al.
Individual leads are assigned values based on their prior behavior and purchasing
history, as well as their present requirements and interests, using the predictive lead
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scoring method. Predictive lead ratings assist marketers in distinguishing between

sales-ready and inactive prospects.

Marketers may also use predictive intelligence to turn leads into customers by sending
highly tailored and targeted emails at different phases of the sales funnel. They may
also utilize Al to select subject lines, delivery times, and email content that encourages

recipients to open the email, read the message, and perform the desired action.
7. Routine Content Marketing Tasks Can Be Automated

Al will assist firms in automating mundane and repetitive content marketing processes
in addition to supporting automated content production. By integrating real-time data,
Al-powered marketing solutions will increase these content marketing operations even
more. On-demand content marketing initiatives may be analyzed, measured, and
optimized using next-generation marketing solutions. To automate regular processes
like keyword research, subject selection, content type evaluation, and communication
channel selection, Al-powered marketing automation solutions can help. As a result,
content marketers will exclusively focus on using human intelligence to make

information emotionally engaging.

The potential influence of artificial intelligence on marketing
Artificial intelligence is the creation of intelligent machines capable of thinking and

responding in the same manner that humans do. John McCarthy coined the term
"artificial intelligence" and was a pioneer of the artificial intelligence method, which

allows computers to do tasks more precisely.
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People think that artificial intelligence will provide a solution to the bulk of the world's
current worries and challenges. Furthermore, Al has the ability to solve problems that
may develop in the future. Artificial intelligence has the ability to revolutionize whole

industries, technologies, and ecosystems.

It is vital to target the correct audience while providing online services. Google Analytics
can segment audiences based on geography, demographics like age, gender,
education and learning, income, job, and so on, as well as psychographics like rate of
interest, preferences, and attitudes. It can help you figure out who your ideal target

market is for your product or service.

Artificial intelligence analyses several data lines on a single individual profile, assisting

digital marketers in efficiently selling products to distinct client groups.
Chapter 18: Activity Monitoring

People's social media activity is increasingly being tracked by government agencies.
While formerly the domain of the world's most powerful intelligence services, this type of
mass surveillance is spreading throughout the globe from authoritarian regimes to
smaller or poorer governments that nevertheless aspire to follow dissidents and persect
minorities. Since social media surveillance has become a commercially viable option for
security services in dictatorships, it has also become a viable option in democracies,
where it is being utilised with no supervision or accountability. An increase in nations
where social media users have been jailed for their legal online actions, coupled with an
alarming growth in the number of countries employing social media surveillance,

threatens to limit the space for civic activity on digital platforms.
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A move from human-to-machine surveillance of the general population:

In the context of social media monitoring, this refers to the accumulation, organisation,
and analysis of massive volumes of metadata and material extracted from digital
communication networks. When it comes to social media surveillance, spyware cannot
be disregarded as less intrusive than social media monitoring. To interact with loved
ones, connect with friends and acquaintances and express political, social or religious
opinions are just some of the many uses of these digital platforms throughout the world.
Advertisers, law enforcement, and intelligence organisations all have a lot to gain from
the information that is gathered, created, and inferred about people who seldom use

these services.

When it comes to social media monitoring, governments have employed personnel for
many years, including those who create fake identities to communicate with real-life
users and get access to social networks. Online speech is monitored by 42,000
volunteers in Iran, according to Iranian authorities. On the Cyber Police (FATA) website,
anybody may apply for a job. Additionally, China's ruling Communist Party has enlisted

hundreds of internet sleuths to report illegal information and accounts.

Automated mass surveillance is now possible because to advances in artificial
intelligence (Al). Using link analysis, natural language processing, and sentiment
analysis, sophisticated monitoring systems can swiftly map users' relationships; ascribe
a meaning or attitude to their social media postings; and infer their past, present, or

future locations. As a result of machine learning and deep neural networks, these
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systems can reveal previously unseen patterns that could lead to new discoveries. In
nations where political beliefs, social contacts, sexual orientation, or religious faith can
lead to closer scrutiny and outright punishment, the inferences drawn about an

individual might have major ramifications.

In terms of the global surveillance market:

Surveillance of social media is booming, allowing intelligence and law enforcement
organisations to search through huge volumes of data. According to this analysis, at
least 40 out of the 65 nations studied have implemented advanced social media
surveillance measures. In addition, the usage of these programmes by governments is
increasing: in 15 of these nations, such programmes were either extended or formed in
the last year. Governments have effectively co-opted social media platforms to justify
their activities in the name of boosting security, reducing misinformation, and protecting
public order. State agencies in authoritarian nations regard these platforms as large
repositories of speech and personal information that can be monitored, gathered, and

analysed to find and suppress opposition.

Fraud Detection and Al:
The use of artificial intelligence (Al) to detect fraud has helped firms improve internal

security and reduce the complexity of their operations. An increasing number of
financial crimes are being prevented because to Al's greater efficiency. To detect fraud
in real-time, Al can evaluate vast amounts of transactions and identify fraud tendencies,
which can then be utilised in real-time. Fraudulent transactions can be rejected or
flagged for further investigation, and Al models can assess the likelihood of fraud so

that investigators can focus their efforts on the most promising cases. The Al model
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may also provide cause codes for transactions that have been identified as suspicious.
In order to speed up the inquiry, investigators might use these reason codes to pinpoint
the problem areas and pinpoint where they should look. An Al model may also learn
from investigators when they investigate and clear suspicious transactions,
strengthening the Al model's expertise and avoiding tendencies that don't lead to fraud,

for example.

In the fight against fraud, machine learning and artificial intelligence (Al) can play

an important role:

Analysis methods that "learn" patterns in datasets without the help of human analysts
are referred to as "machine learning." Al is a broad word that encompasses a wide
range of applications, from driving a car to spotting a fraudulent transaction through the
use of specific analytics. Think of machine learning as generating analytic models, and
Al as using those models. Fraud detection and prevention is much improved by the
methods since they allow for the automatic discovery of trends across a large number of
streaming transactions. It is possible to use machine learning to distinguish between
legitimate and illegal behaviour, but it is also capable of adapting to new and previously
undiscovered fraud strategies over time. Patterns in the data will need to be analysed
and data science applied to continually improve the ability of the system to distinguish
between normal and abnormal activity. Hundreds of computations must be completed in
milliseconds for this to work. Machine learning algorithms can readily be deployed that
learn the wrong thing without a strong understanding of the domain and fraud-specific

data science methodologies, resulting in an expensive mistake that is difficult to unwind.
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It's possible for a poorly designed machine learning model, like an individual, to exhibit

unwanted behaviours.

Strategies for preventing and detecting fraud using artificial intelligence (Al):
Using Al Models that are both supervised and unsupervised:

A one-size-fits-all analytical approach to defending against organised crime is doomed
to failure because the criminals are so sophisticated and flexible. Each use case should
enable expertly built anomaly detection algorithms that are most suited to the scenario.
Therefore, a combination of both supervised and unsupervised models is essential to

the development of next-generation fraud detection techniques.

It is the most common form of machine learning in all domains since it is based on a
huge number of "labelled" transactions. There are two types of transactions: fraudulent
and non-fraudulent. The models are trained by ingesting large amounts of labelled
transaction data in order to uncover patterns that best indicate legitimate operations.
The accuracy of a supervised model is directly related to the amount of clean, relevant
training data utilised in its creation. When labelled transaction data is sparse or non-
existent, unsupervised models are used to detect anomalous activity. When standard

analytics fail to identify patterns in the data, self-learning must be applied.
Applied behavioural analytics:

In behavioural analytics, machine learning is used to assess and predict behaviour
across all parts of a transaction at a granular level. Each user, merchant, account, and
device has a profile that describes their behaviour. Analytical characteristics that

provide precise predictions of future behaviour may be computed using these profiles,
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which are updated in real-time with each transaction. The profiles go into great depth
about all of the business dealings, financial and otherwise. Non-monetary transactions
include things like requesting a duplicate card or resetting a forgotten password. To
name just a few uses, financial transaction data may be used to create patterns that
reveal a person's typical spending rate, the hours and days of the week when they are
most likely to transact, and the distance they travel between payment locations. Due to
false positives and other annoyances, transactions may be abandoned if users cannot
see current activity on their profiles. Analytic models and profiles are essential to a well-
rounded corporate fraud solution because they give the information necessary to

assess real-time transaction trends.

Using Big Data to Build Models:

Machine learning models' effectiveness depends more on the volume and variety of
data available than on the algorithm's intelligence, according to recent studies. In
computing terms, it's the same as having real-life experience. As a result, expanding the
dataset used to construct the predictive characteristics employed in a machine learning
model may lead to better prediction accuracy. There's a good reason why medical
students and residents are expected to see hundreds of patients during their training.
They are able to correctly diagnose in their area of specialisation because of this level
of knowledge or understanding. When it comes to fraud detection, a model will benefit
from the knowledge gained through analysing millions or billions of transactions, both
genuine and fraudulent. The best way to identify fraud is to analyse a vast volume of

transactional data to get a clearer sense of the risks involved with each transaction.

Artificial Intelligence (Al) That Learns and Adapts to Itself:

187



SAMPLE BY WISHAWL SAIF

In order to protect customers' accounts from fraudsters, it is necessary to use machine
learning. Fraud detection experts should take into account adaptive solutions to sharpen
reactions, particularly on marginal judgements, in order to increase performance
continuously. It's possible that some of these transactions are just on the cusp of being
subject to an audit, depending on how close they are to the trigger points. False
positives and false negatives can occur at any point along the line between lawful and
fraudulent transactions, but accuracy is particularly critical in the area between the two
extremes. This distinction is emphasised by adaptive analytics, which provides a current

picture of a company's risk factors.

Adaptive analytics solutions strengthen their sensitivity to developing fraud patterns by
automatically reacting to recent verified case dispositions. This results in a more
accurate differentiation between fraudulent and legitimate transactions. In the event that
an analyst determines that a transaction is valid or fraudulent after conducting research,
the findings are pushed back into the system. New methods and nuanced patterns of
deception that have been dormant for some time can now be correctly depicted by
analysts using this method. As a result of this adaptive modelling, the model is
constantly updated. This adaptive modelling approach dynamically adjusts the weights
of predictive parameters in the underlying fraud models. Using this method, fraud may

be caught earlier and new types of attacks can be avoided.

How are social media sites use artificial intelligence to monitor their users'
activities?

Social media has become a commonplace aspect of our lives, and the application of
artificial intelligence (Al) has the potential to improve connection and communication

between users. Mass digital transformations and the deployment of artificial intelligence
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(Al) and machine learning (ML) technology to accelerate the growth of businesses and

increase consumer satisfaction have become commonplace in recent years.

Artificial intelligence has the ability to completely revolutionise the way businesses
promote on social media platforms such as Facebook, Instagram, and Twitter. It can
automate a variety of time-consuming operations associated with social media
administration, and it can even do large-scale social media monitoring. Social media
marketers may get closer to their audiences and better understand their preferences
with the help of artificial intelligence. The information gained from this allows them to
better target their advertisements as well as develop better content. This chapter
examines some of the ways in which social media platforms are utilising artificial

intelligence to their advantage and to better serve their clients.

Facebook:

Facebook has Facebook Artificial Intelligence Researchers, commonly known as FAIR,
who have been trying to analyse and build artificial intellectual systems with the
intelligence level of a human for the past many years. Facebook employs an artificial
intelligence technology known as Deep Text to monitor comments, posts, and other
data created on the social media platform in order to understand how people use
different languages, slang, acronyms, and exclamation marks, as well as the context in
which they are used. Due to the fact that users are scattered around the world, the
Applied Machine Learning team developed an artificial intelligence-based automated
translation system that allows consumers to see translated messages in their News

Feed. Another manner in which Facebook makes use of artificial intelligence is through

189



SAMPLE BY WISHAWL SAIF

face recognition, which may be used to recommend individuals to include in images.

Chatbots have also been added to Facebook's app, according to the company.

Twitter:

One of the numerous ways Twitter employs artificial intelligence in its platform is to
analyse what tweets suggestions to give to users on their timelines, which is just one
example. Its goal is to provide users with the most relevant tweets possible in order to
provide them with a more personalised experience. Twitter also use artificial intelligence
to combat offensive statements. In the United Kingdom and Germany, the corporation
has begun levying penalties in order to prevent hate speech, false news, and illegal
information from being posted on its platform. Tweets that are offensive are tracked and
removed by Twitter using IBM Watson and natural language processing (NLP). The
tones in the messages and the meanings of different pictures are also interferred with
by Watson, which allows it to analyse millions of obscene and improper communications

in seconds.

Snapchat:

For example, Snapchat employs machine learning models and augmented reality
technologies to superimpose digital animation on videos, and the company's artificial
intelligence experts are training deep learning models to do tasks such as detecting
hand movements. These hand motion models may then be incorporated into
augmented reality applications to generate additional functionality. The purpose of
incorporating artificial intelligence into the platform is to better serve its user base and

make it easier for them to access these technologies.
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Instagram:

Instagram, a social networking application for sharing photographs and videos, first
appeared on the scene in 2010. As of now, it has around 1 billion monthly active users
and is owned by Facebook. The platform made use of big data and artificial intelligence
to improve the user experience, filter spam, and improve the outcomes of targeted
advertising. User-generated tags and trending information on the site allow them to
locate images of a certain activity, venue, or event, as well as photos of restaurants,
cuisine, or other discovery experiences. Instagram, like the majority of social media
networks, use artificial intelligence to combat hate speech and cyberbullying. Deep Text
is used to identify these messages and postings, and they are removed from the

platform using this technology.

Artificial Intelligence's Impact on Online Social Media Activities:
When it comes to finding information, we live in an era when it's just one click away.

What we think and feel about it is something we wish to share with others. It's here that
social media comes into play. We can't deny the importance of social media in our daily
lives. There are positive and bad aspects to this treatment. Social media sites such as
Facebook, Twitter, and Instagram have become so commonplace that it's regarded
weird to be disconnected from them. Entrepreneurs, firms, organisations, and a wide
range of other professions are increasingly using social media as a way to get their

names out there at a very low cost.

Businesses and organisations are increasingly turning to Artificial Intelligence (Al) in
order to flourish in today's environment, and social media seems to be following suit. In
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today's technological world, a vast range of social media targeting options are available.
Al is also improving the user journey on social media sites by generating a better user

experience. Social media is being transformed by Al:

Using virtual assistants and chatbots:

Sponsors on social media have profited from chatbots in several ways. They've
streamlined the procedure by reducing the number of assumptions. They have made it
easier for marketers to understand their clients' needs and interests and to connect with

them on a personal level. Chatbots are underappreciated by many enterprises.

Because of their usefulness and potency in the marketing plan, however, these are
highly recommended. In addition, bots analyse social media postings and assist

advertisers in determining the most effective methods for attracting new clients.

Content optimization for social media sites:

Virtual assistants and chatbots may both contribute to the creation of content, which is
critical for boosting sales and raising awareness of a company's brand. Artificial
intelligence-based solutions are assisting marketers in the optimization of their content,
which includes things like interviews, headlines, webinars, and so on. You need to know
what your audience likes, what other marketers are good at, what social media trends

are going on, and how you can capitalise on these things.

Speculating on the Results:
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Machine learning techniques and software are used to handle enquiries about brands.
Whenever a user posts a remark or sends an email, the Al method is utilised to

automatically respond to the user with a response to his/her problem.

Other algorithms have been developed to sort requests and suggestions. A
recommendation, complaint, or question can all be classified as "requests" by Al
systems. Marketers are more equipped to deal with changing conditions when using

these automated tools.

Enhancement of marketing's use of influencers:

Increased organic reach and increased social media ROl may be achieved via the use
of influencer marketing. This method, which makes use of well-known social media
users to promote products, is widely used in the industry. As a powerful marketing tool,

it must be used correctly to achieve its full potential.

There are a lot of influencers on social media, so marketers rely on Al to help them find
the proper ones to promote their products. As a result, finding the perfect influencer to

promote your company is critical, and Machine Intelligence can assist.

Customer Satisfaction:

Customer happiness is the primary objective of every business. Customer satisfaction
accounts for around 60 percent of the company's focus, according to a study.
Organizations are seeking to improve their customer service in order to obtain client
satisfaction. Organizations may now provide high-quality services to their clients thanks

to the advent of Artificial Intelligence in marketing.
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Increasing the quality of the user experience on social media platforms:

On any given day, about 2.8 billion individuals utilise multiple social media sites, all of
which are in direct rivalry with one another. With the rising usage of social media and
the addition of new users on a daily basis, it is becoming increasingly difficult to digest
the vast amount of disorganised data that is being generated. Top social media sites
such as Twitter, Facebook, Instagram, and others rely on Artificial Intelligence to

accomplish their goals.

Twitter use artificial intelligence to keep track of the subjects that are currently trending
and to determine the ranking of tags. It is also attempting to rank the tweets in order of
importance rather than chronologically, as opposed to chronologically rating them. This

aids with the navigation of the site and makes it more user-friendly.

Facebook employs artificial intelligence to evaluate a user's activities and to use the
information to improve the user experience. The numerous algorithms that are used to
track the comments on various topics and utilise them to choose which items should
appear at the top of the user's news feed. Face recognition is also employed on
Facebook, which allows users to tag images and discover other users based on their

location or any other information they may provide.

The social media platform Instagram has announced that their mobile version would be
improved with sophisticated features that will benefit visually impaired users.
Furthermore, it has begun utilising new artificial intelligence technologies that is capable

of detecting bullying in photographs.

Improvements in the process of social listening include:
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Social listening is the technique of tracking conversations based on certain terms,
brands, or phrases that are used in the conversation. The information acquired through
tracing is used to generate articles that are tailored to certain consumers or to identify
job possibilities on social media sites, among other things. Social listening helps
marketers to communicate with customers more effectively and create campaigns that

are more appealing to them.

In marketing, image recognition is used to:

As the use of artificial intelligence in advertising on social media continues to rise,
photographs have taken on a new significance. The advancement of technology has
enabled marketers to more effectively employ visuals to increase the rate of interaction.
Additionally, picture recognition is utilised by marketers to predict the behaviour of their

customers.

The development of competitor analysis:

Manually examining the social media accounts of rivals takes a long amount of time.
The artificial intelligence-based analysis is focused on accuracy while also being time-
saving. Besides that, it provides an insight of numerous other elements such as sales. It

is practically hard to examine this type of data using conventional approaches.

Social sentiment classification:

With continual social media monitoring, it is possible to construct a valid brand analysis.
After the postings have been evaluated, it is decided if a certain post has a favourable
or bad influence on the users. Sentiment analysis is the term used to describe this.
Twitter, the most popular social networking website, does sentiment analysis with the
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help of Python. However, it may be difficult to track and analyse the advertisements and
content that appear on these social media networks. Artificial intelligence has made it
simpler to assess and track such tasks, which has resulted in significant time and effort

savings.
Chapter 19: Personalized Marketing

Since the beginning of time, marketers have relied on facts, intuition, and an informed
estimate in order to craft the best marketing strategy for their products. Customer
relevance, medium choice, and timing are all critical to the success of any marketing
campaign; they must all be in sync with each other. Atrtificial Intelligence (Al) and
machine learning are reshaping the marketing and consumer interaction strategies of
today's organisations. Artificial intelligence, in particular, offers fresh strategic insights
into the factors that influence the behaviour of certain visitors. Brands may use artificial
intelligence to gain a better knowledge of their consumers' habits, desires, and

requirements.

As a result of applying Al in marketing, marketers may find tendencies that would
otherwise go unnoticed by the human mind. In this technology, the decision-making
authority is entirely in the hands of its users. Individuals or groups making use of the
technology may decide what the Al should focus on, such as maximising ROI or
increasing email open rates, and when a human touch should take precedence. Fuel
sales are a good illustration of convenience businesses' primary source of revenue.
About 80% of gasoline sales in the United States are made through convenience shops,

however many brands lack the margins to successfully price petrol. In the absence of a
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discount on petrol, how can you persuade people to fill up at your brand's pump rather
than your competitor's instead? Discounts on other in-store products could work, but it's
a gamble to assume that people who came to the shop because of a center-store
inducement will also buy petrol. This is where artificial intelligence makes a huge
difference since it can determine exactly what other goods those fuel buyers are looking

for.

Al can recognise and rank clients based on the things they purchase together, such as
coffee and gas, or cigarettes and soft beverages, using an algorithm known as
clustering. Al can analyse millions of data points simultaneously to discover what
products are most frequently purchased in combination, rather than marketers
speculating on logical pairings and seeking for proof in the data. As soon as you know
what else your important gasoline consumers are purchasing, you may target those
specific groups of purchasers with targeted offers. You may, for example, provide a 50
percent discount on a freshly cooked sandwich to clients who fill up their tanks on their
way home from work and pick up supper on the way with a targeted free hot beverage
campaign. Customers' tendencies of visiting on certain days of the week, their likelihood
to return in the following seven days, and their propensity to open and read emails from
your business may all be analysed by artificial intelligence. Loyalty programme data
may be leveraged to increase consumer engagement by unlocking the secrets buried in

the data.

How Artificial Intelligence (Al) Would Make Marketing More Personalized:
Personalization for Push Notifications:
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A growing number of companies are using push notifications to engage with consumers.
It is more probable that people will pay attention because they are provided via mobile
devices. It's like getting a personalised text message when it's done right. Consumers
are more likely to notice a product that is tailored to their specific needs. This is a strong
tool in an age where even customers who are interested in receiving marketing emails
are sending them to their Gmail account's promotions inbox or email garbage bin.
TripAdvisor is a good illustration of this. A user's prior behaviours are used by the
company's app's algorithm to provide a personalised message. This tactic doesn't come

off as aggressive or salesy at all.

Filtering in a Collaborative Way:

Machine learning is being used by a growing number of websites to personalise
information for visitors based on their browsing history. Algorithms based on universal
data sets like hot themes and newly published articles are among the most
fundamental. Visitors will constantly have a new experience on a website thanks to

these basic-level functionalities.

It's expected that Al will play a bigger role in 2018 in the creation of increasingly
complex user experiences. By observing how users interact with a website and the
actions they conduct, the artificial intelligence may gather additional information about
them. Collaborative filtering is a process that firms like Netflix and Etsy have mastered.
Gathering information about visitors, the "Machine Intelligence" will subsequently put
visitors together depending on their preferences. Then, when people visit the site, these
'groups' will have comparable experiences. Both these experiences and the group filters

they're based on will change over time because of the data inputs.
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Image Recognition Software Powered by Al:

The power of images is undeniable. These data points, however, have the potential to
help marketers make better decisions and construct more accurate customer profiles
through the application of artificial intelligence. With Al-based picture recognition
software, it is feasible to filter through millions of photographs on social media and find
patterns.. At night, in the gym, while eating an ice cream, or with their pet, you may gain
deep insights into your consumers' habits by knowing that xx percent of your engaged

customers are using your product.

Facebook made its image recognition software open source at the end of 2016, with the
goal of developing the technology and making it more accessible. Using picture
recognition to better their material for the deaf and hard-of-hearing is one of their goals.
Image recognition has been a hot topic in 2017, with companies like Salesforce getting
in on the action. One of the company's VPs of marketing for social and advertising
products Rob Begg thinks that it can do more than only provide consumer insights, but
also assist marketers understand where influencers could be utilising their product or
service online. Using this information, influencers may craft more effective campaigns.
The influencer's audience may also be utilised to discover more about who is exposed

to a product or service.

Conversations that are multi-sensory:

The application of machine learning in chatboxes and voice interaction has allowed
conversational user interfaces to become the seamless, enticing experiences that Ul

inventors have been striving for for years now. Things are just going to become more

199



SAMPLE BY WISHAWL SAIF

interesting in 2018. By analysing a user's gaze and hand motions, Microsoft is able to
learn more about what they want and need, as well as what they don't want or need. In
this way, the Al 'learns' this sensory information and may give a better experience—
answering the relevant queries, anticipating requirements, and linking users with the

knowledge and products they desire.

Emails are becoming increasingly segmented:

Artificial intelligence has always played a significant part in email. Marketers may
segment their emails using predictive analytics to ensure that consumers receive the
content that is most relevant to them. This will continue to be the standard in email
marketing, as marketers can provide hyper-personalized information, at the proper time
of day and in a way that encourages long-term connections with their customers. For
companies, the opportunity to collect more information about their subscriber lists has
never been greater, as customers have grown to demand a personalised experience

from the brands they engage with.
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